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PyKkoBOACTBO agMMHMCTpaTopa

BeBepgeHune

BatPost - 3T0 N0AHOMYHKLMOHAbHBIA NOYTOBLIV cCepBep, NOAAEPXKMNBAIOLLNI BCE OCHOBHbIE
noyToBble NPoToKosbl (SMTP, POP3, IMAP).

Mpu pa3paboTke 60/1bLLIOE BHUMAHWUE YAENSAIOCH Bonpocam 6e3onacHocTu. Cepeep
noAAePXKMBAET 6OBLUMHCTBO CYLLECTBYIOLLUX CXEM aBTOPU3aLIMK, a TaKkkKe paboTy yepes
SSL/TLS.

Oco60e BHUMaHWE yAensiock rMOKoCcTU cepBepa. Tak, obpalleHne K JaHHbIM NPou3BoANTCS
yepes aApaiiBep AOCTYyNa K flaHHbIM. DTO MO3BO/ISIET CEPBEPY HE NPUBSI3LIBATLCS K KOHKPETHOMY
npeacTaBneHnio aHHbIX. MOXHO XpaHUTb AaHHble B CO6CTBEHHOI 6a3e JaHHbIX cepBepa, a
MOXHO MCMO0/b30BaTh /IH06YI0 N3 KOMMEPUYECKNX 6a3y JaHHbIX.

CepBep npeanaraeT pacluMpeHHble BO3MOXHOCTY MO (hUIbTPaLMK HEXENaTeIbHOI NoYThl
(cnama) » npeaocTaBnsSET BO3MOXHOCTb aHTMBUPYCHO NPOBEPKM BCEW BXOASLLEN NOYTHI.
MmetoTcst Takke 0coGble BO3MOXHOCTY MO "BbDKMBAHMID" B YC/TOBUSIX BUPYCHOI aTaku Ha cepBep.

He nocnepgHioto PO/Ib UTpaeT BbiCOKaA Npon3BoAnTE/IbHOCTb cepBepa n HeTpe6OBaTeI'IbHOCTb K
pecypcam KkomMmnbOTEPA. 370 N03BONSAET HEGONbLLMM opraHmsaynam ncnosib3oBatb Nnoa cepsep
O4VH N3 pa60‘-IVIX KOMMbTEPOB N AeNaeT ero ngeasibHbiM peweHnem ana aqoMallHero npuMeHeHn4.

OTpenbHoro YNOMUHaHuA 3ac/iyXXnsaeT BO3MOXHOCTb pa6OTbI B yCNnoBuAX, Kkorga noctodaHHoe
NAKINYEeHne K MUHTEPHETY OTCYCTBYET. CepBep MOXET No 3agaHHOMY pacnncaHniO COeaANHATBLCA C
MHTEPHETOM, OTCblJ/1aTb HAKOMMBLLUYHCA NCXOAALLYH NMOYTY N NMPUHUMATb BXOOALLYIO MOYTY.
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2.1

2.2

2.3

Oo6ume cBeaeHNs O cepBepe

MouToBbIli cepBep BatPost noanepxvBaeT HEKOTOpPbIE CNELMEUYECKE BO3MOXHOCTb, KOTOPbIE
MOryT 6bITb HEAOCTYMHbLI B APYIUX cepBEpaxX. STU BO3MOXHOCTY 6YEeT pacCMOTPEHbI B JaHHOIA
rnase.

HavanbHasa HacTponka npaBus

MockonbKy No ymonyaHuio relay 3anpeuyeH, Heobxoammo nn6o nponssoanTb SMTP aBTOpM3aLmio

(npegnoyTuTENbHBLIR cNnocob), Nnbo BHecTn B IP/Host RS (Database|Rule sets/BL/AL...) 3anucu

paspeluatoLme ero Tem, KoMy Hago. CaenaTb 3TO MOXHO HECKO/IbKMMM crnocobamu:

e [1p1 NOMOLLY PErYNSPHOro BbIpaXXeHWS OMNMUCHIBAIOLLLETO HYXHYHO NOACETb

e [1p1 NOMOLLM PErYNIAPHOTO BbIPXKEHWUSI ONUCHIBAIILLETO MMEHA XOCTOB, C KOTOPbIX MOXHO
relay'ntb

e [1pn NOMOLLY OTAENbHbIX NPaBUA ANS KaXKA0To U3 XOCTOB, C KOTOPbIX MOXHO relay'nTb

Cnuckun paccblnku (mail-list) u ncesgoHnmbl (alias)

W cnucku paccoifiku, Y NCeBAOHNMbI UCMO/b3YIOT OAUH U TOT e dhopmart, 3TO CNUCOK CTPOK, B
KaKaol CTpOKe OAMH NOYTOBbIA agpec. MNycTblie CTPOKU, & TaKke CTPOKM, HaUMHAIOLWMECS CO 3HakKa
"#" UrHopupyoTCA.

CTpoKu, HauMHarLWMecs co 3Haka "$" ABnaTca gupektusamu. iIMeroTcs criegytowme GUPEKTUBSI:
¢ $include filename - BkIOUKTL agpeca u3 hanna

LLInpokoBeLllaTenbHas paccbiska

CepBep nogaepXxunBaeT agpeca cneunaibHoro Buga 4as opraHM3aunmy LWMpOKOBeLLATE TbHOM
paccblsiku (broadcast) coobLeHuiA:

e *users@domain - paccblfika BceM "06bl4HbIM" MOSIb30BaTENAM AOMEHa "domain”

e *aliases@domain - paccbl/ika No BCeM rncesaoHMMam B foMeHe "domain”

o *mlists@domain - paccbisika Mo BCemM CnMckam pacchbisiku B AomeHe "domain”

MOCKO/IbKY LLUIMPOKOBELLATE/TbHYIO PACCHINIKY MOXHO paccMaTtprBaTh Kak NpYBUAErMpPOBaHHYO
orepaumio, BBOASTCS COOTBETCTBYHOLLME NpaBa Ha LUMPOKOBeLLaHne. 3TV npaBa MoryT 6bITb Kak
rNo6abHbIMK MO OTHOLLEHWIO K CEPBEPY, Tak U JIOKa/TbHbIMU A/151 334aHHOTO JOMEHa.
no6asibHble NpaBa NPOMMCLIBAKOTCS HA YPOBHE HACTOEK rPYNM, a NIOKaslbHblE HA YPOBHE HAcTpoeK
[loMeHa.
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3.1

MoHUTOpP

Mogynb MOHUTOPA NpeAHa3HauYeH A/1s ynpaB/eHus CEPBEPOM, a Takke A5t HabNaeHVs 3a ero
aKTMBHOCTLI U MPOCMOTPA JIOTOB ()KypHa/I0B). MOHUTOP NO3BONSIET HA6G0AATH OAHOBPEMEHHO 3a
HECKOJIbKMMI cepBepamMu. BHELLIHWIA BUA MOAYNS MOHATOPA NPELCTAB/IEH HA C/IELYHOLLEM
PUCYHKe:

¥:BatPost Monitor =10| x|
Server  Tools  About

local [Local Computer]

Stated |  Total | Sewer | 040 | 040 | 04A0 | 0A0 | o5 | o0A0 | odao | oA |

2% 0 0% %3 %3 0 0 0% 0% 0%
CPUUsage | SMTP | POP3 | IMAP | POST | CTRAL | SMTPS | POP3S | IMAPS |

SMTP |F'IIIF' | M&P | POST | LPOST | Spam | NS | Eror | DrvEn | AppEr |

31 Mar 2004 18:02:21 O001AZ2590 Sender <Test@test. comn: accepted ﬂ
31 Mar 2004 18:02:24 O001AZ590 Recipient <Test@te=t com: accepted

31 Mar 2004 18:02:25 00142590 Receiving message from {Test@test . com:

31 Mar 2004 18:02:25 O001AZ590 Mes=age 00000000 {532 byte=) received

31 Mar 2004 18:02:25 001A2590 Connection terminated normally

31 Mar 2004 18:02:25 O001AZ590 Sesz=zion finished with igor [127.0.0.1]

31 Mar 2004 18:02:25 00142590 Deemon finished

R+ R+ 4

MaHenb ynpaB/eHna cepBepom

BepxHsisi 4aCTb OKHA MOHMTOpPA OTBEYAET 3a ynpaB/ieHe CeEpBepaMm 1 3a 0TOBPaKEHNE KX
3arpysku rno NpoToKoam:

local [Local Computer]

Stated |  Total | Sewer | 070 | 070 | 040 | o040 | o5 | oa0 | o0a0 | oao |
- 24% 174 0% 174 0% 174 0% 0% 0% 0%

CPUUsage | SMTP | POP3 | IM&P | POST | CTAL | SMTPS | POP3S | IM&PS |

KHorka ¢ n3opaxeHueMm SieTyueil MbILLY NOKa3bIBAET TEKYLLEE COCTOSIHUE CepBepa. ITO Xe
COCTOSIH/E B TECKTOBOM BUE 0TOGPAXaeTcs Haf KHOMKOM. [Mpy HaXkaTun Ha KHOMKY NOSIB/ISETCS
MEHH0 yNpaB/IEHNS CEPBEPOM:
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3.2

3.3

Feconnect

Stark
Pause
Skop

Kill server

Add server, ..
Edit server. ..
Delete server

Configurator
Old Configuratar

OHO M03BO/AET BbINO/IHUTL BCE ONEPALMK N0 yNpaB/ieHNo CePBEPOM, a Takke ynpaenaTb
CMMCKOM CepBepoB 3a KOTOPbLIMU BefleTCsl Hab/oaeHue.

[MaHeNb NPOCMOTpPa /I0roB (KypHasioB)

B HWXHeli YyacTn okHa MOHUTOPAa NMoKa3bliBakTCA XXypPHaslbl COObITWIA:

SMTP | PoP | IM&P | POST | LPOST | Spam | ONS | Eror | DrvEr | AppEn |

#® 31 Mar 2004 183:02:20 O001A2590 Session started with [127.0.0.1] :J
# 31 Mar 2004 18:02:20 00142590 Connection from igor [127.0.0.1]

* 31 MHar 2004 158:02:20 00142590 Remote from igor reports its=elf as test . com
+ 31 Mar 2004 18:02:21 00142590 Sender «<Test@test.com: accepted

+ 31 Mar 2004 18:02:24 00142590 Recipient <Test@test. com: accepted

* 31 Mar 2004 18:02:25 O001AZ2590 Receiwving messzage from <(Test@test . com:

» 31 Mar 2004 18:02:25 O001A2590 Message 00000000 (532 bytes) received

+ 31 Mar 2004 18:02:25 00142590 Connection terminated normally

* 31 Mar 2004 18:02:25 001AZ2590 Sezzion finished with igor [127.0.0.1]

* 31 Mar 2004 18:02:25 00142590 Dasmon finished

4| | 3

Moka3blBaOTCA TOMBKO NIOKasIbHbIE XXyPHa/bI COObITWI BHE 3aBUCMMOCTM OT TOT0, Kakoli cepeep
Bbl6paH. MpoCMOTP XypPHaI0B MOXET O4EeHb MOMOYL MPY BbISIB/IEHUN HEMCNPABHOCTEN B paboTe
cepBepa. CobbITVsi OTCOPTUPOBaHbI NO KaTeropmsim. Hanbonee BaxHbIMu ABAsitOTCA Error.log,
KOTOPbI NoKasbiBaeT 06LmMe OWn6KN Npu paboTte cepeepa, 1 DrvErr.log, KOTopbIli Noka3biBaeT
oLnbKkM Npu paboTe ¢ AaHHbIMMN.

MoHuTop cnyna (Spool Monitor)

Bce BxogsLme coobLleHns cepeep BpEMEHHO 3anoMUHaeT B cnyne (ouepeamn coobLLeHwni).
MoMMMO camoro coobLLEeHNs CoXpaHaeTCs Takke CnyxebHaa nHdopmanms, Heobxoaumasn ans
npaBwbHON gocTaBku. CO06LLLEHUS COXpaHsTCA B (haiinax ¢ pacwumpeHnem "MSG", a
cnyxebHas nHchopmaums B dpaiinax ¢ pacumpermem "QUE". MoHnTop cnyna Ha6ogath 3a
COOOLLEHNAMM, MOMELLLAEMBIMWN B OYepeb, U MPOCMAaTPUBATL CBA3AHHYIO C HUMU CY)XeOHYI0
nHdopmaumio. MOHUTOP BCerga nokasbiBaeT TONbKO NIOKasIbHbIV Cnysl, BHE 3aBMCUMOCTU OT TOrO,
Kakoi cepBep BblbpaH. BHeLUHWIA BUA, MOHUTOPA Cry/a Noka3aH Ha pUCYHKe:
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«* 5pool Monitor ;lglﬂ
3 meszagels) RALUE F'ath:IE:'xF'ngram FileshB atPasth5 pools00000000. G LIE
Message File Name || Ressivect |05 4pr 2004 122000 EnwiD:
00000007 M5 G b il Frarn | Recipient | Tries | Max Trie
00000002, M5 G testi@testdomain. com testi@testdomain. com 0 3

Shaow ALUE Infa | 4 | | _,I
Cloze |

B n1eBoii YacTy OKHa NoKasaHo 06LLEee KOMMUYECTBO COOBLLEHMIA B CMy/IE U CMIUCOK 3TUX
coo6LeHuii. Mo ABOMHOMY LYKy MbILLKO/ HA COOBLLEHMI B MPaBOLi YacTu OKHa OTo6paxaeTcs
cnyxebHast Hhopmaumsi, CBsI3aHHasA C HUM.

Caepxy nokasaHa MHopMauus, KacarLlascs CooOLEeHNS B LLEOM:

¢ QUE Path - cneundmkaums danna, cogepxaiiero cryxebHyto nHgopmaumio

o Received - gata n BpemMs npriema coobLLeHus Ha cepeep

e EnvID - cTpoka-ngeHTugmkarop, ucnonb3yemas B paclUMpeHHOM nNpoTokosne SMTP

Hwxe nokasaHa cnyxebHas nHopmaLums no Kaxaomy U3 agpecoB HasHauYeHus:
Mail From - agpec oTnpaBuTensa coobLeHus
Recipient - agpec nonyyarensi coo6LeHnst
Tries - KO/IMYEeCTBO NPOM3BEAEHHBIX MOMbITOK OTCbIIKA COOOLLEHNS
Max Tries - MakcumasibHO A0NyCTUMOE KOIMYECTBO MOMbITOK OTChISIKM COOBLLEHUS
Last Try - gaTa 1 BpeMs noc/egHel NonbITKU OTCbIIKA COOBLLEHNS
Next Try - pata u Bpems crefytoLleli nonbITkn oTocnarb coobLieHne
Flags - pnaru (018 BHyTpeHHEro 1cnosib30BaHns)
Last Error - TekcToBO€E CO0OLLEHNE O NocneaHel ownbke
Original Recipient - nepBoHavasibHbI NoslyvyaTeb coobLWweHns. cnonb3yeTcs B paclUMPEHHOM
npoTtokone SMPT
e Action - gelicTBMe NpoM3BeAEHHOE C aHHbIM aApecom B pe3y/ibTate NnocseHen nonbITkM
poctaBku (DSN paclumpeHne rfc1894)
¢ None - 3aBepLUEHHbIX NOMbITOK AOCTaBKN MOKa HeT
e Failed - coo6leHne He MOXeT ObITb A0CTaB/IEHO AaHHOMY agpecaHTy. MicuepnaHbl BCe
NonbITKN AOCTaBUTb COOBLLEHNE
¢ Delayed - 6b11a HeygayHas nonbiTka 4OCTaBKKU, HO CEPBEpP OyAeT NPOA0/KaTb NbiTaTbCs
[0CTaBUTb COO6LLIEHNE
e Delivered - coobuieHne gocTaBeHo fIokasibHOMY agpecaTy
¢ Relayed - coobLyeHne nepenpas/eHo Ansi 4OCTaBKM ygasieHHOMY agpecaTy
e Expanded - cnncok NceBaoHNMOB, CKpPbIBAKLLMACS 3@ AaHHbIM agpecoM, 6bi yCrneLHo
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pas3BepHyT
e Status - TEKCTOBbIN KOf, cTaTyca AocTaBkun cooblieHms (DSN paclumpeHune rfc1894)

3.4  INKoHKa B Tp3e (Tray Icon)

Ans yno6cTBa paboTbl MOHUTOP MOMELLAET B TP3Ii CBOK NKOHKY:

VIKOHKN UMEIOT crneaytoLme 3HaueHuns:
< CocTosiHMe cepBepa HEN3BECTHO
% CoefmHaeMca ¢ cepBepoMm

ABTOpU3yemcs Ha cepsepe

% Owwnbka aBTOpPU3aALMN NN CEPBEP HELOCTYMNEH
L CepBep ocTaHOB/EH

% CepBep ocTaHaBNMBaeTCA

o CepBep NprocTaHOB/EH (Ha nayse)

% Cepsep npuocTaHaBInBaeTCcs

L Cepsep 3anyLeH

% Cepsep 3anyckaeTtcs

MocKobKy MOHUTOP NO3BOMSIET HAG/I0AATL U YNPaBNSTh HECKO/ILKMMI CepBepamu
0/IHOBPEMEHHO, a TP3e 0TOGPaKaeTCs COCTOsIHME BbIGPAHHOMO B OCHOBHOM OKHE CepBepa.

Mo ABOIAHOMY LLLE/TYKY MbILLKOI Ha MKOHKE pa3BopaYMBaeTcsi OCHOBHOE OKHO MOHUTOPA, a no
LLIeTYKY NPaBoi KHOMKO NOSIBMSAETCSA MEHIO:

“Restore |

Configurator
ld Configuratar
Sponl Maonitar

Reconnect

Stark
Pause
Skop

Kill server

Exit

MeHto gy6nupyeT onepauun, AOCTyNHbIE B IN1aBHOM OKHE MOHUTOPA W NO3BONSIET:
e Pa3BepHyTb OCHOBHOE OKHO MOHMTOpa

3anycTuTb HOBbIIi KHhUrypaTop

3anycTutb CTapblii KOHUrypaTop

3aI'IyCTI/ITb MOHUTOP cnyJsia
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O6HOBUTL COEAMHEHNE C CEPBEPOM
3anyctntb cepeep

lMpuocTtaHoBUTL cepeep

OcTaHoBUTL cepBep

"Youtb" cepsep

3aBeplwunTb paboTy MoAyNsA MOHUTOPA
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4.1

KoHdourypaTtop

Mogynb KoHburyparopa npefHasHadyeH o n3MeHeHns HacTpoek cepsepa. Mpu aTom cneayet
OT/IM4aTb HACTPOWKU, TPeByIoLLMe Nepesarnycka cepBepa, OT HACTPOEK, KOTOpble BCTyNarT B
Aelictene n 6e3 nepesanycka. Jllobble N3MeHeHMS B OkHe "Options” TpebyoT nepesanycka
cepsepa. Takxke MoryT notpebosartb nepesanycka U3MeHeHus, OTHocsAWwmecs K JoMeHam. B
c/lyyae, Korga OTCYTCTBYeT YBEPEHHOCTb, YTO BHECEHHbIE B KOH(PUTYpaLMI0 U3SMEHEHUA He
TpebytoT nepesanycka, criegyeT nepesanycTuTb cepsep.

pynnbli

pynnbl nosib3oBaTeNen MCnosib3yrTcs Ansa 6enee yaobHOro pacnpeaesneHnsi npae nosib3oBareii.
Ciofa BXo4AT pasnnyHble NpuBenurupoBaHHble onepaunn, a B npoTtokone IMAP rpynnbl MOryT
MCNO/b30BaTLCA 4715 NPONUChIBAHUA NPaB NoSib30BaTeNel B KaXKA0M KOHKPETHON narke.
Monb3oBaresib MOXeT BXOAWUTb B HECKOJIBKO rpymnn O4HOBPEMEHHO W, B 3aBMCUMOCTH OT 3TOr0,
nosiyyaeT npasa Ha BbINOJSIHEHUE onpefenieHHbIX AelcTBuiA. Popma 4n1a fobasneHns uim
pefakTpoBaHuUs rpynnbl BoIFASAMT ceayowmnm 06pasom:

M amne:

Comment:

I—Fiight
[T Admirister

[~ Broadzast To Users
[~ Broadcast To Aliases
[~ Broadcast To Mail-lists
[~ ETEM command

[ ATEM [ODMR) command

roe B none "Name" BBoAUTCA MMS rpynnbl, a B nose "Comment" kommeHTapuin. Pasgen "Rights”
Nno3BosSieT 3a4aTb r100a/bHbIe NpaBa faHHON rpynnbl:

o Administer - agMVHUCTPMpPOBaHME cepBepa

Broadcast To Users - lumpokoBelaHme ans "obbl4HbIX" Nosib3oBaTenei

Broadcast To Aliases - luMpokoBeLlaHue ansi NCeBAOHMMOB

Broadcast To Mail-lists - lwiMpokoBewaHne ans CNMCKOB Paccbifkn

ETRN command - BO3MOXHOCTb BbINONHATL kOMaHAy ETRN B npotokone SMTP

ATRN (ODMR) command - BO3MOXHOCTb BbINO/IHATL KOMaHay ATRN B npoTtokone SMTP

KomaHabl ETRN/ATRN BbINO/HATCA 00bIMHO CTOPOHHMM CEPBEPOM B C/lyvae, Koraa Hall cepsep
NCNONb3YeTCH Kak BDEMEHHOE XpaHunuLLe noytsl. MNpegocTaBneHre Takoro npasa no3sosnT
CTOPOHHEMY CepBepY BbINOHATL aBTOPM3aLMI0 Ha HaLleM cepBepe.
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4.2  [loMeHbl

Noa AoMeHaMy NOHMMAKTCA UMeHa XOCTOB, A1 KOTOPbIX cepBep 6yp,eT NPUHNMATb NOYTY.

4.2.1 OCHOBHbIE NapameTpbl

Ha 3aknagke "Properties" MOXHO NPOM3BECTW HACTPOIKY OCHOBHbIX NapaMeTPOB AOMEHA:

Froperties | F'ru:utu:u:-:ulsl F'ermissiu:unsl Script I Heferrall

M arne:

Comment:

Dramain Type:
I Ordinary Comain j

roe

e Name - uma gomeHa

¢ Comment - KOMMeHTapwii
e Domain Type - Tun gomeHa

Ordinary Domain

"O6blYHbIN" OMEH B KOTOPOM CYLLECTBYIOT YUYeTHbIE 3anncu nosib3oBatesneil. na 4oOMeHOB Takoro
TUNa 3a4aTca creyoume cneumguyeckne napameTpbil:

Admin aliases:
Ipustmaster;hu:ustmaster;webmaster;h’l.ﬁ.lLE A_DAEROMN

Adrmin e-mail:

[T Redirect unknown users ba:

e Admin aliases - nceBAOHMMbI aAMUHUCTPaTOPa AoMeHa. MoyTa, Npuxoasiias Ha MeHa,
nepeuncreHHble Yepes ToUKy € 3ansiToid, 6yaeT nepeHanpaBiaTbCs aAMUHUCTPATOPY AOMEHa

e Admin e-mail - NOYTOBbLI agpec agMMHUCTpPaTOpa AoOMeHa

e Redirect unknown users to - nouta, npuxoasLias Ans nosoBaTesieit, KOTOpbIe HE CYLLECTBYIOT
MOXET NepeHanpaBATbCs Ha yKa3aHHbIN agpec

Backup Domain

JomMeH, KOTOopbI MCNONL3YTCA 47151 BPEMEHHOTO, PE3EPBHOI0 XpaHeHus noyvtbl. B DNS ans
3aaHHOro oMeHa MOryT 6bITb MPONMCaHbl HECKOJIbKO 3anucein MX. 3annch C HavBbICLLIMM
npuopuTeTOoM 06bIYHO YKa3biBaeT Ha OCHOBHOI cepBep, KOTOPbI OTBeYaeT 3a NoYTy A1 AaHHOro
OOMeHa. 3anncu ¢ MeHbLUUM NMPUOPUTETOM 06bIYHO YKa3blBalOT HA pPe3epBHble cepBepa, KoTopble
BPEMEHHO MPUHMMAIOT NOYTY /18 AaHHOTO AOMEHa, B Cllyyae, ecniv OCHOBHOW cepBep He
paboTocnocobeH. Korga 0CHOBHOW cepBep CHOBa HauCHET (DYHKUMOHNPOBATb, COXPaHEHHas
noyta 6ygeTt nepefaHa emy s fgasibHenwen oo6paboTku.
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Y AOMEHOB Takoro Tuna Het CI'IeLI,VICbI/I‘-IeCKI/IX napameTpos. Takxe HeT HeO6X0,qMMOCTM co3aaBaTtb
B AOMEHaX TakKoro Tmna y4yeTHble 3anncu nosnb3oBaresneil.

ETRN/ATRN Domain

CreuuasibHbIil TN AOMEHA, KOTOPbIVi BpEMEHHO XPaHUT NOYTY AN 4pYroro cepsepa. Apyroi
cepsep, Yallle BCero, He UMeeT NOCTOSAHHOTIO NOAKNIYEHUSA K UHTEPHETY U NEpPUOANYECKN
3abupaeT HaKonuBLLYCSA NoYTy npu nomom komaHa ETRN/ATRN. Ans gaHHOro Tvna gomeHa
nmerTCcsa cnegyowme cneundmyecke napameTpbl:

ETEM IP kaszks:

ATEM IF b azks:

[~ Autharization required for ETRM command
[T Enable ETRM command
[~ Enable ATRMN command

e ETRN IP Masks - macku IP agpecoB npu NOAKIHYEHNN C KOTOPbIX MOXHO BbINOMHATL KOMaHay
ETRN ana gaHHoro gomeHa

o ATRN IP Masks - macku IP agpecoB npu NOAKIHOYEHUN C KOTOPbLIX MOXHO BbINONHATL KOMaHay
ATRN gna gaHHoro gomeHa

o Authorization required for ETRN command - TpebyeTcs /i aBTopm3auus Aas BbINO/HEHUS
komaHabl ETRN

e Enable ETRN command - pa3pelueHa fim komaHaa ETRN

e Enable ATRN command - paspelieHa im komaHga ATRN

Redirect/Relay Domain

JloMeHbI Takoro TMna Ucnosb3yrTes A5 NepeHanpaB/ieHnsl BCei NpuxoasLLein noyTsl Ha
3a/laHHbIi agpec. [1s JOMEHOB AaHHOTO TMMNa MMEDTCS creaytolme cneuudmyeckne napameTpbl:

Redirect ta Host:

Feplace Hostname with;

¢ Redirect to Host - umMs xocTa Ha KoTopblli 6yaeT nepeHanpaBAsTCA BCA NPUHSATas noyta 4as
JaHHOro JomeHa

¢ Replace Hostname with - nms xocta KoTopoe 6yaeT NoACTaBASATLCA BMECTO OPUTMHA/IBHOTO B
KomaHgax RCPT TO

Yaule Bcero, Ans obecneyeHnsi KOPPEKTHOM TpaHCsauuKn agpecos, o6a napameTpa 6yayT
coBnagatb C MMEHeM X0CTa Ha3HauyeHus

© 2004 RITLABS. All rights reserved. http://www.ritlabs.com



KoHdomrypatop 18

4.2.2 T1poTOKO/bI

Ha 3aknagke "Protocols” MOXHO Npon3BeCcTM HACTPOIKY napameTpoB NPOTOKOSI10B:

Properties  Protocols | F'ermissiu:unsl Heferrall Script I

Pratocol Enable |F Address Port
| POP3 | M o 110
SMTR Voo |25
IMAP Voo 143
POP35 . EE
SMTPS Voo | 465
IM&PS Vo | 993
ODMR Voo | 368
Control Voo 11111
PassCh | M | 108

MpoTOKON MOXET 6bITh AeaKTMBMPOBaH, B TAKOM C/lyyae, AN JaHHOTO AOMEeHa, COeANHEHUSI MO
[laHHOMY NMPOTOKO/TY NMPUHUMATBLCA He ByayT. ECnn XOCT, Ha KOTOPOM YCTaHOBJIEH cepBep,
ABNSIETCA MHOTOAAPECHbIM, TO MOXHO YKa3aTb IP agpec Ans Ha KOTopblid 6yayT NpUHUMATLCS
COeAMHEHUS N0 AaHHOMY NPOTOKONY. MOXHO Takke ykasaTb HOMep NopTa, KOTopbIii ByaeT

MCNo/b30BaThCA AJ151 3a4aHHOr0 NPOTOKON
Bbl HE 10 KOHLIA MOHUMAETE X CMbIC/I.

4.2.3 TpaBsa

Ha 3aknagke "Permissions"” MOXHO 3a4aTb

a. He PEKOMEHOYETCA MEHATbL 3TN NapaMeTpbl, eC/in

npaea pas/IMyHbIX rpynn BHYTPY AAHHOTO AOMEHA:

F'ru:upertiesl Protocols  Permissions | Heferrall Script I

M ame

I e _nght

@ Lizt Owiners
@ LocalBroadzaster

@ test]
@ testd

A Add | 1 Bemove |

[T | %] &dmirister
T ) Broadeast To Users

LI [T (3] Broadeast To Aliases
[T [m] Broadzast Ta Mail-lists
[T E] &law ETERM command

Hame I Rights

I [0 Allaw ATEN [DDME] command

I'IpaBa aHaJ10ITNYHbI TEM, KOTOPbIE NCMOMBL3YKTCA ANA rpynmn, 3a ACKNKYEHUEM TOrO, YTO OHMU
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MMEIOT 3Ha4YeHNe TOJIbKO BHYTPU AaHHOIo AOMEHa 1N He pacnpoCTpaHAKTCA Ha OCTas1bHbIE.

4.2.4 Twvn copep>XrnmMmoro

4.3

Ha 3aknagke "Referral” MOXHO Npon3BecTu HACTPOKY TUNa CoAepPXMMOro oMeHa:

F'r-:upertiesl F'ru:utu:u:-:ulsl Permissions Refernal | Script I

Contentz Type

% Twn cohtents " Beferral contents

Driver:
| DefaultDry v1.00 =l

e Own contents - gomeH 6yaeT o6nagaTb COGCTBEHHbIMM MO/Ib30BaTENAMU. [TPpM 3TOM MOXHO
BblbpaTh ApaiiBep AOCTyNna K aHHbIM, NPV MOMOLLM KOTOPOro ByAeT OCyLecTBAATLCS AOCTYN K
nosib30BaTesIsM JoMeHa

e Referral contents - cogepxmmoe gomeHa 6yaeT 6paTbCs NO CCbINIKE U3 APYTroro AoMeHa

Fefernal:

Itest. comnm

Ccbinky (MMsi JOMeHa) MOXXHO BBECTU BPYUHYt0, 160 BblGpaTb 13 cnucka. BTopoii BapuaHT
nNpeanoyTUTENbHEN, NOCKObKY NCK/THOUYAEeT BO3MOXHbIE OLLIMOKN Npu Habope.

Monb3oBaTenun

Mog nonb3oBaTeENAMMN NOHUMAKOTCA MMEHA NO/b30BaTE NIbCKUX YUETHBIX 3anvceil BHYyTpY AOMeHa
(4acTb NOYTOBOrO agpeca Ao cumeBona "@"), cnucku paccbinkn (mail-list) u ncesgoHnMebl (alias).
MouTa, NpuxoasaLLas Ha NoNb30BaTENbCKYI0 YUETHYH0 3anucb, byAeT NosioxeHa B nanky Ass
BXOAALLMX coobLeHuid. MouTa, NpMxoasaLias Ha CMCOK Pacchbl/Ik1 AN NCEBAOHUM, ByaeT
pasocnaHa no cnucky agpecos. OTANYME CnMcKa PacCblikM OT NCEBAOHMMA B TOM, YTO AJ15 CnMcKa
paccbliku agpec oTNpaBnTeNs 3aMeHSeTcs Ha aapec Bnagenbla Cnucka paccbl/iku.
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4.3.1 OcCHOBHbIE NapameTpbl
Ha 3aknagke "Basic" MOXHO NPON3BECTM HACTPOWKY OCHOBHbIX NapamMeTpoB NoJsib30BaTes:

Basic |.-'1‘-.|:|van|:eu:|| Membershipl Heferrall

M arme:

zer Tope
% Ordinary = Maillist " Aliazes

Ordinary user | Maiblist | Afiases |

FPazsward: Re-enter password:

Authaorization Type:

IF'Iain text j [T Hardware autharization
Full M arme: | o
| [INEDX

e Name - nms nonb3oBartens (YacTb NOYTOBOro agpeca Ao cumeona "@")
e User Type - TMn nosib3oBarens

e Ordinary - nonb3oBaTefibCkas yueTHas 3anucb

e Mail-list - cnucok paccblnku

¢ Aliases - nceBgoHNM

[na nonb3oBartesibCkMX yYeTHbIX 3annceil MMelTes creayrowme napaMeTpsbl:
e Password - naposb nosib3oBasieTens
e Re-enter password - nogreepxeHvie napons
o Authorization Type - Tn agTopusauum
e Plain text - aBTOpM3aLsa OTKPbITbIM TEKCTOM
¢ Digest MD5 - aBTopu3auus no npotokony Digest MD5 (komaHaa APOP)
e CRAM MD?5 - aBTOpMr3aums no npotokosly CRAM MD5 (komaHga AUTH)
e NTLM (MSN) - aBTopr3auus no npotokony NTLM (ans nonb3oBatenein Outlook)
o Hardware authorization - annapaTtHas aBTopu3saums (Noka He 3a4eiCTBOBaHa)
e BuomeTpus. Mo3BonseT Npon3BoAUTbL aBTOPM3aLMI0 HA OCHOBE MHAMBUAY&/IbHbIX
6romMeTpuYecKkMx AaHHbIX NoNb30BaTens (roaoc, oTneyaTok nanbLua u 1.0.)

e Full Name - nosiHoe nms nosb3oBaTens

¢ Inbox - nanka Ans BXoAALmMX CO0B6LLEHWiA, Kyaa 6yayT N0 yMOMYaHMWIO JIOKUTLCA NUCbMa No
npotokony SMTP, 1 koTopas 6yaeT ncnosnb3oBaHa B npotokosie POP3. He pekomeHayeTcs 6e3
KpaiHeli He06X04MMOCTN MEHATL NPeA/iaraemMoe no yMosi4aHuio 3HadeHne "INBOX", nockosnbKy
3TO MOXET BbI3BaTb HeXesaTesibHble MOoCc/1eACTBUA MPU NCMOoNb30BaHUN npotokona IMAP.

[na cnuckos PaccCbl/IKN MMEKTCA cnegyruine napameTpbl:
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Ordinany uzer  Mailist I.ﬁ.liasesl

b ail-lizt awner:

Addreszes:

w
1 kE

o Mail-list owner - Bnageneu cnvicka paccbisiku. ToT agpec 6yaeT NocTaBAsTbCA BMECTO agpeca

oTnpasuTens
e Addresses - CMMCOK afpecoB, BXOASLLMX B PaCChIKY

Ana npesgoHNMMOB MMEKTCA Crieayrline napamMmeTpbl:

Ordinany userl b ail-izt  Aliazes

Addreszes:

B o

e Addresses - Cn1CoK aipecoB, COOTBETCTBYHOLLMX AaHHOMY NCEBAOHUMY

Bornee noipo6HO 0 CMCKax PACChIIKN 1 NCEBOHMAX MOXHO NPOUYNTaTb B OAHOMMEHHOM
pasgene.
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4.3.2 [JononHuTesNibHble NapamMmeTpbl

Ha 3aknagke "Advanced" MOXXHO NPON3BECTM HACTPOWKY AOMNOSTHUTENbHbLIX NapaMeTpoB
nonb3oBartens:

Basic Advanced | Membershipl Heferrall
CC addrezzes:

" Ny

Caomrment;

" Ne

e CC addresses - CNMCOK agpecoB Mo KOTOPbIM BYAYyT BbICbINATLCA KOMWUU BCEX COOBLLLEHWA,
NPUXOAALLMX AaHHOMY NOJIb30BaTEN

e Comment - KOMMeHTapWii
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4.3.3

MpUHAaAIeXHOCTb K rpynnam

Ha 3aknagke "Membership" MOXHO 3a4aTb NPUHAAIEXHOCTb MO/1b30BaTENS K rpynnam;

Baszic I Advanced Membership | Heferrall

[~ &ccept mail only fram "groupmates

min Q LocalBroadeaster
£ GlobalBroadcaster £ test]
& List Owners @ bestd

A Add | 4™ Bemove

e Accept mail only from "groupmates" - gaHHbIli NoNib30BaTe/b OYAET NPUHMMATb NOYTY TOJIbKO OT

"0QHOrPyMNMHMKOB", TO €CTb OT NOMb30BaTe e, KOTOPbIE BXOAAT XOTA Obl B OAHY rpynny u3 Tex,
KOTOPbIM NPUHAANEXUT AaHHbIA NoNb3oBaTeNb. /15 NPOBEPKM 3TOro hakta 06513aTeNbHON
ABNSETCA aBTOpU3aLms. T0 NO3BOSET OPraHN30BbIBaTb 3aKPbITble IPYNMbl NOSb30BaTeNel,
KOTOpble MPUHUMAT NOYTY UCK/IOUYUTENBHO APYT OT APpYra, a Takke orpaHuymMBaTb AOCTYM K
Takum agpecam Kak NceBOHUMbI U CMIUCKN PACCHINKN

e B BEpPXHEM CNNCKe nepevncrieHbl rpyrnnbl, B KOTOPbIE NOJ/Ib30BaTe/lb HE BXOAUT, a B HWXKHEM - B

KOTOpble BXOAUT. BblAenaTh rpynmnbl MOXHO Kak npv MoMoLLy MblLK, TaK U € Knasuatypbl. 4ns
TOro, YT06bI BbIAEMUTL AManasoH rpynrn, Hago0 YCTaHOBUTL KYpCOp Ha O4HY U3 rpaHuLy
AnanasoHa, HaxaTb Knasuwy "Shift" 1 nepemMecTUTb Kypcop Ha ApYryto rpaHuLy AvanasoHa.
MOXHO Takxe BblbupaTb rpynmnbl N0 OAHON, Haxkas knasuwy "Ctrl" u Wwenkas MbiWb MO HYXXHbIM
rpynnam, NOBTOPHbIN LLENYOK Ha BblAeNEHHOR rpynne OTMEHSIET BblaeNneHne. 3aTemMm MOXHO
HaxaTb KHonky "Add" ans gobassieHns rpynn, B KOTOPble BXOAUT N0J1b30BaTe b, MO0 KHOMKY
"Remove" ona yganeHus.
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4.3.4 Twvn copepXnmMmoro

Ha 3aknagke "Referral” MOXHO Npon3BECTM HACTPOKY TUNa COAEPXMMOro nosib3oBaTens:

Baszic I .ﬁ.dvancedl Membership  Heferal
I'Eu:untents Type

{~ Referral contents

Driver:
| DefaultDry v1.00 =l

24

e Own contents - nonb3oBaTesib byaeT ob6nagaTb COGCTBEHHbIMM Nankamu. MNpn 3ToM MOXHO
BblbpaTh ApaiiBep AOCTyNna K aHHbIM, NPV MOMOLLM KOTOPOro 6yAeT OCyLecTBAATLCS AOCTYN K

nankam nosib3oBatens

e Referral contents - cogepxumoe nosb3oBatens GyaeT 6paTbCsi MO CChIIKE U3 APYroro
nosib3oBatens

R eferal:

Itest@test.cam

Ccbinky (MOYTOBBIV aApeC) MOXHO BBECTY BPYUHYHO, NGO BLIGPATL 13 cnvucka. BTopoii BapuaHT

I'Ipe,EI,I'IO'-ITI/ITe]'IbHEVI, NOCKOJIbKY UCKMKYaEeT BO3MOXXHbIE OLUINGKK npu Ha6ope.

4.4 PacnuncaHus

Pacnucanusa (Schedules) npegHasHaveHbl AN8 onMcaHns npasua UCNOHEHUS NEPUOANYECKN
nosTopsoWwMxca 3agad. dopma gns fobasneHns v peaakTMpoBaHust pacnncaHns BbIrsanT

cneayroLmm o6pasom:

© 2004 RITLABS. All rights reserved. http://www.ritlabs.com




25

PyKkoBOACTBO agMMHMCTpaTopa

4.5

M ame:

|

—weekday
v Sunday v Thurzday
[ Monday ¥ Friday
v Tuesday v Saturday
v wednesday

f* Once &b I':"]i':":I

= Ewen |3|:| IMinutes j
I~ | Eetween; E o000
" Dizabled

Name - nms pacnucaHus (ans yaoobcrtsea)
Weekdays - gHV Hefilenn 4N KOTopbIX pacnicane AeiCTBUTENbHO
Once At - geiicTBue BbINOJIHAETCS pa3 B CYyTKM B 3a4aHHOE BpeMS

Every - geiicTBue BbINOHAETCSA NEPUOSUNYECKN Yepe3 3afaHHOE KOIMYECTBO MUHYT WJ/IM YaCOB.
Ecnu oTmeueHa raioyuka "Between" To BbINO/IHEHME OyAEeT NPOUCXOAUTH TONBKO B 3a/lJaHHOM
BPEMEHHOM UHTepBasie

¢ Disabled - pacnucaHune oTkno4YeHO

ETRN/ATRN

Korga oTcyTCTBYET NOCTOSIHHOE MOAK/OYEHNE K UHTEPHETY, CEPBEP BbIHYXAEH MO 0CO60MY
06pabaTbiBaTh BXOAALLYIO NOYTY. B €ro oTCyTCTBME KTO-TO A0/DKEH BPEMEHHO NPUHUMATb MOYTY
NPYXOAsLLYHO /15 ero foMeHa (M LOMEHOB), 06bIYHO 3TO cepBep npoBaligepa. Mepuognyecku
CEPBEP COEAVHSIETCS C UTEPHEHETOM 1 3a6MpPaeT HAKOMUBLLYKOCS NOYTY. [115 BbINOSIHEHUS 3TOM
3a4auv NpeslyCMOTPEHO TPY MEXaHN3Ma:

e ETRN - coegmHsiemcs ¢ cepBepoM nposaligepa no npotokony SMTP u Bbigaem komaHay ETRN.
Mocne 3Toro cepeep npoBangepa cam CoeqUHSAETCs C HaMu No NpoTokony SMTP n nepegaet
HaKONUBLLYOCH NOYTY

¢ ATRN - coegnHsaemcsl ¢ cepBepom nposaiigepa no npotokony SMTP u Bbigaem komaHgy ATRN.
Mocne cepeepa MeHAKTCA posiaMu (MPOMUCXOANT PeEBEPCUS COEQNHEHMUS - KNTMET CTaHOBUTCSA
CEpBEPOM, a CepBep KIMEHTOM) 1 CepBep NpoBaigepa nepesaeT HaM HaKOMMBLUYHOCS MOYTY

e Remote POP - coeanHsieMcsi C cepBepomM npoBaigepa no npotokony POP 1 3abupaem n3
ALLVKa BCIo NouTy. Mocne 3Toro, aHann3npys 3arofioBky CO06LLEHNS, pacnpegensem
coobLeHns no agpecaTam

MepBble ABa MexaHU3Ma 6esiee NpegnoYTUTENEHbI, MOCKO/IbKY aHasIM3 3arosl0BKOB Ja/Ieko He
BCerja crnocobeH AaTb [OCTOBEPHYHO MHhOpMaLMio 0 peasibHOM OTrpaBUTeNe 1 agpecate
COo00LWEeHNs. Kakoil UMEHHO MexaHn3M ByAeT NCMN0/b30BaTbCsA 00bIYHO pellaeT npoeangep.

B 3TOi1 rnaBe 6yaeT pacCMOTPEHbI NepBble ABa MexaHu3ma. TpeTuii MexaHnsm byaeT pacCMOTPEH
B C/leaytoLLeli rnase.
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4.5.1 OcCHOBHbIE NapameTpbl

Ha 3aknagke "Properties" MOXHO NpOM3BECTN HACTPOIiKy OCHOBHbIX NapameTpoB ETRN/ATRN:

Properties | chedules |

—hode
f* ETRM Command = ATEM Command

Huozt:

Parameters:

— Authenticate on Server -

Authorization Tppe:
IF'Iain bet j

[ zermame; Fazzword:

Mode - pexum pabotbl: ETRN nnm ATRN

Host - nMa xocTa, KOTOpbIi BpEMEHHO XPaHUT NOYUTY A1 HALWKX AOMEHOB

Parameters - cnMCoOK AOMEHOB, NEPEUNC/IEHHbIX Yepes 3ansTyl0 4718 KOTOPbIX HY)XXHO 3abpatb
nouty

Authenticate on Server - Hy)XHO BbINO/IHUTbL aBTOPM3ALIMI0 HA cepBepe (PEKOMEHAYETCS)
Authorization Type - Tun aBTopusauun (pekomeHgyetcss CRAM MD5)

Username - nMs nosib3oBatens Assi asTopusaumm

Password - naposib Ans aBTopusaumm
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4.5.

4.6

2

Pacnuncanuns

Ha 3aknagke "Schedules" MOXHO Npon3BecT HacTpoliky pacnucaHnin ETRN/ATRN:

Properies  Schedules I
Dan't Uze Schedules:

M ame

| D ezcription

Test zchedule

1

Once At 1746 [Sun, Mon, Tue, Wed, Thu, Fri, Sat)
Once 261718 [Sun, Mon, Tue, "Wed, Thu, Fri, Sat]
Ewvery 30 minutes between 12:00 and 21:00 [Sun, Mon, Tue, Wed, Thu

| 2

[,

A Add 1 Bemove

Ize Schedules:

M ame

| Dezcription

al

| i

B BepxXHEM Cnu1cKe Nepeydnc/ieHbl HE NCMOMb3YEMbIE pacnuncaHusl, a B HKHEM pacnmcaHus,
ncnonb3yemsole a9 aaHHoro ETRN/ATRN. Mpu nomowuy kHornku "Add" MOXHO [,06aBUTb
pacnmcaHne B CMMCOK MCNOJIb3yEMbIX, a MPX MOMOLLM KHOMKM "Remove"” yganuts pacnucaHme m3

CMnCKa NCIMOoJ1b3yEMbIX.

Remote POP

MexaHn3m Remote POP (RPOP) npegHasHayeH ans 3abmpaHuns NoYvTbl C APYroro cepesepa no
npotokony POP. Mpu 3TOM noyta MOXeT NpeHanpaBAsTbCA Ha 3afaHHblli agpec, 1M60 MOXeT
NPOU3BOANTCH aHasIM3 3arofioBka coobLLeHVs, AN onpefeneHnsa oTnpaBuTens u nosyyaresns.
[OHHbIV MEXaHW3M MOXET UCMO/b30BaTbCA A5 NOYHEHNUA BXOAALLEN NOYTbI NPY OTCYTCTBUM
NMOCTOSAHHOTO MOAK/MOYEHUA K UHTEPHETY, OAHAKO NpeanoYTUTENIbHEE NCMOMNb30BaTb MEXaHU3MbI
ETRN/ATRN, onucaHHble B NpeAablayLiei rnaee.
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4.6.1

OCHOBHbIe NapameTpbl

Ha 3aknagke "Properties" MOXHO NpOM3BECTN HACTPOIiKy OCHOBHbIX NapameTpoB Remote POP:

Properties | Schedules | Domain POP | CC |

M amne:

SErver Part;
| [110

Authonization Tepe:

I Plair text j

Idzer Mame: Pazzword:

b ode
’75' Femaote Account = Domain POP

Fanward Ta:

Name - nmsa Remote POP (ans yno6cTsa)

Server - cepsep, C KOTOPbIM BYAET NPONCXOAUTb COeAMHEHMe No npoTokosy POP

Port - nopT ana coeguHeHus ¢ cepsepom (no ymosnyaruio 110)

Authorization Type - TMn aBTopu3sauum

User Name - nmsa nosb3oBarens Ansa asTopusaunm

Password - naposib Ana aBTopusaumm

Mode - pexum paboTbl. B pexrme "Remote Account” Bca noyTa u3 silmka éyaet
nepeHanpaeiATbCA Ha aApec, ykasaHHblii B nosie "Forward To". B pexume "Domain POP" 6yayT
aHaIM3MpoBaTbCs 3arofIoBKM NUCeM A8 onpefenieHns agpecara coobLleHns, BCe COOLLEeHNs,
[N KOTOPbIX HE YAaoch onpeaenvTb agpecara, 6yayT nepeHanpas/ieHbl Ha afpec yKasaHHbIN
B none "Forward To".

Forward To - no4YTOBbI agpec 4711 nepeHanpassieHns nucem. CMbIC 3TOTO ajpeca 3aBuUCuUT oT
pexuma paboThbl.
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4.6.2 Pacnucanus

Ha 3aknagke "Schedules" MOXHO NpoM3BECTN HACTPOIiKy pacnucaHunii Remote POP:

Properties  Schedules I Cromain F'EIF'I CC I

Dan't Uze Schedules:

| D ezcription

Test schedule 1
Test zchedule 2

1

Once Ak 1746 [Sun, Mo, Tue, 'Wed, Thu, Fri, 5at]

Once A 1718 [Sun, Mon, Tue, Wed, Thu, Fri, Sat)
Ewvery 30 minutesz between 12:00 and 21:00 [Sun, Mon, Tue, Wed, Thu,

| 2

[,

B Add 1 Bemove

Ize Schedules:

M ame

| Dezcription

al

| i

B BepxHeM Cnvcke nepeyncsieHbl He UCMOoJib3yeMble pacnucaHus, a B HUXKHEM pacnmncaHus,
ncnonb3yemsble ansa gaHHoro Remote POP. MNpu nomowm kHonky "Add" MoxHO A06aBuTb
pacnucaHne B CNMCOK UCNOJIb3YyEMbIX, a NPy NOMOLLM KHOMKN "Remove" ygannTeb pacnicaHve s

Cnuncka NCrnosib3yeMblxX.
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4.6.3 Domain POP

Ha 3aknagke "Domain POP" MOXHO Npon3BeCcTM HaCTPOWKY napaMeTPoB CBA3aHHbIX C aHa/IM30M
3arosioBKOB COOOLLEHWIA:

F'r-:upertiesl Schedules Domain POF |EE I

v Parze "Received:" field

[+ Farse Header Fields
ITu:n;En:

o Parse "Received:" field - aHanMsuposarth nose "Received" ansa onpegeneHuns agpeca

HasHaueHus
e Parse Header Fields - aHaniM3npoBaTb yka3aHHble Nnos (NepeyncrieHHble Yepes ToUKy C

3andAToii) AN onpegeneHns agpeca HasaH4yeHus
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46.4 CC

4.7

4.8

Ha 3aknagke "CC" MOXHO yKa3aTb CMMCOK NOYTOBbIX afpecoB, Kyaa 6yayT oTCblNaTbCs KOnumn Bcex
CO00OLEHNS:

F'r-:upertiesl Schedules | Domain POP  CC

AOMUHUCTPAaTOPbI

Fnob6anbHble agmuHucTpatopsbl (Global Admins) nMetoT BO3MOXHOCTb OCYLLECTB/IATE MOHUTOPUHT
cepBepa, a TaKke MMeoT NOMHbIA A0CTYN K ero KoOHUryprposaHuio. Popma ana gobasneHus nu
pefakTpoBaHus rnobanbHOro agMuHMcTpaTopa BbIr1aauT cneayowmmM o6pasom:

M amne:

Paszward:

Confirm:

e Name - nms rnobanbHOro agMuHmucTpaTopa
e Password - naponb rnob6anbHOro agMmHucTpaTopa
o Confirm - noaTBepxaeHne napons

Onunn

B pazgene Onuuii MOXHO NPOU3BECTW HACTPOIKY pPa3/IMyHbIX NapaMeTPoB, BAUSIOLLMX Ha

hyHKUMOHMpPOBaHMe cepBepa. [nsi Toro, YTobbl U3MEHEHWST BCTYNUAN B AeNCTBUE, TpebyeTcs
nepesanycTutb cepeep.
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4.8.1

O6Lme NnapameTpsbl

B pasgene "Common" HacTpanBaloTCs 06LMe napameTpbl cepBepa:

b ailzerver Hostname:

Itestdnmain.cnm

DE dir:
[hDEK

Log dir;
I.'xLu:ugs'\

Spoal dir;
[aspunh

Stream dir;
I AStream',

SpamCrqg dir;
K

b ax hiops: b ax Mezzage Size (KB
|20 40000

kin Free Space [FB]:
1024

Mailserver Hostname - nms, nog koTopbimM cepsep byaeT npeAcTaBAsATbCA Npy 06LLEeHUN C
KIMeHTamy unu gpyrummn cepsepamu. O6bI4HO COBMaAaeT C UMEHEM NEPBUYHOMO AOMEHaA.
DB dir - kaTanor, B KOTOPOM XpaHUTCS KOHurypaumsi cepsepa (rpynnbl, 4OMEHbI,
nosib3oBaTenu, nank1 u T.4.)

Log dir - kaTanor, B KOTOPOM XpaHATcs xypHassl (log) paboTsl cepBepa

Spool dir - kaTanor, B KOTOPOM XPaHUTCHA o4Yepeab NCXOAsLMX CO0OLEeHnn cepBepa
Stream dir - kaTanor 415 XxpaHeHUs1 BpeMEHHbIX (paiiioB NOTOKOB

SpamCfg dir - kaTanor B KOTOPOM HaxoauTcs gain "spam.cfg”

Max hops - MakcumasibHOe KO/IM4eCTBO NPOMEXYTOUHbIX XOCTOB, Yepe3 KOTOpble NPOLLIO
coob6LeHue. Micnonb3yeTcs ons paspbiBa 6€CKOHEYHbIX LMKI0B (loop) nepegayn coobLeHunii
Max Message Size - MakCMasibHbIl pasMmep coobLeHns B Knnobaritax

Min Free Space - MMH/ManbHOE KONNMYeCcTBO CBOGOAHOTO MecTa Ha AWCKe B Kunobalitax
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4.8.2 TlpoTOKO/bI

B pasgene "Protocols" HacTpavBaloTCa NnapaMeTpbl CepBepa, CBA3aHHble ¢ MpoTokonamu. Ha
3aknagke "SMTP" HaxoaAaTca napameTpbl, CBA3aHHble C NPOTOKoN0M SMTP:

SMTP | POP3 | IM&F | Post |

tax connections:
|1 0 [v Dizable Flain Text Authentication

Timeouts [zeconds]

Befare Autharization After Authariz ation
|200 200

v &uthorization required for EXPN command

¢ Max connections - MakCMMasibHO AONYCTUMOE KO/IMYECTBO COEANHEHWIA NO NpoToKosly SMTP
¢ Disable Plain Text Authentication - 3anpeTuTb aBTOpM3aLMIO "OTKPbITbIM TEKCTOM"
¢ Timeouts: Before Authorization - TalimayT (B cekyHgax) nepeg asTopusauneii. Ecnu knneHT B

TeYeHUn 3a4aHHOr0 NPOMEXYTKa BPEMEHN He ByAeT nocklsiaTe KOMaHbl, TO CEPBEP pa3opBeT
COeguHeHNe.

e Timeouts: After Authorization - TalimayT (B cekyHAax) nocsie asropusauum

o Authorization required for EXPN comman - ans BbinosiHeHUsa koMaHbl EXPN kMeHT fomkeH
aBTopusoBatbcs Ha cepBepe. KomaHga EXPN ucnonb3yeTtcs Ans nosiydeHns nosib3oBartenei,
BXOASLNX B CMUCKN pacchbisikn. MOCKONbKy 3Ta KomaHaa MOXET UCMO/1b30BaTbCs
paccbl/bLUMKaMy HeXxenaTenbHoM NoyThl (Cnama) 18 noay4yeHnst agpecos Nonb3oBaTenei,
HaCcTOATE/IbHO PEKOMEHAYETCS OCTaBUTb 3Ty Fa/104KY BK/THOUYEHHOIA.

Ha 3aknagke "POP3" HaxogATca napamMeTpbl, CBA3aHHbIe ¢ NpoTokosiom POP3:

SMTP POP3 | IMaP | Post |

Max connections:
|'| 0 v Dizable Plain Test Authertication

Timeouts [geconds]

B efore Authorization: After Aduthorization:
|60 |600

¢ Max connections - MakCMMasibHO AONYCTMMOE KOJIMYECTBO COeAUHEHWIA No npoTokosly POP3
¢ Disable Plain Text Authentication - 3anpeTuTb aBTOpM3aLMIO "OTKPbITbIM TEKCTOM"
¢ Timeouts: Before Authorization - TalimayT (B cekyHAax) nepeg asTopusauneii. Ecnun knneHT B

TeYeHNUN 3aaHHOro NpomMmeXxyTka BpeMEHN HE 6y,u,eT nocblnatb KOMaHAbl, TO CepBep pa3opBeT
coegnHeEHne.

e Timeouts: After Authorization - TalimayT (B cekyHAax) nocsie asropusauum

Ha 3aknagke "IMAP" HaxogaTca napameTpsbl, CBA3aHHbIe C NpoToKo/1I0M IMAP:
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SMTP| POPZ  IMAP | Post |

M ax connechions:

|1n

[T Dizable Plain Test Authertication

34

—Timeouts [geconds]

B efore Authorization:

After Aduthorization:

[+ [B]Read messages
v [S]5Seen flag store
v [tf] "frite other lags

v (1] Inzert meszages

|60 |1a00
—Default Right
v L] Lockup folders [+ [P Past mail

[+ [C] Create sub-folders
[v (D] Delete messages
v [&] Administer falder

Max connections - MakCMMasibHO AONYCTMMOE KO/IMYECTBO COeAMHEHWIA No npoTokony IMAP
Disable Plain Text Authentication - 3anpeTuTb aBTOpMU3aLMIO "OTKPbITbIM TEKCTOM"
Timeouts: Before Authorization - TaiimayT (B cekyHAax) nepeg asTopusaunein. ECnm knmeHT B

TEYEeHNM 3a1aHHOr0 NPOMEXyYTKa BPEMEHMN He ByAET NocbliaTb KOMaHAbl, TO CEPBEP Pa3opBeT

coefiHeHMe.

EcTb cnepytolme npaea gocTyna:

LpYyrux nonb3oBatenei

Timeouts: After Authorization - TaimayT (B cekyHAax) nocne aBTopusaymm
Default Rights - npaBa no ymon4yaHuto, KOTopble MMeET Briagesiew, nanku

Lookup folders - npaBo nposMcTbiBaTh NOANAnKU AaHHOW namnku

Read messages - NpaBo 4uTaTtb COOOLLEHNST BHYTPY Nanku

Seen flag store - npaBo coxpaHATb dhnar "npoYymTaHHOCTN" co0bLLEHUSA
Write other flags - npaBo coxpaHsiTb ocTasibHble hnarm

Insert messages - npaBo [06aBATb COO6LLEHMSA B Nanky

Post mail - npaBo oTnpaBnsATbL COO6LLEHMS

Create sub-folders - npaBo co3fgaBaTb nognarnky BHyTPU Narku

Delete messages - NnpaBo yaanisaTb COOOLWEHNS U3 NamnKu

Administer folder - npaBo agMVHUCTPMPOBAHMA Narku, T.e. NPOCTaB/IATb 3HAYEHUA Npas 4/

Ha 3aknagke "Post" HaxogaTcsa napaMeTpsbl, CBSAI3aHHbIE C OTCbIIKON NCXOASALMX COOBLLEHW MO

npotokony SMTP:
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4.8.3

SMTP | POP3 | IMap  Post

Max connections:
10
Local Hozt
—Timeout
D ang: Time: bl aw Tries:
I 00.10.00 3
—Remote Host
—Timeout
D ans: Time: b an Tries:
1] 01.00.00 a5

¢ Max connections - MakCMMasibHO AONYCTMMOE KOIMYECTBO NCXOASLNX COeAMHEHWNIA MO
npotokony SMTP

e Local Host: Timeout - TalimayT mexay NonbITkaMmy OCTaBUTb COOBLLEHNE NTOKASTbHOMY
agpecary

¢ Local Host: Max Tries - MakcMasibHOe KO/IMYEeCTBO NOMbITOK AOCTaBUTb COOOLLEHME
NokasibHOMy agpecary

¢ Remote Host: Timeout - TalimayT MeXxay NonbITkKaMu AOCTaBUTbL COObLLIEHME agpecaTy Ha
Apyrom cepsepe

¢ Remote Host: Max Tries - MakCMMasibHOe KOSIMYECTBO MOMbITOK AOCTaBUTb COOBOLLIEHNE
agpecary Ha Apyrom cepeepe

PeKOMeH,CI,yeTCH, yTOObI NOMNbITKN AOCTaBUTb COO6LLI,eHVIe Ha ,El.perI7I cepeep, Nnpomn3sognINCb He
MeHee, YEM B TeHeHne HeTblpeX CYTOK.

DNS

B pasgene "DNS" HacTpamBaloTCA napamMeTpbl CepBepa, CBA3aHHbIe ¢ paboToil CepBepa
JomeHHbIX imeH (DNS) u ¢ AoCcTaBKOM COOOLLEHWI MPY MOMOLLM NMPOMEXYTOYHOTO cepsepa (relay
server). MNpu nomowm DNS MOXHO onpefennuntb No UMeHu XocTta ero IP agpec, a Takxe
onpefennTb Kakve cepsepa OTBeYaloT 3a Npuem noyTbl AN AaHHOro goMeHa. Ecnv xxe DNS
HeJoCTyneH, K NpYMepy, Npu OTCYTCTBUW NOCTOAHHOIO NOAK/TIOYEHUS K UHTEPHETY, TO AN
[0CTaBkM COO6LLEHNI MOXET MCNOMb30BaTbCA MPOMYXETOUHbIV cepBep (Cepsep Nposanaepa).
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% Usze DNS Lookup

DMS IP addresses:

|193.243.132.21 |

tax DMNS Cache:
|1 024

~UDF DMS Parameter
Timeout [zeconds]: Max Tries:

|3n 3

Anzwering Port;
12000

= Use Relay Server

Felay Semen Fart:

Irelayserver.u:u:um |25

Sutharization Type:

|CRaM MDS =
[Hzer Hame: Fazaword:
Irel.a_lrluger E——

e Use DNS Lookup - gnis goctaBku ncxogsawmx coobueHunii ncnosb3osatb Cepeep JOMEHHbIX
VmeH (DNS)

e DNS IP addresses - agpeca DNS cepBepoB, nepeymcsieHHble Yepes TOUKY € 3ansTol

e Max DNS Cache - makcmasibHbI pa3mep kawa DNS. T.e. MakcumasibHOe KOIMYeCTBO
coxpaHaeMbix DNS oTknnkoB.

e UDP DNS Parameters: Timeout - TaimayT mexay NOBTOPHbIMM nocbisikamu UDP 3anpocoB K
DNS, ecnv He npuwen otTeet

o UDP DNS Parameters: Max Tries - MakcMMasibHOe KO/IM4ecTBO NonbITOK nocklikn UDP 3anpoca
K DNS

e UDP DNS Parameters: Answering Port - UDP nopT, Ha KOTOpbIil 6yayT NpuxoanTb OTKAMKN DNS

¢ Use Relay Server - onst goctaBkn MCXOAALLMX COOBLLEHNIA CNO/Ib30BaTh MPOMEXYTOUHbIN
cepsep

o Relay Server - npomexyTouHbIli SMTP cepBep, KOTOpbI 6yAeT NCNo/b30BaTbCs A1 A0CTaBKN

NCXOASLWMX COOOLEHNIA

Port - nopT ana coeguHeHue ¢ NPOMEXYTOUHbIM CEPBEPOM

Authorization Type - TMn aBTOpU3aLMnN Ha NPOMEXYTOYHOM CepBepe

User Name - ums nosib3oBatesia 11 agTopusauum

Password - naposb ans asropusaunm

[nsa pabotbl ¢ DNS no ymonyaHuo ncnosnb3yetcs npotokon UDP. Ecan, No KakMM-TO NpUYMHaM,
OTKJ/IMK HE MPULLIEN AN €C/IM OTBET C/IULIKOM BESIMK, YTO6bI nomecTutcs B UDP nakeT, To 6yaeT
yCTaHOB/1EHO coeAmnHeHne ¢ DNS cepBepom no npoTtokony TCP u 3anpoc 6yaeT NoBTOPEH.

MNpu HaXxaTum Ha KKHOMKY BbI3blBaeTCAa hopma ansa paboTbl co cnnuckom DNS cepBepos:
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4.8.4

#. DNs List =[0] x|
DMS Addreszs | T est rezult
19324313221 Ok
193 243132 22 Mo rezponze

1| | |

[19324313222
Add | Delete Feplace
&dd o
hobasnsieT HOBbIN agpec DNS cepsBepa B CN1CoK
Delet o
=ee ynansiet BblbpaHHbIil agpec DNS cepsepa
FReplace o o
3ameHseT BblbpaHHbIi agpec DNS cepBepa Ha BBeEHHbIi
Test o
= TecTupyeT BblbpaHHbI agpec DNS cepsepa
Test Al
— ITvectupyeT BCe BBeZeHHble agpeca DNS cepsepos

_I _I NO3BOJIAET NMNOMEHATb MECTaMU ajpeca DNS cepeepos

XypHasnbl

XKypHausibl (log) npefHasHayeHbl 415 coXpaHeHUs MHopmaumm o CobbITUX MPONCXOAALLMNX Ha
cepsepe. XXypHasbl MOryT BECTUCb Kak B TEKCTOBbIX haiinax, Tak 1 B 6a3e gaHHbIX. Ha 3aknagke
"Parameters" HacTpavBalOTCA OCHOBHbIE NapaMeTpbl BeeHWS XXYPHaoB:
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Farameters I Splitting I

—Log Parameter
[+ Laog TaFile

[T LogTa DB

Login |D: ILDgDBLIser

Ixxxxxxxxxxxxxx

Fazaword:

[~ Halt On Lag Emor

—Log Sezzion
[~ POPZ [+ SMTP [T IMAP v Post [+ RFOFP

Log To File - BecTu xypHasnbl B (pannax

Log To DB - BeCTU XypHasibl B 6a3e AaHHbIX

Login ID - uma nonb3oBarens ans focryna K 6ase AaHHbIX

Password - naponb Ansa goctyna Kk 6ase gaHHbIX

Halt On Log Error - aBapuniiHO ocTaHaBnMBaTb CEPBEP B C/yyae ownbBOK Npuw 3anmcm XypHasios
Log Sessions: POP3 - coxpaHATb BXoAsLLME ceccumn npoxoasiue no npotokony POP3

Log Sessions: SMTP - coxpaHsaTb BXoAsLIne ceccum npoxoasiime no npotokosy SMTP

Log Sessions: IMAP - coxpaHsiTb BXoAsLMe ceccum npoxoasiume no npotokony IMAP

Log Sessions: Post - coxpaHATb UcxoasLime ceccum npoxogsaiume no npotokony SMTP

Log Sessions: RPOP - coxpaHATb ucxogsiLyue ceccum npoxogsuime no npotokony POP3
(Remote POP)

Mpw cunbHOI 3arpysKke cepeepa XypHasibl MOTyT PacTi 04eHb 6bICTPO. B €BA3W C 3TUM
aKTyaslbHbIM CTAHOBUTCS pa3breHre XypHasioB Ha yacTu. CyLLecTBYHOT cneaytoLive cnocoobbl
pa3brieHns TEKCTOBbIX XXYPHAaJ10B:

Disabled - pa36ueHne oTk0UEHO

Daily split - exxegHeBHOE pa3breHne

Weekly split - exxeHeenbHoe pa3bueHue

Split by size - pa3bueHne npu AOCTUXEHNM 3aaHHOTr0 pa3mepa (B Kunobalitax)

Mpwn pa3bueHnn K MeHn XxypHana aobaenseTcsa gata B popmare: rog (4 umdgpsl), mecsy, (2
umndpsbl), AeHb (2 umdpsbl), Yachl (2 umudpbl), MUHYTbI (2 undopsbl), cekyHabl (2 undpbl). Mpu
€XeHEBHOM U eXeHeAeslbHOM pa3bueHnn o6aBnseTcs ToNbKo rod, Mecsy, v AeHb. MNpu
pasbveHnmn No paamepy AobaBnseTcsa nonHasa garta. Tak, K npumepy, ans xypHana SMTP (daiin
SMTP.LOG) npu exxeqHEBHOM pa3dbueHnn MOXeT nosiBuTbCS gpainn SMTP20040207.LOG, a npu
pasbueHnmn no pasmepy - SMTP20040207134527.LOG.

daiinbl ¢ gob6aBNEHHOI AaTON peKkoMeHAyeTcs NePeHoCUTb B apxuB. CTapble dpaiisibl MOXHO
nepuoauyeckn yaansb.

Ha 3aknagke "Splitting" HacTpanBatoTCa NnapaMeTpbl CBSA3aHHbIE C pa3drMeHneM TEKCTOBbIX
XYpHaUI0B:
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Parameterz  Spliting

—POP3 zplitting
Split mode: Sige [imit [FB]:
| Dy spii =l 5000
—SMTP zplitting
Split mode; Size limit (KB
| Dy spii =l |s0m0
—IMAP zplitting
Split mode: Size linit [KE]:
IWEEH}' zplit j IEEIEIEI
—Puost splitting
Split mode; Size limit (KB
| Dy <pii =l [s0m0
—Seszion spliting
Split mode: Size limit [K.B]:
I Split by zize j IEEIEIEI

POP3 splitting - pexxum pasdueHuns dainna POP.LOG. B aTom paiine xpaHUTcs OT4ET O
CO6bITUAX BO BXOAALLMX COEAMHEHNSX N0 npoTokony POP3 (paboTa KIMEHTOB C COOBLLEHUAMY,
HaxogsALWMMMCS B narnke A5 BXOAALWMNX COOBLLEHWIR).

SMTP splitting - pexum pasdunenus gainna SMTP.LOG. B sTom haiine XxpaHuTcs oTyeT o
COOBLITUAX BO BXOAALLMX COELMNHEHNAX MO NPOTOKONY SMTP (coobLieHuns npuxogsiume ot
K/IMEHTOB WM OT APYINX CEpPBEPOB).

IMAP splitting - pexxum pasbunenus daiina IMAP.LOG. B aTom paiine xpaHuTcs OT4ET O
CO6bITUAX BO BXOAALLMX COeAMHEHNsX No npoTokony IMAP (pa6oTa kKNMeHTOB CO CBOUMY
nankamu 1 ¢ COOBbLLEHNAMU, KOTOPbIE B HAX HAXOAATCS).

Post splitting - pexxum pasbuneHns darina POST.LOG. B 3Tom dhalinie XxpaHuTcsi OTYET O
COObITUAX B UCXOAALLMX COEANHEHMAX NO NPOTOKoy SMTP (gocTaBka CO06LLEHWIT Ha apyrne
cepBepbl).

Session splitting - pexxum pasbuenus daiina Session.LOG. B aTom dhaiisie xpaHAaTcsa CeTeBble
ceccun No pas/INyHbIM NPOTOKONAM. DTOT hai MOXHO NCNObL30BaTh A/15 NONyYeHUs
AeTaNbHOWN MHhopMauun 06 0BLLEHNM K/TMEHTA C CEPBEPOM, HO TPeOyeT 3HaHNA 0COBEHHOCTE
ceTeBbIX MPOTOKOJ10B.
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4.8.5

Be3onacHocCTb

B pasgene "Security" HacTpanBatoTCA napaMeTpbl, CBA3aHHbIe C 6e30MacHOCTbHO:

Server Certficate File:

I."uF'EMs"xsewer.pem

Server Private Fey File:

I."uF'EMs"xsewer.pem

Private Kep Pazzword:

Ixxxxxxxxxxxxxx

[+ SMTP. Dizable Plain Text Authentication
[+ POP3. Dizable Plain Test Authertication
[T IMAP. Disable Plain Test Authentication [LOGINDISABLED)

—1 Use Ephereral Keying —
HE1Z File:

DHTOZ4: File:

DHEO4E File:

DH4059E File:

Server Certificate File - dpaiin, B KOTOpoOM XpaHuTcsa cepTudimkaT cepeepa A/1s NCNoMb30BaHUS B
6e3onacHbIXx SSL/TLS coegnHeHmnsax

Server Private Key File - dpaiin, B KOTOPOM XpaHUTCSA CEKPETHbIN K104 cepBepa A5
Mcnonb3oBaHus B 6e3onacHbix SSL/TLS coegnHeHMAX

Private Key Password - naponb gns paclumtpoBku CeKpeTHOro kiova. B uenax 6esonacHocTu
CeKpeTHbIl KoY WwndpyeTcs.

SMTP. Disable Plain Text Authentication - 3anpeTuTb aBTOpM3auuio "OTKPbITbIM TEKCTOM" B
npotokone SMTP

POP3. Disable Plain Text Authentication - 3anpeTuTb aBTOpMU3aLMIO "OTKPbITbIM TEKCTOM" B
npotokone POP3

IMAP. Disable Plain Text Authentication - 3anpeTuTb aBTOpM3aLuio "OTKPbITbIM TEKCTOM" B
npotokosne IMAP

Use Ephemeral Keying - ncnosb3oBaTb B SSL/TLS coeiHEHUAX ahnuMepHbie
(KOPOTKOXMBYLLME) KITHOUN

DH512 File - dhaiin, B KOTOPOM XpaHATcsa 512-6uTHble napameTpbl Audidu-XenmaHa

DH1024 File - coaiin, B kOTOpoM xpaHaTcsa 1024-6uTHble napameTpsl uddoun-XenmaHa
DH2048 File - cpaiin, B KOTOpoM xpaHAaTcs 2048-6uTHble napameTpbl Auddmn-Xenmana
DH4096 File - coaiin, B koTopoM xpaHsaTcsa 4096-6uTHble napameTpsl uddoun-XenmaHa

eHepauus koueli 06bIYHO SBNSIETCS A0CTATOYHO A/IMTENbHON onpauueit. ns Toro, 4To6bl
COKPaTWUTb HaKNafHble pacxoibl, cxema Anddm-XenmaHa no3BossieT NPon3BecT
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4.8.6

npeaBapuTesbHYH reHepaumio napameTpos. Mpu

noMoLgn aTnux napameTpos, B ,Cl,al'leeﬁLlJeM,

MOXHO OUeHb BbICTPO FEHEPMPOBATL YHUKA/IbHYIO Napy K/KUein A5 Kaxaoh ceccum.

CeTeBble HACTPOiKK

B pasgene "Networking" HacTpavBatoTCA napamMeTpbl, CBA3aHHbIE C NOAK/IOYEHNEM cepBepa K

VHTEPHETY:

" Local Area Metwark or manual connection

* Usze Dial-up Metworking Connection

bl ode; I1ze any exizting connection

—Iv Use Specific Dial-up Settings

Izer Mame: Iqqq

Password: —

Dramair; Iqqq
—Option

Fausze between dialz [secondsz):
P axirmumn number of retries:

Timeout between senes of dial erars [zecondz]:

|EIZI

|E:nn

—Connecting Fule

[T Connect if number of addressees in the queus exeeds:

100

[T Caonnect if there iz a meszage waiting for; IHDurs

=i

—Dizconnecting Bule

Auto-dizconnect after idle time of; IMinutes

=Ife

Farce dizconnect after: I Haurs

]

e Local Area Network or manual connection - noax/touYeH1e K MHTEPHETY NPU NOMOLLY SIOKaSIbHOM

CETU WY BPYYHYHO

e Use Dial-up Networking Connection - noakntoyeHve npu nomowm mogema. B cnucke Hago
BblbpaTh O4HO U3 AOCTYMHbIX, HACTPOEHHbIX COEANHEHWIA.

B cnyuvae, korga Mogem yxe NoAK/IYeH K UHTEPHETY, MOXHO UCNO/b30BaTh CyLLEeCTBYKLLee
coeavHeHue. B none "Mode" MOXHO BblbpaTth crieayoume pexxumbl MOBTOPHOIO NCMOIb30BaHWS:
o Don't use existing connections - He UCMOJ/1b30BaTh CYLLECTBYHOLINE NOAKNIOYEHUSA

e Use only selected connection - ncnonb3oBaTb TO/ILKO NOAKNIOYEHNE, BbIOPAHHOE B CNNCKE

e Use any existing connection - ncnosib30BaTh J/1000€ CyLecTBYOLLEE NOAKIOYEHNE

|_|pl/l HaCTpOVIKe MOAEMHOIo coeanHeHna yka3blBaeTCA MMA NOJib30BaTesid, naposib N JOMEH.

MOXHO nepeonpesennTb 3TM HACTPOMKU:

e Use Specific Dial-up Settings - ncnonb3oBatb cneungmyeckme HacTPonku
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e User Name - nma nons3osaresns
e Password - naposnb
e Domain - nmsa gomeHa

B npouecce 403BOHaA cepBep NPOM3BOAMT CEPUIO MOMbITOK 403BOHUTLCS, NOC/E Yero BbhKuaaeT
HEKOTOPOE BpeMs 1 AenaeT NOBTOPHYH Ceputo NONbITOK. B rpynne "Options" MOXHO HAaCTPOUTb
napMeTpbl 403BOHA:

¢ Pause between deals - nay3a mexagy nonbiTkamy g03B0OHA

o Maximum number of retries - KOAMYECTBO NOMNbLITOK AO3BOHA B CEPUM

¢ Timeout between series of dial errors - TaimayT Mexay cepusiMn NOMNbITOK 403BOHA

B npouecce paboThl cepBepa B o4epeamn ncxogawmx coobenunii (spool) HakanameatoTcs xaywime

oTnpaBKu coobuleHuns. [na Toro, 4Tobbl HE COeAUHATLCA C UHTEPHETOM C/IMLLKOM 4acTo, BBOASATCSA

rPaHnYHbIe NapameTpbl OHEPEeaU NCXOASLLNX COOOLLEHWIA:

e Connect if number of addressees in the queue exeeds - coegUHATLCA KOrga KoNnM4ecTBo
COo00LeHNn B ouepeamn NPeBbICUT 3a4aHHOEe 3aHa4YeHne

e Connect if there is a message waiting for - coegnHaTbCA, ecnn B ouepeam cyLecTsyeT
CO06LLEHNE, XAayLlee OTNpaBkn 60/blle 3a4aHHOTO MHTEPBa/IA BPEMEHN

UTO6bI HE 3aHMMaTb C/IULLIKOM A0J1r0 TeNedOHHY0 IMHMI0, BBOAATCS Cneaytolime napameTpbl

aBTOMATNYECKOr0 OTK/THOUEHMS:

o Auto-disconnect after idle time of - oTkNHOUMTLCA NOCE 3a4aHHOr0 Nepnoaa OTCyTCTBUSA
WHTEPHET aKTUBHOCTW CO CTOPOHbI cepBepa

e Force disconnect after - NpuUHyAMTENLHO OTKIHOYATLCS NO UCTEYEHME 3a4aHHOTO BPEMEHHOIO
nepuoga (gaxe ecnm ecTb MHTEPHET aKTUBHOCTbL CO CTOPOHbLI CEPBEpA)
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4.9

AHTUNCNAM

B pasgene "Antispam" HacTpavBatoTCsi NapameTpbl, CBA3aHHbIE C huIbTpauueii HexxenaTenbHbIX
MOYTOBbIX COOBLLEHUIA, KaK NPaBW/0, PEKNIAMHOr0 XapakTepa (cnama):

v Back Resolve Sender Host —

Achaon If Host doesn't Exist:

R eport Fault j
Loca: COMEBCOTT Felay: COMETOTCT

[¥ D't Test Authenticated Users
[T Accept Mail for Fostmaster Angway

[T Feport Permanent Fault [Sxx response]

v iTest with DMS Black, lists _

DMS Blacklist Hosts:
Iprn:n:-:ies.relays.mn:nnke_l,ls.cam;hlackhnles.easynet.nl;list.dshl.n:nrg;l:nl. thebat. netrelays. ardb.org:bl spamecop.

Perfarm T est After: DMS Timeout [zeconds]:
| MAIL FROM command R RIE

Action IFIP in DMS blacklist:

IJze Flagz j
SMTF connectior: CICOCOCCC]

Local CDOBECOTCOO Relay: OO0

[+ Don't Test Authenticated Users
[~ dccept Mail for PFostmaster Anyway

[T Beport Permanent Fault [Sxx response]

OTnpaBuTEe/IM cnamMa 4acto UCnosib3ylT B o6paTHoOM agpece (MAIL FROM) HecyuecTBytoLLme
AomeHbl. CepBep MOXeT NpoBepATh, Npu noMoLy DNS cylecTBoBaHue XocTa onpasuTeNsa U Ha
OCHOBaHWM 3TOrO NPUHUMATL PeLleHne o0 npruemMe coobLeHns:

e Back Resolve Sender Host - npoBepsTb CyLeCcTBOBaHNE X0CTa OTNpaBuUTess

B cnucke "Action If Host doesn't Exist" MOXHO BblbpaTh AeNCTBME, KOTOPOE AO/MKEH NPEANPUHATL

cepsep:

e No Action - He npeAnpUHUMATb HUKaKUX AeCTBUI

e Report Fault - oTnpaBuTb Ha komaHay "MAIL FROM" oTpuuatesibHblii OTKAKK. T.€. OTBETUTb, UTO
Mbl OTKa3bIBAEMCS NPUHMMAaTL MOYTY C 3TOrO ajpeca.

e Use Flags - npumeHuTb ykasaHHble donaru (06b14HO 3anpelsatoiyme). O6 ncnosb3oBaHnum
tonaros ounbTpaLmm 6onee NnogpobHO pacckasaHo B pasgene [Npasuna.

MOXHO Takxe ykasaTb c/iefyroLme AoNONHNTE bHbIE NapaMeTpbl:

e Don't Test Authenticated Users - He npon3BoanTb NPOBEPKY, ECNN N0/Ib30BaTESb YCMNELLHO
aBTOpPM30BaJICA

e Accept Mail for Postmaster Anyway - nouTy Ana agMuHMcTpaTopa fAoMeHa NpYHUMAaTL B 1H060M
cnyvae

e Report Permanent Fault - BbICblnaTb B OTK/IMKE KO, MOCTOSIHHON OLWNGKM (5XX), B MPOTUBHOM
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cny4yae 6yAeT BbICbINATLCA OTK/IMK C BPEMEHHbIM KO0OM OLLUMOKM (4XX)

[na 60pb6bl cO cnamom 6bin co3gaHbl 6a3bl IP agpecos, Npo KOTOPbIE M3BECTHO, YTO C HUX
npuxoamT cnam. CyLlecTByeT MHOXECTBO CMyX6 KOTOopble XpaHAT Takue 6a3bl IP agpecos u
KOTOpbIM NPU NOMOLLY NPoTOKos1a DNS MOXHO nocbl1aTth 3anpockl N0 NOBOAY KOHKpPeTHoro IP
aapeca. Takue cnyxobl nonyumnv HassaHue DNS black-list. CyLiecTBYyOT Takke Cnyx0bl, KOTopble
XPaHAT CN1CKN NOYTOBbLIX CEPBEPOB MPY MOMOLLM KOTOPbLIX MOXHO OCYLLECTB/IATb OKPbITYHO
paccbl/iky nouThbl, 6e3 aBTopm3aumm (Tak HasbiBaemMble open-relay). Takue cepepa MoryT
MCMNONb30BaThCA (M UCNO/b3YIOTCA) A1 pacchlnikv cnama. BatPost moxeT ucnonb3oBartb Takue
Cnyx6bl 4Nsa hunbTpauum BXoAsALER NoYTbl OT cnamMa:
e Test with DNS black list - ncnons3zoatb cnyx6bl DNS black-list
o DNS blacklist Hosts - cnucok ucnonb3yembix cnyx6 DNS black-list, nepeuncneHHbIx Yepes Touky
C 3ansATow

B cnucke "Perform Test After" MOXHO BbIOpaTb Korga UMeHHO [0/1XHa NPOU3BOAUTCA NpOBepKa:
e Connection - cpa3y nocse ycraHOB/IEHNS COeNHEHUSA

e MAIL FROM command - nocne komaHabl "MAIL FROM" (agpec oTrnpaButens)

e RCPT TO command - nocne komaHabl "RCPT TO" (agpec nonyyatens)

DNS 3anpoc nocbliaeTcs BCemM cepBucam OAHOBPEMEHHO U, KaK TOIbKO NPUAAET OTK/NK C

yKasaHue Ha To, 4To IP agpec HaxoguTcs B "yepHoM crincke", 06paboTka NpoAo/mKaeTcs n

OCTaJ1bHbIX OTK/IMKOB Mbl 60/bLUE HE XAeM. Bpems 0XunaaHusa OTKIMKa HYXXHO OrpaHnynTb:

¢ DNS Timeout - TalimayT (B CEKyHAAX) B TEYEHNE KOTOPOrO Mbl OXXMAAEM OTK/IVKU HA NMOC/IaHHbIE
3anpocsbl

B cncke "Action If IP in DNS blacklist" moxHo BbiGpaTb geicTBue, KOTOPOE AO/MKEH NPEeANpPUHATL

cepsep:

e No Action - He NpegnNPUHMMATL HUKaKUX AencTBui

¢ Report Fault - Bbicnatb OTK/IMK C OTpULaTENIbHLIM KOAOM. ECnn npoBepka Npon3BoanTCs nNpu
YCTaHOB/IEHUN COEAUHEHUS, TO COEAUHEHNE pa3pbIBAETCS.

e Use Flags - npMmeHunTb YKasaHHble donary (06bI4HO 3anpeuatrowme). O6 ncnonb3oBaHMm
onaroB ounbTpalmm 6onee NnogpobHO pacckasaHo B pasgene [Npasuna.

MOXHO Takxe ykasarb cnegytoLme fonosiHUTeNIbHbIe NapameTpsbl:

e Don't Test Authenticated Users - He npon3BoAuTb NPOBEPKY, €CNU M0J1b30BaTe b YCMNeELLHO
aBTOpPU30BaUICA

o Accept Mail for Postmaster Anyway - nouty ans agMvHMcTpaTopa AoMeHa NpuH1maTh B 11060M
cnyvae

¢ Report Permanent Fault - BbiCblNaTb B OTK/IMKE KO NOCTOAHHO own6Ky (5xX), B NPOTUBHOM
cny4yae 6yAeT BbICbINATLCA OTK/IMK C BPEMEHHbIM KOOM OLLNOGKM (4XX)
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4.10 AHTUBUpPYC

B pasgene "Antivirus" HacTpauBaroTCA napaMeTpbl, CBSA3aHHbIE C aHTMBMPYCHOM NMPOBEPKOi

BXOAALLMX COOBLLEHMWIA:

¥ Antivirs Enabled
[MI-File

I.'\F'Iugins"-.-i‘-.‘v"\.f-‘-.‘u’F'lugin.ini

Fluging Settings...

~Meszzage Receiving
Suspicious Meszages:

|nfected Meszages:

IMark Meszage az Suspicious

j Ih-'lark Mezzage az Infected

—Local Delivering
tarked az Suspicious;

b arked az Infected:

I b ove bo Falder

Folder for Suzpicious:

j Ih-'lu:-ve to Falder

Falder far Infected:

pNBDKfSUSmCMUs

pmeuxﬂnmcmd

—Remate Delivenng
Marked az Suspicious:

b arked az Infected:

I Leawve Intact

j I Leave Intact

—Temporal Black List

[T TestIP address ;imenui »
bl aw Wirus Send Allowed: aws. [T
|5 0 [12.00.00

—Attachments Test

[w Test after receiving [bytes] |1 ano

Treat Az Suspicious: Treat Az Infected:

I”.e:-:e * pif *.gor

o Enabled - aHTMBUpYCHas npoBepka BKIOYEHA

o INI-File - dpainn, B KOTOPOM XpaHATCA HACTPOKN aHTUBUPYCHbIX NAarnHOB

¢ Message Receiving: Suspicious Messages - geiicTsre npu npueme nogo3puTesibHoOro
Co006LLEeHNSA

e Message Receiving: Infected Messages - gelicteue npu npueme MHHOULUMPOBAHHOIO COObLLEHUS

JocTynHbl cnegylowme AeicTeums:

¢ Break Connection - pasopBatb COeMHeHVe

e Discard Message - 0TBEeprHyTb CO0OLLEHNE

o Mark Message - nomeTuUTb COObLLEHME KaK NoA03puTeNbHOE (as Suspicious) nam Kak
UHprumpoBaHHoe (as Infected)

B rpynne "Local Delivering" MOXHO HaCTPOWTb AEACTBMSA MPU SIOKaIbHOW JOCTaBKe COOOLLEHWIA
MOMEYEHHBIX KaK NO403PUTENbHbIE UM MHPULMPOBAHHbIE:

e Marked as Suspicious - geiicTBre ans cOOOLEHNN MOMEUYEHHbIX KaK N0A03pUTE/bHbIE

¢ Marked as Infected - geiicTBme AN COOBLLEHNIA NOMEYEHHbIX KaK MH(pMLMPOBaHHHbIE

o Folder for Suspicious - nanka ans noAo03pUTEsbHbLIX COOBLLLEHWI
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411

o Folder for Infected - nanka gnst UHPUUMPOBAHHBLIX COOOLLEHNIA

JocTynHbl cnegylowme AeicTBus:

e Leave Intact - He npeANPUHYMATL HUKaKMX OEACTBUIA

e Don't Deliver - He gocTaBNATbL CO0bLLEHME

e Move to Folder - nepemecTuTb COOOLLEHNE B OCOBYIO Narky

B rpynne "Remote Delivering" MOXHO HacTpOWTb AENCTBUSA NpY YA/IEHHON AOCTaBKe COOOLEHWI
NOMEUYEHHbIX KaK NoAo3puTesibHble NN UHPULNPOBAHHBLIE:

e Marked as Suspicious - geiicTBune ans COOOLEHNA MOMEUYEHHbIX Kak N0A03pUTE/bHbIE

¢ Marked as Infected - geiicTBme AN COOBLLEHNIA NOMEYEHHbIX KaK MH(pMLMPOBaHHHbIE

JocTynHbl cnepyrowme geicTeuns:
e Leave Intact - He npegNPUHUMATL HUKaKNX AENCTBUI
e Don't Deliver - He gocTaBNATb COOOLLEHNE

Mpw BUpYCHOI aTake CyLecTBEHHO Bo3pacTaeT Tpadhuk, Mpuyem BUpYCbl 06bIYHO NPUXOAAT C
O4HMX N TEX Xe afpecos. [nsA yMeHblueHus Tpaddivka MOXHO OpraHn3oBaTh "YepHbIid cnncok” B
KOTOpbIn BpEMEHHO GyayT 3aHocuTcA IP agpeca n agpeca otnpasutesnein (MAIL FROM) ¢ koTopbix
HeCcKos1bKo pa3 npuxoannu supycel. B rpynne "Temporal Black List" MOXHO HacTpouTb napameTpbl
Takoro BpeMeHHOro "4epHoro cnmucka':

e Test IP address - npu ycTaHOBKE coeAMHEHNSI NPOBEPSATL IP agpeca ¢ KOTOpbIX NPUXoANAn
BMPYCbl. YTAHOBKA 3TOM ra/loukm MOXET CYLLLECTBEHHO NOHM3UTL TpadduK, HO NPUBOAUT K TOMY,
YTO OKa3blBaTCA BPEMEHHO 3a6/10KMPOBaHHLIMM MOYTOBbLIE CepBepa. Ecnu rasiouka He
yCTaHOB/IEHA, TO NpoBepsieTCs TO/bKO agpec otnpasuTens (MAIL FROM)

e Max Virus Send Allowed - makcmanbHOE KOIMYeCTBO NPUC/IaHHbIX BUPYCOB NOC/ie KOTOPOro
afpec 3aHOCUTCS B "YepHbIii CNNCOK"

e Timeout - TaliMayT No UCTeYEHUE KOTOPOro agpec yaasnseTcs us "yepHoro cnucka”

Hanmume B NncbMax BIOXKEHHbIX (haiiioB ¢ pacluMpeHnsMn, XxapakTepHbIMI 415 BUPYCOB,

No3BO/ISET LOCTATOUYHO YBEPEHHO OTCEMBATb YacTb NMceM 6e3 NpuBAeYEHNS aHTUBUPYCHbIX

nnarnHoB. Mpu 3ToM gaxe He 06s13aTeNbHO NPUHMMATL NMUCbMO LeniMkoM. B rpynne "Attachments

Test" MOXHO NPOM3BECTU HACTPOIKY MPOBEPOK UMEH BIOXKEHHbIX (haii/10B:

o Test after receiving - NpoBepAThL BIOXEHHbIE (daii/ibl NOC/e NpMemMa ykasaHHOro Yicna 6ant

e Treat As Suspicious - haiiyioBast Macka B/IOXXEHWIA, KOTOPbIE pacCMaTpPUBAtOTCS Kak
nofo3puTenibHble

¢ Treat As Infected - cpaiinioBas Mmacka B/IOXEHWI, KOTOPbIE pacCMaTPUBAOTCS Kak
WHULMPOBaHHbIE

MockosbKy aHTUBMPYCHAasi NPOBEpPKA NOTPE6/ISET 4OCTATOYHO GO/IbLLOE KOMMYECTBO PECYPCOB
KOMMblOTEPA, E€ MCMO/Ib30BaHME HE BCEraa LenecoobpasHo. Mpu 6o/bLuoli 3arpy3ke cepeepa,
OTK/IOUYEHME aHTVBMPYCHBIX MPOBEPOK MOXET CYLLECTBEHHO Y/yULINTb NPOU3BOAUTE/TLHOCTD.

Cnuckn goctyna (npaswuna)

B pasgene "Access lists" MOXHO HacTpouTb Npasuia nprema coobLeHnin Ha cepeep.

CyLLecTBYIOT C/efytoLne Buabl npasun:

e "UepHbIe" cnUCKM - 3anpeLlatoLLme npasuia, Npy NOMOLLY KOTOPbIX MOXHO 6/10KMpoBaTh Ha
ocHoBe IP-agpeca, MeHU XxocTa 1an NoYTOBOro agpeca.

e "Gesble" CNUCKM - paspeLuaroLme npasusna, Npyv NOMOLLM KOTOPbIX MOXHO OTKpbIBaTb AOCTYM Ha
ocHoBe IP-agpeca, MMmeHu xocTa uav No4YToBOro ajgpeca.

e MPOBMHYTLIE MpaBu/a - MO3BOIAT OCYLLECTBASATb TOHKYH HACTPOIiKy AOCTYyNa 415 Pas/inyHbIX
onepauuii Ha ocHoBe IP-agpeca, MMeHM XocTa UM NOYTOBOro agpeca.

"Benble" cnucku NMerT NPUopuTeT nepes, "yepHbiMr” cnuckamu. T.e. MOXHO 3a6/10KMpoBaThb
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noaceTb, HO pa3pewnTb AOCTYN HEKOTOPbLIM aApecamM U3 3TO NoACETWN.
bonee I'IO,EI,pO6HO€ onnucaHmne nNnpnHUMnos pa60TbI npaBn/1 MOXHO HalTh B pasgene [paBuna.

Moppo6Hoe onucaHue NPYHLMUNOB PaBoTbl C PETYSPHBIMU BBIPQKEHUSMW MOXHO HaliTW B
pasgene PeryisipHble BbIDaKEHUS.

4.11.1 "YepHble" cnucku

B pasgene "Black Lists" MOXHO HacTpouTb "4yepHble" CNUCKN AN MPOBEPKU CrIeyoLLmMX

napameTpos:

e Address - cnmcku s NpoBepKM NoYToBbLIX agpecoB oTnpasutensa (MAIL FROM) n nonyyatens
(RCPT TO) coobLeHus

e Host - cnncku s NpoBepkM MMEH XOCTOB KIMEHTOB

e |P - cnuckn gna nposepku IP-aapecos KNNeHTOB

[ns po6aBneHns nnmn peaakTmpoBaHusi BCeX BUAOB CNCKOB UCMO/b3yeTcsl dpopma:

Pattern:

e Pattern - perynsipHoe BbipaxkeHue 414 cpaBHeHus ¢ IP-agpecom, MMeHeM XocTa UM NoYToBbIM
aZipecom

4.11.2 "Benble" cnncku

B pazgene "White Lists" MOXHO HacTpouTb "6esble" CN1CcKK AN NPOBEPKN CnenyoLmnx

napameTpoB:

e Address - cnmcku s NpoBepKM NoYToBbLIX agpecoB oTnpasutensa (MAIL FROM) n nonyyatens
(RCPT TO) coobLeHus

e Host - cnuckun ana npoBepkn UMEH XOCTOB K/TMEHTOB

e |P - cnuckn gna nposepku IP-agpecos KNMeHToOB

[ns po6aBneHns N peaakTmpoBaHust BCeX BUAOB CNNCKOB UCMO/b3yeTcsl dpopma:

Pattern:

e Pattern - perynsipHoe BbipaxkeHue 414 cpaBHeHus ¢ IP-agpecom, MMeHeM XocTa WUan NoYToBbIM
aZipecom
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4.11.3 TpoaBuHYTbLIE NpaBuia

B pasgene "Advanced rulesets" HacTpavBaloTCa NapaMeTpbl, CBA3aHHbIE C paboTol NPOABUHYTbIX
npasu:

—IP/Host RS default lewvel
SMTR: DO Local, OO
poOpP3 OO Relay: COOEOTCD
IMap: OO
[ UszeIP/Haost BS result in the future checks

—Addrezs BS default level
Loca: OO0 Fielay: NN EEEN

[¥ Usze MaIL FROM test result in the future checks

T Use if sender [MAIL FROM] iz local =]
Lozal: OO Felay: OO

—If SMTP authentication was done

Loca: OO DEEE Felay: O S

o IP/Host RS default levels - ypoBHM focTyna no ymonyaHuio npu nposepke IP-agpecos 1 UMeH
XOCTOB

JocTyn moxeT ycTaHaB/IMBaTbCA K CNeAyoLWmnm onepauusam:

e SMTP - ycTaHoB/eHNE coeMHeHMsA No npoTokosy SMTP

POP3 - ycTtaHoBNeHue coegnHeHns no npotokosy POP3

IMAP - ycTaHoB/ieHWe coeguHeHus no npotokosy IMAP

Local - oTnpaBka coobLeHniA ToKasIbHbIM MOMIb30BaTENSAM

Relay - oTnpaBka coo6LLeHWIA yaaieHHbIM NOIb30BaTENSIM (TPAH3UT COOBLLLEHWIA)

e Use IP/Host RS results in the future checks - HaknagblBaTb pesynbTaThl NpoBepku IP-anpecos 1
MMEH XOCTOB Ha pe3ynbTaTbl fa/IbHEALLNX NPOBEPOK

e Address RS default level - ypoBHM f0oCTyna no ymon4aHuio Npy NpoBepKe NoYTOBbLIX aapecoB

JocTyn MOXeT ycTaHaB/MBAaTLCA K CIeAYHLWUM onepaumsam:
e Local - oTnpaBka coo6LLeHWIH NoKasIbHbIM NMO/Ib30BaTE 1AM
¢ Relay - oTnpaBka coo6LeHWIA yaasieHHbIM NOIb30BaTENsIM (TPAH3UT COOBLLLEHWIA)

e Use MAIL FROM test result in the future checks - HaknagblBaTh pe3ynbTaTbl NPOBEPKU azpeca
otnpasutensa (MAIL FROM) Ha pe3y/ibTaTbl fa/lbHENLLNX MPOBEPOK

e Use if sender (MAIL FROM) is local - nonpaBka ypoBHeli 4OoCTyna ecfiv oTnpaBuUTe b NIOKas1eH
MO OTHOLLEHWIO K CEPBEPY. YCTaHaBNMBATb 3Ty ra/louKy HE PEKOMEHAYETCS, TaK Kak agpec
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oTnpaBUTENIA MOXET JIETKO ObITb noagenaH.

JocTyn MOXeT ycTaHaB/MBaTbLCA K CeAyoLWuM onepawmsam:
e Local - oTnpaBka coo6LLEeHWIT NOKasIbHbIM N0/b30BaTE/ISIM
¢ Relay - oTnpaBka coobLeHniA yaasieHHbIM M0/1b30BaTeNsAM (TPaH3UT COOBLLEHNIA)

B rpynne "If SMTP authentication was done" ycTaHaBnMBaroTCS NONpPaBky YPOBHEW AOCTyNa ecnu
6bl1a npon3BeaeHa ycnewHas asTopusauns. JJocTyn MOXeT ycTaHaB/IMBaTbLCS K C/ieyoWwmum
onepauusam:

e Local - oTnpaBka coo6LLEeHNIT NOKasIbHbIM N0/b30BaTE SIM

¢ Relay - oTnpaBka coobLeHNiA yaasieHHbIM M0/1b30BaTeNsAM (TPaH3uUT COObLLEHNIA)

B pasgene "Address rules" HacTpanBaroTCs NpaBuia, CBA3aHHbIE C MPOBEPKOI MOYTOBbLIX a4pPecoB
oTnpaBuTeNsA U NonyyaTens Coo6LLEHNS:

Pattern:

Teszt
[~ [R] Reverze path [MAIL FROM)
[ [F] Forsard path [RCPT TO)

Local: @O Relay: OO

Error string:

Pattern - pyrynspHoe BbipaxeHve /18 NPOBEPKU MOYTOBLIX aApecoB

Test: (R) Reverse path (MAIL FROM) - npoBepATb agpec oTnpaButens

Test: (F) Forward path (RCPT TO) - npoBepsATb agpec nosay4varens

Local - ypoBeHb focTyna K OTnpaBke CO0OLeHWIT NOKaIbHbIM NONb30BaTENSAIM

Relay - ypoBeHb AocTyna K 0TnpaBke COObLLEHWI yaaieHHbIM Nosib3oBaTesaM (TpaH3uT
co06LeHnin)

o Error string - TekcToBas CTpokKa, koTopas b6yAeT BO3BpaLLATbCA KINEHTY Npu cpabaTbiBaHWm
npasunna

B pasgene "IP/Host rules" HacTpavBatoTCsi NpaBusa, CBsI3aHHbIE C NPOBEPKOiA IP-aapecoB 1 UMeH
XOCTOB:

Pattern:

[T Testas P address

SWMTF: OO Lacal OO
FOPZ: OO Relay: OOOO@OTT
IMAP: OO

Errar ztring:

e Pattern - pyrynsipHoe BblpaxeHue A8 NpoBepKM IP-aapecoB 1 MMEH XOCTOB
e Test as IP address - ucnonb3osartb NpaBuio ans
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SMTP - ypoBeHb focCTyna K coeMHEeHMIO No NPoTokony SMTP

POP3 - ypoBeHb focTyna K coenHeHnto no npotokosy POP3

IMAP - ypoBeHb foCTyna K coeiHeHuto rno npotokosy IMAP

Local - ypoBeHb focTyna K OTnpaBke CO0OLEeHWIT NOKaIbHbIM NONb30BaTENSIM

Relay - ypoBeHb A0ocTyna K 0TnpaBke COObLLEHWI yaaeHHbIM No/ib3oBaTensmM (TpaH3uT
co06LeHnin)

o Error string - TekcToBas CTpoka, KoTopas 6yaeT BO3BpaLlaTbCs KIMEHTY Npu cpabdaTtbiBaHnm
npasuna
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5.1

5.1.1

5.1.2

PerynsipHble BblpaXeHus

PerynsapHbie BbipaxeHuUs, ncrnosibsyemble B "BatPost”, coBnagatoTt ¢ ncnosb3yemsiMu B "The Bat!".
OHu peanunsoBaHbl NpU NOMOLLM 6ecniaTHO pacnpocTpaHsemon 6uonuotekn PCRE.

CUHTaKcuc perynsapHbixX BblpaxeHuin (OCHOBbI)

PerynsipHoe BbipaXeHue, 3T0 HaGop NpaBusl, KOTOPLIE ONMCHLIBAIOT 0606LLEHHYHO CTPOKY. ECin
CUMBOJIbI, N3 KOTOPbIX COCTOUT CTPOKA, YA0BNETBOPSAIOT TpeboBaHKsM 3TOro Habopa npasws,
FOBOPSIT, UTO CTPOKA COOTBETCTBYET PETY/IIPHOMY BbIpaXeHUI0. IHOr4a Takke roBopsiT 0
COBMNaAEHN CTPOKM C PETrY/IPHBLIM BbIPQXKEHUEM.

K npumepy, perynspHoe BblpaxeHue b. cootBeTcTByeT crioBam bovine, above, Bobby n Bob
Jones, HO He noaxoguT ans Bell, b unn Bob. 310 noTomy, 4To, COrnacHo perynsipHomMy
BblpaXXeHuto, 6yksa b (B HMXHEM perncTpe) AO/KHa NPUCYTCTBOBATbL B MCKOMOW CTPOKe, a cnefom
3a HeW A0/HKEH HaxoaMTbCs 6o Apyrol CUMBOII.

C apyroii CTOpOHbI, perynspHoe BbipaxxeHue b+ TpebyeT, 4Tobbl CTPOUHasA 6ykBa b nosisnnacs B
MNCKOMOIi CTPOKE Kak MHUMYM OAMH pa3. OTOMY BbIpabkeHWI0 YA0BNETBOPAIOT cnosa b, Bob n Bce
COOTBETCTBMA NpuMepy b. 13 npeabigywiero naparpada. PerynsapHomy BbipakeHuto b*
COOTBETCTBYET HOMb UK 6osiee CUMBOJIOB b, Tak YTO B pe3ynbTare Ham NoaxXoauT filobas n3
BblLLENepeYnCIeHHbIX CTPOK. Ha nepBblii B3r1a4 370 K&XETCA COBEPLLUEHHO 6eCnosie3HbIM, OfHAaKo
60/1€e CNOXHbIE PEry/IAPHbIE BbIPAXEHNA MOTYT BbITb ropasfo 60/1ee 0CMbIC/IEHHBIMU U
nonesHbiMun. Tak, Hanpumep, ycrnosuio Bob*y cootBeTcTBy0T crioBa Boy, Boby n Bobby, HO He
Boboby.

YTBEpXAeHus

Tak Ha3blBaeMble YTBEPXAEHUS UCMO/Mb3YHOTCS A4/151 NPUBA3bIBAHMSA YacTel WwabnoHa K rpaHuLam
C/TIOB U/IN CTPOK. YTBEPXAEHNE ™ CUMBO/IM3MPYET Havaslo CTPOKM U TakuM 06pa3oM, perynsipHomy
BbipaxkeHuto ~fool cootBeTcTBYHOT crioBa fool u foolhardy, Ho He tomfoolery nnn April fool. B
cnepytouleli Tabnuue nepeymcrieHbl BO3MOXHbIE YTBEPXAEHNS.

YTBEpXaeHne OnucaHne Mpumep CooTBeTcTBYET He
cooTB
eTcTBY
eT

n Havano cTpoku ~ool Foolish Tomfo
olery

$ KoHeL, cTpoku fool$ April fool Foolish

\b Pasgenutens cnoe be\bside be side Beside

\B bes pasgenurens cnos be\Bside Beside be side

ATOMBI

CumBon "." (Touka), KOTOPbIV Bbl y)Xe BUAEN B Npeablayem naparpadpe B coctase ycnosus "b.",
ABMSETCA TUMMYHBIM NPUMEPOM aToMa. ATOMbI, KakK cnefyeT U3 UX Ha3BaHusl, 3To
dhyHAaMeHTa/IbHbIE CTPOUTESbHBbIE B/I0KM, U3 KOTOPbIX CTPOUTCS PEryssipHoe BbipaxeHue. B
cnepywoulei Tabnmue gaeTcs NoJHbIA CNMCOK aTOMOB.
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5.1.3

5.1.4

ATOM OnuncaHne Mpumep CooTBeTCcTBYET

Touka (.) oboii cumson, Kpome b.b Bob
cMMBONa nepexoga
Ha HOBYIO CTPOKY

Cnncok cMMBO/IOB B Jo6oit n3 A[Bb] Bob, bob
KBafpaTHbIX CKOBKax nepeyncieHHbIX

BamMu CMMBOJI0B
PerynspHoe Bce, uTo cooTBETCTBYET Ma(b.b)c$ Abobc
BblpaXeHne 3TOMY perynsipHomy
B KPYT/1bIX CKOOKax BbIpaXXEHNIO
KBaHTU(pUKaTOpPLI

KBaHTUdhuKaTop 3To MoaudomkaTop atoma. OH MOXET UCMO/b30BaTLCS [/151 yKa3aHus
KO/IMYeCTBa NMOBTOPEHUI aTOMa B TekcTe. MpocTeiunii npumep - perynsipHoe BbipaxkeHue b+.
KBaHTU(hrKaTOp "+" rOBOPUT O TOM, YTO CMBO/T b AO/MKEH NpUCYTCTBOBATbL B CKOMOW CTPOKE Kak
MWUHUMYM OAMH pa3. Bo3MOXHbIe KBaHTUDMKATOPbI NepeyncneHbl B criesytolleid Tabnuue.

KBaHTuUpukatop KonuyecTtso Mpumep CooTBeTcTBYET He
BXOXOEHU coo
aToma TBET

CTB
yeT

* Honb nnun 6onee ab*c ac, abc abb

+ OavH nnn 6onee ab+c Abc ac

? Honb nnn oguH ab?c ac, abc abbc

{n} n pas ab{2}c Abbc abb

bc

{n} MuHMMYM N pa3 ab{2,}c abbc, abbbc abc

{n,m} MuHUMYM N, ab{2,3}c Abbc abb
MakcMMym m pas bbca

t

CneuymnasnibHble CUMBO/IbI

[nsa ykazaHus HEKOTOPbIX CleLnabHbIX CMMBOJIOB UCMOMb3yeTcs 06paTHas kocas yepTa
(TMNUYHbIA NpMMEp - CUMBOJ KOHLLA CTPOKM \N, XOPOLLIO 3HAKOMbI NporpaMmMmncTam Ha sibike C). B
cnepytouleli Tabnuue nepeyncnieHbl cneymasbHble CUMBOSbI.
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5.1.5

5.2

CuvmBon OnucaHne Mpumep CooTBeTCcTBYET He
cooTt
BeTCT
ByeT
\d NMobas yndpa b\dd bad Bad
\D He-undpa b\Dd bdd b4d
\n HoBas cTpoka
\r Bo3BpaT kapeTkm
\t Tabynauus
\f MepeBop cTpaHuLbl
\s Mpo6en
\S He npo6en
\w AndaBuTHO-UMPOBOIA a\wb azb a™b
CMMBON
\W He andaBuTHO-LMcpoBOIA a\Wb aa’b Aabb
CMMBON

Escape-nocnepgoBaTesibHOCTU

Mpu paboTe ¢ perynsspHbIMU BbIPpaXKEHUAMW O4YEHb BAXHO MMETb BO3MOXHOCTb 3aJaBatb /100601
CVYMBOJ1 B KAYeCTBe YCNOBUSA AJ/19 NOUCKa, HO Belb Y MHOTMX N3 HUX €CTb CBOE, CreLuasibHoe
npegHasHaveHune. s aTux Lenen B perynspHbIX BbIpaXeHUsX NpesyCcMoTpeHbl escape-
nocnenoBaTesibHOCTU, A5 3afaHuns KOTOPbIX UCNO/b3yeTcs obpaTHas kocasi uepta "\". nocne
KOTOpPOIi Bbl MOXETE yKasaTb YAC/I0BYIO BEIMUYNHY B OLHOM U3 CriedyroLmx oopMaTos:

MNocnegoBaTeibHOCTb OnucaHune

OpfHa vnu age undipsl MoAcTpOKM, NOMyYeHHbIE B pesynbTate NpeaplayLimx
COBMafeHnii. TV BENIMUMHBI U3BECTHBI Kak 0GpaTHble
CCbIIKU 1 06CYXATCA B OTAENBHOM pasgese

AByX- nnu TpexsHavyHoe CumBO, NOPAAKOBLIE HOMEP KOTOPOro paBeH 3ToOMy

BOCbMEPUYHOE YNCNO BOCbMEPUYHOMY 3HAYEHMIO, HO MPK YCNOBUK, YTO €ro
He b3 NPOUHTEPNPETUPOBATL Kak 06PaTHYIO CCbISIKY

CvmBon X n ase CumBON, NOPAAKOBLI HOMEP KOTOPOro paBeH 3ToOMy

LuecTHaaUaTepuyHble LecTHaguaTepuyHoMy 3HaveHuto. Mpumep: \x3e

undpsl COOTBETCTBYET CUMBOY >

CumBon ¢ n ogHa 6yksa Ynpasnstowuii cumsos. Mpumep: \cG cooTBeTcTBYET
coveTaHuio <Ctrl+G>.

o6oii gpyroii cMMBon 2T10T cumBor. Mpumep: \& COOTBETCTBYET CUMBOJY &

CUHTaKCuC perynisipHbiX BblpaxeHuit (NogpobHoe onmncaHue)

B nporpamme ncnosnb3ytoTcs Perl-coBmectumasn 6ubnnoteka perynspHbix BolpaxeHuin (PCRE).
Bubnuoteka npeacTtaBasieT coboin Habop hyHKLMI peann3yoLLMX NPOBEPKY COBNAAEHNSI CTPOK C
WwaboHaMK 1 UCNOMb3YET Takne e CUHTAKCUC 1 CEMaHTVKY, Kak 1 B Perl 5, 3a ucknueHnem
HECKO/IbKUX pas3/IMumnii. DTU pas/imums onmcaHbl B COOTBETCTBYHOLLEM pasgene. Tekylas
peanunsauns 6ubmoTekn cootsetcTByeT Perl 5.005. B gaHHOW rnaBe OnMcbiBatOTCA CUHTAKCUC 1
CEMaHTMKa PerynsipHbIX BblpaXkeHuii peanmlyemMbix 6MomoTekoii PCRE. O3HakomMuTCs €
CMHTAKCMCOM perynsipHbIX BblpaxxeHuii B Perl 5 MOXHO Ha cTpaHuue:
http://www.perl.com/CPAN-local/doc/manual/html/pod/perire.html
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Bubnuoteka PCRE, aBnsowasncsa nporpaMmmHbIM 06ecrneyeHmem ¢ OTKPbITbIM MCXOAHbIM KOLOM,
HanucaHa:

Philip Hazel <phl10@cam.ac.uk>,

University of Cambridge Computing Service, Cambridge, England.

Phone: +44 1223 334714.

Copyright © 1997-1999 University of Cambridge

PerynsipHbie BblpaxeHusi Takke onncaHbl B 4OKyMeHTaumm no Perl n B 60/1bLIOM KOIMYECTBE KHUT.
B HEKOTOPbIX MX 3TUX KHUT MOXHO HaliTU NPUMEpPbI, KOTOPbIE MOXHO MPUMEHSATH B peasibHbIX
ycnoBusx. B aTom nnaHe cnegyeTt 0co60 OTMETUTL KHUTY:

Mastering Regular Expressions

by Jeffrey E. Friedl (Editor), Andy Oram (Editor)

ISBN 1-56592-257-3

B KOTOPOW PerynsipHble BbIpaXXEHNSI ONMcaHbl C 60/1bLIMM KOIMYECTBOM AeTanein. [JaHHoe
onvcaHue crnegyeT paccmaTpuBaTh Kak CpaBoYHOE PYKOBOACTBO MO PErYAsiPHbIM BbIPXKEHUSIM.

5.2.1 MeTa-CMMBOJ1bl

PerynsipHoe BblpaxeHne npeAcTaBnseT coboii wabioH, KoTopblli NpoBEPSETCA Ha CoBMNaAeHUe C
NCXO/HOI CTPOKOIA cneBa Hanpaso. BONbLUMHCTBO CUMBOJIOB NPUCYTCTBYIOT B LLAGMOHE TOYHO B
TakoM e BuAe, Kak U B UCXOHOI CTpoKe. B kauecTBe TPUBMASILHOIO NPUMeEpa MOXHO NPUBECTYU
cnepyowmii LIabnoH:

The quick brown fox

KOTOpbIi COBMAAET C YaCTbO UCXOAHO CTPOKM, KOTOpas UAEHTUYHA eMy caMoMy. Mollb
PerynsipHbIX BblpakeHWA NpouCTEKAET 13 BO3MOXHOCTU YKa3aHusl anibTepHATUB 1 NOBTOPEHWI
WwaboHOB. [ KOAMPOBaHNSA a/lbTEPHATMB U NOBTOPEHWUIA UCNOMBb3YHOTCA METa-CUMBOJIbI,
KOTOpble BMECTO NMPSIMOro COBNafieHNs MHTEPNPETUPYIOTCS cneymasibHbIM 06pas3omM.

CyLLI,eCTByeT ABa pas/inyHbIX Ha60pa MeTa-CMMBOJIOB: BOCINpUHNMaeMble B N06on yacTu
LwabnoHa, 3a UCKIYEHNEM KBagpaTHbIX CKOGOK; 1 BOCNpPMHNMaeMbIE TOJIbKO B KBagpaTHbIX
ckobkax. 3a npeaenamMmm KBagparHbIX CKOBOK BOCNPMHMMAKTCA ceayrume meta-CUMBOJbI:

\ CuMmBON AN co3faHus escape-nocneaoBaTenbHocTel
n Hauano ncxogHomn cTpokn (Mam CTPOUKM, B MHOTOCTPOKOBOM PeXnMe)
$ KoHel, ncxogHol CTPOKKU (MU CTPOYKKU, B MHOFOCTPOKOBOM PEXMME)

CoBnagaert ¢ NtobbiM CUMBOJ/IOM 3a UCK/IIOUYEHNEM HOBOI CTPOKM (MO YMOTYaHUIO)
Hauano onpegeneHus knacca CMMBOJ/IOB

Hauano BeTBU anbTepHaTUB

Havano nogwa6noHa

KoHel noglia6noHa

N~ N =

PacwupeHue 3HaueHus "("
Takke kBaHTudmnkatop 0 nnm 1
Takke MMHUMN3AaTop KBaHTN(NKATOPOB

* KeaHTudmnkatop O nnv 6onee
+ KeaHTudukatop 1 nnv 6onee
{ Hauano keaHTUdmKaTopa C HenocpeACTBEHHbIM YKazaHMeM MUHUMaIbHOTO 1

MaKCUMaU/lbHOI 0 KosinvyecTBa ﬂOBTOpeHVIVI

YacTb WabioHa, KoTopasi HaXoAMTCA B KBaApaTHbIX CKO6Kax, Ha3bIBAETCS K1aCCOM CMMBOJIOB.
BHyTpu Knacca CMBOIOB A0NYCTUMbI CriefytoLMe MeTa-CUMBO/IbI;
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5.2.2

\ CUMBO/ A/19 cO3[laHus escape-nocnefoBaTe/ibHOCTe

" O6palaeT Kacc, Ho TO/IbKO eC/In ABMSETCA NEPBLIM CUMBOJIOM
- YkasblBaeT AuanasoH CUMBOJIOB

1 3aBepluUaeT Kacc CMMBOJIOB

B nocneayowmx pasgenax 6onee nogpo6HO paccMaTpuBaeTCsl UCNO/b30BAHME KAX/A0ro MeTa-
cvMBONA.

"\'" ObpaTHas kocas yepTa (backslash)

CumBon obpatHoit kocoli YepTbl (backslash) ncnonb3yeTtcst B HECKOMbKMX cnyyasix. Mpexae Bcero,
€C/M 3a HUM criegyeT He andhaBUTHO-UMAPOBOI CMMBO, TO YCTpaHSeTCa N060i cneunanbHbli
CMbIC/1, KOTOPbI/ MOT Obl UMETb 3TOT CUMBO/I. Takoe UCNosIb30BaHNE 06PaTHOM KOCOM YepTbl Kak
escape-CMmMBOs1a fONYCTMMO Kak BHE, Tak U BHYTPW K1acCoB CUMBOJIOB.

K npumepy, ecnu Bbl XOTUTE, 4TOOLI NPOU30LLIO COBMaAeHMe C CMMBOJIOM "', B LUAGIOHE HY)XXHO
Hanucatb "\*". 9T0 npaBWI0 ByAeT UCNOMb30BaHO AaXe B TOM Cyyae, ec/i CUMBO/I, CAeayoLnii
3a 06paTHOl KOCOI YepToi He paccmaTpuBasicst Obl Kak MeTa-CMMBO/1. Takum 06pa3om, Bcerga
6e30nacHo npeaBapsiTb He anpaBUTHO-LUMGPOBLIE CMMBOJIbI CUMBOJSIOM 06PAaTHOI KOCOW YepThl,
Korga npegnosnaraeTcs Ux HenocpeLCcTBEHHOE MCNoJb3oBaHve B WwaboHe. B yacTHOCTH, €C/v Bbl
XOTWTE 3a4aTb caM CMMBOJ/1 KOCOI YepTbl, cnegyeT Hanmcatb "\",

Ecnn wabnoH komnunumpyetcs ¢ onunein PCRE_EXTENDED, To npo6enbl, nepeBobl CTPOKU U

BCE, YTO HAaXO4MTCA Mexay cMMBonamMm "#" UTHOPUPyeTCcHA. ITO He KacaeTCs K/1accoB CMMBOJIOB.
[nsa BkNoueHns B Wab1oH npobena n camoro cumeoa "#" cnegyet npeasapuTb UX CUMBOJIOM

ob6paTHOI kocoit vepTbl: "\ " n "\#".

[pyroe ncnonb3oBaHme cCMMBO1a 06paTHOM KOCOI YepTbl - 3TO NpeAoCcTaB/ieHNE BO3MOXHOCTH
3a/iaHns HenevaTHbIX CMMBOJIOB BHYTPU LWWabioHa. He cyllecTByeT orpaHnyeHnii 0OTHOCUTENBHO
NCMOb30BaHUs HenmevaTHbIX CMMBOJIOB BHYTPM Wab/10Ha, 3a UCKIH0HYEHNEM UCTONb30BaHUS
BGUHAPHOrO HyNA A5 3aBepLUeHMs LWaboHa, HO Korga LWwaboH noarotTaBAnBaeTcs Npy NoMoLm
pefakTopa TeKcTa 06bI4HO YA06HEE NOSIb30BaTLCA OA4HON 13 CneayrLmnx escape-
nocnepoBartesibHOCTEN BMECTO GMHAPHOro CMMBO/IA, KOTOPbLIA OH NpeacTaBAsieT:

\a 3BOHOK, TO ecTb cumBos BEL (hex 07)

\cx "Ctrl-x", rge x nto6oi cuMBON

\e Escape (hex 1B)

\f MepeBop ctpaHuubl (hex 0C)

\n HoBas cTpoka (hex 0A)

\r MepeBog kapeTkn (hex 0D)

\t Tabynsauusa (hex 09)

\xhh CumBoOA € WecTHaguaTepuyHbiM kogom hh

\ddd CumBon ¢ BocbMepuyHbIM kogoMm ddd, nnm obpaTtHas cebiika

TouHbIli adhdpekT ncnonb30BaHMsA "\cxX" cnegyowuii: ecnum "xX" - 3To CMMBOJT B H/XKHEM perucTpe, To
OH KOHBEPTMPYETCS B BEPXHWIT perucTp. 3atem 6-in 6ut cumsona (hex 40) nHBepTupyeTcs. Takum
ob6pasom "\cz" npeBpattaetcsa B hex 1A, Ho "\c{" npeBpaLwaeTtcs B hex 3B, B To Bpems kak "\c;"
npespatlaetcs B hex 7B.

Mocne "\x" yutaeTcsa 4o ABYX LUECTHAALATEPUYHBIX LGP, KOTOPbIE MOTYT GbITh KaK B BEPXHEM,
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Tak 1 B HWKHeM perucTtpe. Mocne "\0" untaeTcsa 00 ABYX BOCbMepPUUHbIX Lnudp. B o6oumx cryyasx,
ec/in MPUCYTCTBYET MeHee ABYX LMdIp, TO UCMONb3YITCA TONLKO Te, YTO eCTb. TaknM 06pas3om,
nocneposaresibHocTb "\O\WX\07" 3afaeT ABa GUHAPHLIX HY/S, 3a KOTOPbLIMU CNneayeT CUMBOJ 3BOHOK
(BEL). Y6eauTecn, 4To Bbl 3agav ABe Ludpbl NOC/1e HaYaslbHOro Hy 1, ecnv nocneaywoime
CVMMBOJ1bl MOTYT ObITb MPOVHTEPNPETMPOBAHbLI K&K BOCbMEPUYHbIE LudpbI.

O6paboTka cMMBOJ1a 06PATHOW KOCOW YepThl, 3@ KOTOPbIM C/IeAYyET HEHyieBas Lngpa,
[0CTaToyHO C/1oXHa. 3a npegenamu kiacca cumeonioB PCRE uvtaet ee 1 Bce nocnepyoiine
undpbl Kak gecatuyHoe ymucno. Ecnu ato umcno meHblie 10, unun ecsivm B BbipaXkeHue
NPWCYTCTBOBaJ10, NO KpaliHe mepe, Takoe nan 6oMbliee KOSIMYECTBO OTKPbIBAIOLMXCA CKOOOK,
Takasi nocneaoBaTe/IbHOCTb paccMaTpUBaeTCs Kak 06paTHasa ccbi/ika. OnmMcaHme Toro, kak 310
paboTaeT, 6byeT AaHo No3xe, nocne obCyxaeHua noawab/10HOB 3aKFUYEHHbIX B CKOGKN.

BHyTpM k1acca CMMBOJIOB WK €CNN AeCATUYHOE YKo 6o/blie 9 1 KONMYECTBO 06HaPYXEHHbIX
noawab/IoHOB MeHbLLe 3TOro yncna, To PCRE nepeunTbiBaeT JO TpeX BOCbMEPUYHbIX LUdp
creayoLmx nocne cMMBosa obpaTtHol KOCcoi YyepThbl. [locnie 3Toro reHepupyeTcs eaUHCTBEHHbIN
6aiiT n3 mnagwmx 8 6ut umcna. Jlrobble nocnegyowme undpbl UCNOML3YITCA Tak, Kak OHUN eCTb.
Hanpumep:

\040 AnbTepHaTVBHBIN MyTb 3a4aHns cuMmBoia npobena

\40 Toxe npob6esi, HO NpU YCN0BUM, UTO A0 3TOro ObI10 06HAPYXEHO MeHee 32
noawa6s0HOB

\7 Bcerpa obpatHas ccbisika

\11 MoxeT 6bITb 06paTHO CCbINKOM, NN allbTEPHATUBHBLIM CMOCOOG0M 3aaHns
cvMBO/a Tabynsauun

\011 Bcerga cumBon Tabynsauun

\0113 CumBon Tabynsaumu, 3a KOTopbIM cnegyeT cumeon "3"

\113 CumBon ¢ BOCbMepuyHbIM Kogom 113 (npu ycrosun, 4To 661710 He 6oee 99
06paTHbIX CCbISIOK)

\377 BaiT, cocTosIWmin N3 0HUX eANHNYHBbIX BUTOB

\81 JIn6o obpaTHas ccblfka, IMBO ABOUYHbIV HOJb, 3@ KOTOPbLIM CeayeT ABa CMMBOa
ll8ll VI lllll

CnepyeT OTMETUTb, YTO BOCbMEPUYHbIE BE/TIMUYMHBLI CO 3HaYeHnem 100 1 6osiee He A0/MKHbI
npeaBapaTbCst Hy/IEM, Tak Kak uutaeTcst He 6osiee Tpex uudp.

Bce nocnepoBaTenibHOCTW, KOTOPbIE ONPEeAENsAT OANH 6aiT, MOTyT UCNOJIb30BAaTLCA KaK BHYTPU,
Tak 1 BHe K/1acca CUMBOJIOB. B gonosiHeHne, BHYTPY Knacca CMMBO/I0OB, Noc/iegoBaTtesibHOCTL "\b"
NMHTepnpeTnpyeTcs kak cumeos 3abos (backspace) hex 08. BHe knacca CMMBOJIOB, 3Ta
nocnefoBaTeNlbHOCTb UMEET APYyroe 3HauYeHne (CMOTPU HUXE).

TpeTbI/IM npumMeHeHnem CMmMmBosia O6paTHOI7I Kocoli YepTbl AB/IAETCA 3a4aHne O606IJJ,€HHbIX
TNOB CMMBOJ1a:

\d NMobas gecatnyHas undpa

\D JTto6oin cMBON He ABNSAKLWNIACSA AECATUYHON Lndpoii

\s JTio60li Nnpob6eNbHbIN CUMBON

\S JTio60li cMMBON He ABMSIOLWMIACA NPO6ESbHbIM

\w Jo6oli cMmBON U3 MHOXECTBA "CNIOBECHbIX"

\W JTo6oli cMMBON He ABNASKOLWMNIACA CUMBOIOM U3 MHOXECTBA "C/10BECHbIX"

Kaxxgas napa escape-nocrnenoBaTtesnibHOCTel (3arnaBHas U CTpoyHas 6ykBbl) pa3genseT NosHbIi
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Ha6op CMMBOJ10B Ha ABa Henepecekawwmnxca MHOXeCTBa. NMo6oii Ba,ﬂ,aHHblﬁ CMBOJ1 BXOAUT B
O4HY U TOJIbKO OAHY escCape-nocsieqoBates/ibHOCTb U3 Napbl.

MHOXeCTBO "C/lI0BECHbIX" CUMBOJIOB - 3TO /ll06asn 6yksa, Ludpa v cCMMBO nogyepkusaHmsa " ",
TO ecTb 11060 CUMBOJI, KOTOPBIA MOXET 6bITb YacTbio "crioBa" B A3blke Perl. Onpeaenennst 6yks u
undpp 3agatotca B PCRE Tabnvuamm CUMBO/IOB M MOTYT OT/IMYATLCA, €C/Y CpaBHEeHVe BefeTcs C
yueTom nokanmsauuu. K npumepy, npy ncnonb3oBaHMmn dopaHLLy3CcKoi nokanusauum, cpeam
CVMMBOJIOB C Kogamu 6onblue 128 BcTpeyatoTcs 6ykBbl, COOTBETCTBEHHO, TakMe CUMBO/IbI ByayT

coBnagatb ¢ \w.

lMNocneposaTeibHOCTH 0603Haqarou.|,|/|e TUMNbl CUMBOJIOB MOTYT BCTPe4YaTbCA Kak BHYTpU K/taCccoB
CUMBOJ10B, TaK 1 BHE UX. Kaxxaasa nus atunx I'IOC}'Ie,CI,OBaTe}'IbHOCTeI7I npeacrtasndeT poBHO OANH
CMBOJ1 B I/ICXO,CI,HOI7I CTpOkKe. Ecnun Tekylad no3nuna HaxoguTCA B KOHLUE CTPOKU, TO He 6y,£l,yT
coBnageHuna Hm c O,U,HOVI N3 3TNX HOCﬂe,ﬂ,OBaTEHbHOCTeVI, TakK Kak He4yero cpaBHuBaTthb.

YeTBEpTbIM NPUMEHEHNEM CUMBOJ1a 06paTHO KOCOI YepTbl SIBNSETCA 3aaHNE HEKOTOPbIX
NPOCTbIX YTBEPXAEHWUI. YTBEPXAEHME NPeAcTaBNsAeT cO00i HEKOTOPOE YCoBME, KOTOpoe
[O/MKHO GbITb COB/IIOAEHO B HEKOTOPOIA TOUKE CPaBHEHUS, MPU 3TOM CUMBO/Ibl U3 UCXOAHOV CTPOKM
He NoTPebBNATCS N TEKyLLAA NO3MLUMA He MeHsieTcsl. Vicnonb3oBaHue noawabioHoB ans 6onee
CNOXHbIX YTBEPXAEHWIA onucaHo ganee. MNpy NOMOLLM cMBO/a 06paTHOIA KOCOW YepTbl MOXHO
3a/aBaThb C/eAyroLmne yTBEPXKAEHUS:

\b paHuua cnos

\B He rpaHuua cnos

\A Hauasio ncxogHoli CTPOKK (He 3aBMCUT OT peXrMa MHOTOCTPOYHOCTH)

\Z KoHeu, ncxoHol CTPOKU 1M NEPEBOL, CTPOKM B €€ KOHLLE (HE 3aBUCUT OT pexuma
MHOFOCTPOYHOCTN)

\z KoHeL, nCxoaHoi CTPOKM (He 3aBUCUT OT peXxmmMa MHOTOCTPOYHOCTK)

DT YTBEPXKAEHNS HE MOTYT NOSIBNATLCS BHYTPUW K/1accoB CMMBOJIOB. 3aMeTbTe, UTo \b umeeT
BHYTPM K/lacca CMMBOJIOB COBEPLLEHHO APYroe 3HavyeHne, a MMEeHHO 03HavaeT CUMBOJ 3a605
(backspace).

"paHunua C/1oB - 3TO NO3MLMA B UCXOLHON CTPOKE, rae NCXOAHbIN 1 NpeablayLmnii CUMBO/IbI He
npuHagnexar ogHOBPEMEHHO MHOXeCTBY \w unm \W (To ecTb 0AuH NpuHagnexuT \w, a apyroi
\W). M'paHunLeli cnoB Takke SABASITCA Ha4yano UM KOHEL, CTPOKW, KOrAa NepBblii Uy nocriegHui
CMMBO/ NPVHAANEXUT MHOXECTBY \w.

Y1Bepxaenus \A, \Z, n \z oT/imyaroTcs oT TPagULMOHHBIX "N 1 "$" (OnncaHHbIX HKE) TEM, YTO
COBMNAJAOT TO/IbKO C HAYA/IOM W KOHLIOM CTPOKMW, BHE 3aBUCUMOCTY OT YCTAHOBKM ONUMA. Ha HMX
He BT onumm PCRE_NOTBOL nnn PCRE_NOTEOL. Pa3Huua mexay \Z n \z B ToM, uto \Z
WCTUHHO Kak nepes, CUMBOJIOM NepeBoja CTPOKM, KOTOPbIA AB/IAETCA NOC/efHUM CUMBOJIOM B
CTPOKe, Tak U B CAMOM KOHLIe CTPOKW, B TO BPeMS Kak \Z ICTUHHO TOJIbKO B CAMOM KOHLLE CTPOKM.

523 "N"u"g"

3a npegenamu knacca CMMBOJIOB, B PeXUMe Mo YMOJ1HaHuio, cumBon " asngaetcs
yTBEPXAEHNEM, KOTOPOE UCTUHHO, TOJTLKO ECNN TEKyLLas No3nuus CpaBHEeHNA HaxoanTCA B
Hayasie CTPOKW. BHYTpK Knacca CMBOJIOB OH UMEET COBEPLLEHHO Apyroe 3HayeHne (CMoTpu
HUXe).

"N" He 0653aH 6bITb NEPBLIM CUMBOJIOM LLAG/I0HA. Tak, eC/iM UMeeTCA HECKO/IbKO a/ibTepHaTuB
AN Havana Wwab/ioHa, TO OH MOXET 6bITb NEPBbIM CMMBOJIOM B 1I060M 13 3TUX a/lbTEPHATUB.
Ecnv Bce BO3MOXHbIE aflbTEPHATUBbLI HAYMHAOTCA C cuMBoaa ", TO eCTb L1ab/IoH MOXeT
COBMAaCTb TO/IbKO C HA4Ya/10M CTPOKM, TO FOBOPSIT, UTO AaHHbI LWabMoH SBMsieTCs "NpuBsi3aHHbIM"
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5.2.4

5.25

("anchored"). CyLiecTBYIOT U Apyrme KOHCTPYKL MU, KOTOPble MOTYT cAenatb wabnoH
"npuBsA3aHHbLIM".

CvmBon pgonnapa "$" - 310 yTBEpPXAEHME, KOTOPOE UCTUHHO, TOSIbKO eCNN TeKyLLas no3unums
CpaBHEHWS HAX0AMTCS B KOHLE MCXOAHOWM CTPOKK, IM60 HEMOCPEACTBEHHO A0 CMMBO/1a NepeBoja
CTPOKM, KOTOPbIA ABASETCSA NOCAEAHMM CMMBOJIOM B MCXOAHOM CTPOKe (Mo ymon4aHuio). CUMBOS
Aonnapa He 06513aH 6bITb MOC/IEAHUM CUMBOJIOM B CTPOKE. Tak eC/in NpUCyTCTBYET HECKOMBbKO
anbTepHaTUB A/18 KOHUA Wab/ioHa, TO OH MOXET ObITb NOC/IEAHMM CMMBOJIOM B 060N U3 3TUX
anbTepHaTuB. CMMBO/ fosi1apa He MMEeEeT CneuuasibHOro 3Ha4YeHnst BHYTpU kKriacca CUMBOJIOB.

3HauyeHune cMMBoO/a fosiapa MOXeT ObITb N3MEHEHO Takum 06pa3oMm, YTO coBnageHve byaeT
[OCTUraTbCs TO/TIbKO B CAMOM KOHLIE CTPOKM. [115 3TOro Ao/MHkHa ObITb yCTaHOBEHA ONLUMS
PCRE_DOLLAR_ENDONLY. 3Ta ycTaHOBKa He BNUSIET HA CMbICA YTBEPXAEHUA "\Z".

3HauyeHne cMMBOSI0B "' 1 "$" MeHseTcA, ecnu yctaHoBieHa onumsa PCRE_MULTILINE. B atom
C/y4yae coBnajeHve byaeT NpoucxoauTb HENOCPeACTBEHHO NoOc/e U 10 BHYTPEHHEro cCumMBoia
"\n", B IONOJ/THEHNE K COBNAAEHMIO B HA4Yas1e 1 KOHLIE NCXOAHOW CTPOKK. K npumepy, WwabioH
~abc$ coBnageT co CTPOKOW:

def

abc
B MHOTOCTPOYHOM PEXMME, HO He HAa060pOoT. COOTBETCTBEHHO, LWWAB/I0H, KOTOPbLIA ABASETCA
"nprBsai3aHHbIM" B OAHOCTPOYHOM PEXMME U3-3a TOro, YTO Kax/aas BETBb a/ibTepHaTUB HaunHaeTcs
C cuMBO/1a "' He ABSeTCS "NpUBA3aHHbIM™ B MHOTOCTPOYHOM pexnme. Onums
PCRE_DOLLAR_ENDONLY wurHopupyeTcs npu ycTaHoBneHHoi onumm PCRE_MULTILINE.

3ameTbTe, 4To nocnegoBatTensHocTy A", "\Z" n "\z" MoryT ncnosb3oBaTtbCs A5 yKaszaHUs Havyana
N KOHLIA NCXOAHOW CTPOKM B 060MX pexumax. Te ecTb, eC/iv BCE BETBU a/IbTEPHATMB HAUMHAKOTCA

¢ "\A", To WaboH "NpmBsA3aH" BHE 3aBMCUMOCTI OT TOro, ycTaHoBseHa onumst PCRE_MULTILINE

UK HeT.

. TOYKa

3a npegenamu knacca CUMBOJIOB CMMBOA "." B LWa61oHe coBnagaeT B I0ObIM OAHUM CMMBOJIOM,
BKJ/IOYAA HeneyaTHble, HO UCK/IYas CUMBO/ NepeBoa CTPoku (Mo ymosnyaHuio). Ecnu
ycTaHoBneHa onuunss PCRE_DOTALL, To coBnageHve 6yaeT 1 ¢ CUMBOJIOM NnepeBoa CTPOKM.
O6paboTka cumBosa "." COBEPLUEHHO HE 3aBMCUT OT 06paboTkn cumBonoB "' n "$",
€/IMHCTBEHHOE, YEM OHM CBSA3aHbl, Tak 3TO 3aBMCUMOCTbIO OT CUMBOJ1a Nepesoja CTpoku. CUMBO/

. He UMEeET CrneunasibHOro CMbIiC/ia BHYTpPU Kfacca CMMBOJ10B.

"I" n"]" kBagpaTHble CKOOKM

OTKpbIBaOLLAsACA KBagpaTHas Ckobka HauMHaeT onpegesneHmne knacca CUMBOJIOB,
3aKpbIBAOLLASACA KBagpaTHasa ckobka 3akaHumMBaeT 3To onpegeneHne. Cama no cebe
3aKpbIBAOLLASACA KBagpaTHas CKkobka He MMEeET creLmanbHOro 3HaveHusi. Ecnuv 3akpbiBatoLiascs
KBagpaTHasi CKoOKa [A0/KHA BXOAUTb B K/1acc CMBOJIOB, TO OHA A0/HKHA ObITb NEPBLIM CMBOJIOM
B onpeaeneHnn (Nocne HavasbHOro "N, ec/im HyXHo), 60 AosHkHa ObITb NpeaBapeHa CMMBOJIOM
0o6paTHOI Kocoit yepTbl "\".

Knacc cMMB0/10B COBNagaeT C e4MHCTBEHHBIM CMBOJIOM B MCXOLHOM CTPOKE. STOT CUMBOJI
[O/MKEH BXOAUTL B MHOXECTBO, ONpejesieHHoe KnaccoMm, NMnbo, ecnim B Havane onpegeneHus
npucyTcTByeT "N, He BXOOUTb B 3TO MHOXeECTBO. Ecnn TpebyeTcs BKIUUTL CUMBOS " B KNacc,
TO OH [0J/IKEH ObITb MO0 HE NEPBLIM CMMBO/IOM B ONpeaesnieHnm, iMbo nepes HAM A0/HKEH ObiTb
CMBO/1 0GpaTHOW Kocoii uepTbl "\".

K npumepy, knacc cumBosioB [aeiou] coBnageT ¢ /1060 rnacHoi 6yKBOIA B HUKHEM perncTpe, B To
BpeMms kak [aeiou] coBnageT ¢ /1l06bIM CMMBOJIOM, HE SABASIOLWMUMCS INIACHOW B HYUXKHEM
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5.2.6

perncrtpe. 3ameTbTe, UTO CMMBOA """ 3TO NPOCTO YA0GHLIN CNOCO6 3aaHnsa MHOXEeCTBa CMMBO/10B
nyTem NepeyncrieHns CUMBOJIOB, HE BXOASILLMX B 3TO MHOXECTBO. Knacc CMMBOJIOB He SIBNSIETCSA
YTBEPXAEHUEM, OH NOTPEBNSIET CUMBO U3 UCXOAHON CTPOKM 1 HE COBMAaZaeT, eC/in TekyLas
NO3NLMS HAXOANTCS B KOHLLE UCXOHOW CTPOKW.

Korga ycTaHOB/IEH peXUM CpaBHEHUS 6e3 yyeTa pernctpa, CMMBOJIbI B ONPeAeneHnm knacca
NpeAcTaBnsaT 06e Bepcun cumBona (B BEPXHEM U B HXKHEM perncTpe). Tak, K npuMepy,
CpaBHeHMe C Kr1accom [aeiou] B pexume 6e3 yyeTa perucrpa 6yaeT yCnelHbIM Kak ansa "A" Tak u
Ansa "a", a cpaBHEHKE ¢ knaccom [Maeiou] pexume 6e3 yyeTa permctpa byaeTt HeycnewHbIM A5
"A", B TO BpeMs KakK C y4eTOM peructpa oHo 6b1/10 Obl yCneLwHbIM.

CvMBO/ NepeBofa CTPOKM B K/lacce CMMBOJIOB HMKOTA4a He paccmaTtprBaeTcs cneluasibHbIM
06pa3om, BHE 3aBMCUMOCTK OT ycTaHoBkM onumiin PCRE_DOTALL n PCRE_MULTILINE. Tak,
cpaBHeHue [a] ¢ cuMBO/IOM NepeBoa CTPOKKN Beerga byaeT ycnelHbIM.,

CuUMBO/T MUHYC "-" MOXET UCMNO/1b30BaTbCA 415 YKa3blBaHUA Anana3oHOB CUMBOJIOB BHYTPU
knacca. K npumepy [d-m] coBnageT ¢ noboin 6yksoii mexay "d" n "m" BknrumTensHo. Ecnin
CMMBOJ1 MUHYC "-" caM [0/KEeH MPUCYTCTBOBATL B K/lacCce CMMBOJIOB, TO Nepes HUM 0/KeH
CTOATb CMMBO/T 0GpaTHOW KOCOi YepTbl "\", TMGO OH AO0/HKEH HAXOAUTCS B NO3MLMKM, KOraa ero
Hesnb35 NPOUHTEPNPETUPOBATL Kak yKasaTe b AManasoHa, TO eCTb B Hayasie Uin B KOHLe
onpegeneHns knacca.

3anpelaeTtcs ykasbiBaTb CMMBOJ "]" B KauecTBe KoHLa Avana3oHa CUMBOJIOB. TO ecTb LWabsioH
[W-]46] 6yneT nponHTEpNpeTUPOBaH Kak knacc 13 AByx cumsosos "W" 1 "-" 3a KOTOpbIM cnenyeT
cTpoka "46]" n, Takum obpa3om byaeT coBnageHune co ctpokamu "W46]" unm "-46]". Tem He MeHee,
ecnv nepepg cumBosiom "]" CTouT cMMBO 06paTHOI KOCol YepTbl "\", TO OH ByaeT
NPOVHTEPNPETMPOBAH Kak KOHeL, anana3oHa. To ectb [W-\]46] 6yaeT NpovHTEPNpPeTMPOBaH Kak
€4VHCTBEHHbI Kacc, COCTOALLMIA U3 yka3aHWs Amana3oHa 3a KOTOpbIM yKasaHbl elle ABa
oTAe/NbHbIX CMMBO/IA. B kayecTBe KoHLA AMana3oHa MOXET Takke UCNob30BaTbCA BOCbMEPUYHOE
WNU WecTHajLuaTepuyHoe npeacrassieHue cumeona "

[nana3oHbl ykasbiBaloTcsa 18 Habopa cumBosioB ASCII. B gnanasoHax MOXHO UCNONb30BaTb
4yncnoBble KoAbl CMMBOJIOB, K Npumepy: [\000-\037]. Ecnu ananas3oH BKIKOYaET 6YKBbI U
YCTaHOBJIEH PeXVM NPoBepKun 6e3 yyeTa perncrpa, To cosnageHve 6yaeT npomcxoanTb ¢ 6ykBamu
B /ito6om peructpe. K npumepy, o6basneHune [W-c] akenBaneHTHo 06bsasneHuio [[[\VN wxyzabc] B
pexume 6e3 yyeTa permcrpa.

Tunbl cumBosios \d, \D, \s, \S, \w 1 \W Takxe MOryT Ucrnosib30BaTbCA B OnpefesieHUAxX Knaccos
CMMBOJI0B, NPV 3TOM OHW A06aB/IAKT B K/1ACC CUMBO/IbI, KOTOPbIM COOTBETCTBYHOT. K npumepy,
[\dABCDEF] coBnageT c no60oii wectHaguatepunyHoi uyucpoi. Cumson "' MoxeT
MCMOoMb30BaTLCA COBMECTHO C TUMaMu CYMBOJIOB B BEPXHEM perucTpe Ans yao6Horo 3agaHus
60/1ee orpaHNyYeHHbIX HA60POB CUMBOJIOB, YEM T€, KOTOPbIE NOJYHAIOTCA NPU UCNOSIb30BaHNM
COOTBETCTBYHOLLETO TMMNa CUMBOJIOB B HUXHEM peructpe. Tak, k npumepy [MW_] coBnageTt c
OYKBOW MW UMGPOiA, HO HE C cumBoaIoM " "

XoTa ntobble He andaBUTHO-LUGPOBbIE CUMBOJIbI, 38 UCK/TlOYeHreM "\", "-" n "' (B Havane), n
3aBepuiatoLLero "]" He MMEIOT cneunanbHOro CMbiCNa BHYTPY Kacca CUMBO/IOB, HAYTO He
3anpeLlaeT npeaBapsaTb UX CMMBOJSIOM 0GpaTHOW KOcoii uepTbl "\".

"|" BepTMKasnbHasa yepTa

Cumson "|" ncnonb3yeTcs N1 pasaeneHms afibTepHaTyB B onpeaeneHnsix wabnoHos. K npumepy,
LwabnoH

gilbert|sullivan

coBnaget nmbo c "gilbert" nnu6o ¢ "sullivan” B wabioHe MOXeT NCN0/b30BaTbCS MPON3BO/IbHOE
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KO/IMYECTBO a/IbTEPHATMB, TAKXKe AOMYCTUMbI NYCThlE a/lbTEPHATKBLI (COBNaAatoLLue ¢ NycTol
CTPOKOIA). B npouecce NpoBepky Ha coBnageHne NpobyeTcst Kaxaas albTepHaTBa C/ieBa
HanpaBgo, ¥ UCMOJIb3YETCs NEPBasi Xe coBnasLuas. EC/iM anlbTepHATUBbI UCMO/b3YHTCSH BHYTPU
noZLwa6oHoB, TO A4J/17 YCMELHOro CoBnageHus TpebyeTcsl COBNaAeHMe r1aBHOTO LWabioHa, Tak
€ KaK 1 COBNaZeHVe C OAHOI 13 aflbTEPHATUB B NOALWAG/IOHE.

5.2.7 BHyTpeHHAA yCTaHOBKa onuunii

YctaHoBku onumit PCRE_CASELESS, PCRE_MULTILINE, PCRE_DOTALL n PCRE_EXTENDED
MOrYT ObITb U3MEHEHbI 3HYTPY LWaboHa NPy NOMOLLY CUMBOJIOB onumii Perl. 3Tu ynpasnsiowue
CVYMBO/Ibl AO/MKHbI ObITh 3ak/IoueHbl Mexay "(?" 1 )", CyLecTBYIOT criefytoLime ynpasnsoLme
CVMBOJIbI:
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i PCRE_CASELESS CumBonbl B lWabnoHe 6yayT coBnajatb C CMMBO1aMM
Kak B BEpXHEM, Tak U B H/XXHEM peructpe. 310
3KBMBAIEHTHO onuun Perl - /i.

m PCRE_MULTILINE Mo ymonyaxuio, PCRE paccmarprBaeT UCXOLHYHO
CTPOKY KaK COCTOSILLYIO U3 €JMHCTBEHHOI CTPOYKM
C/MBO/IOB (axe ec/v B eNCTBUTE/TbHOCTA B HEW
NPUCYTCTBYIOT CUMBO/IbI NEPEBOAA CTPOKMN).
MeTtacumson "Hadasno ctpokn” (") naet coBnageHune
TOJ/IbKO C HAYaIoM CTPOKMW, B TO BPEMS KakK
meTacumson "KoHel, cTpokun" ("$") gaeT coBnageHvne
TOJ/IbKO C KOHL,OM CTPOKM WU/IX C CUMBOJIOM Mepesoja
CTPOKM B KOHLE CTPOKM (MpU YyCNOBUK, YTO HE
ycTaHoBneHa onumss PCRE_DOLLAR_ENDONLY).
Korga yctaHoBneHa onuna PCRE_MULTILINE
"Hayasio CTPOKM" 1 "KOHeL, CTPOoKU" ByayT AaBatb
coBnajeHns nocrie n 4o cuMBoa Nepesoja CTPOKU B
NCXOLHOI CTPOKE, COOTBETCTBEHHO, & TakXe B CaMOM
Hayasie u B CaMOM KOHLe. DTO 3KBUB&JIEHTHO ONLUUK
Perl -/m. Ecnn ncxogHoli cTpoke OTCYTCTBYET CMMBO/
"\n" nnu ecnu cumMBosIbl "N 1 "$" He NCNONb3YTCA B
wabnoHe, yctaHoBka PCRE_MULTILINE He umeeTt
HMKaKoro adhdpekTa.

S PCRE_DOTALL Ecnu ata onuusa yctaHoB/1eHa, TO METACMBOJ1 TOYKa
"." B lWWabnoHe 6yaeT coBnagarthb C /00bIMM
CYMBO/IaMW, BK/ItOYaS CUMBOJ1 NepeBoja CTpoku. B
NPOTMBHOM Cflyyae, CoBnageHns CMMBOJIOM Nepesoa
CTPOKM HE NPOUCXOAMNT. DTO IKBMBAUIEHTHO onummn Perl
- /s . HeraTuBHbI Knacc CMMBOJIOB, TakoW Kak ["a]
Bcerga coBsnajaeT C CMMBOJ/IOM NepeBoa CTPOKU, BHe
3aBMCMMOCTU OT YCTaHOBKM 3TOW ONUUN.

X PCRE_EXTENDED Ecnu ata onuua yctaHoBeHa, "npobesbHbie”
CVMBO/IbI B LIAG/I0HE NOJSTHOCTLIO UTHOPUPYIOTCSA, 38
NCKNIOYEHMEM C/lyvaeB, Korga OHu npeBapeHsbl
CYMBOJ/IOM "\" /N UCMOJIb3YHOTCA B 06BbABNEHNN
Knacca cMMBOJIOB. Bce UTo HaxoouTcsa nocne cumeona
"#" N 0O CMMBONA NepeBoAa CTPOKN BKIHOUYUTESIBHO
TakKxe UrHopupyeTcs (BHe k/acca CUMBOJI0B). 3TO
3KBUBASIEHTHO onuuu Perl - /x 1 no3BoONSET BKIOYATb
KOMMEHTapuu BHYTPU CNOXHbIX LWabnoHos. Crneayet
OTMETUTb, Of{HAKO, YTO 3TO NPUMEHUMO TOSIbKO K
CYMBO/IaM [aHHbIX. "[po6enbHble" CUMBOJIbI HUKOTAa
He MOryT NOSABNATLCA BHYTPU CneunasibHbIX
nocsefoBaTenibHOCTE CMMBOJIOB B LWAG/IOHE. K
npumepy, BHyTpKU nocnegosatensHoctn "(?(", koTopas
BBOAMT YC/I0BHbIA NOALIAGMOH.

K npumepy, (?im) yctaHaBnMBaeT MHOTOCTPOYHbIA PEXMM NPOBEPKN 6e3 yueTa pernctpa. MoxHo
TaKxe copocuTb onpeaesieHHble onuun, ecnu npeasaputb 6ykBbl CUMBOIOM MUHYC "-". K npumepy
(?im-sx) yctaHaBnuaet onumn PCRE_CASELESS n PCRE_MULTILINE 0gHOBpPEMEHHO
cbpacbiBas onuun PCRE_DOTALL n PCRE_EXTENDED. Ecnin 6yksa npucyTCTBYET Kak 10 Tak 1
nocne cuMBona MUHyc "-", To onuns cbpackiBaeTcs.

O6nacTb AeiCcTBMA 3TMX YCTAHOBOK 3aBWUCUT OT TOTO, e OHU BCTpeyatloTcs B wabnioHe. [Ans
YCTaHOBOK HaxosLmxca 3a npefgenamm noaliabnoHos (06cyxaaemMbix fasnee), aekT TOoT xe
camblii, kak ecnv 6bl OHU BbLIM YCTAHOB/IEHbI UM COPOLLEHbI B HaYase wabnoHa. Tak, Bce HMxe
nepeyncneHHble WabnoHbl BeayT cebs 0AMHaKOBO:

(?i)abc
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5.2.8

a(?ibc

ab(?i)c

abc(?i)

YTO B CBOI 0Yepeb 3KBMBASIEHTHO KOMNUASALUMM WabnoHa abc ¢ ycTaHOBAEHHOI onunei
PCRE_CASELESS. [jpyrnmu cnoBamu, TakMe yCTaHOBKW "BEPXHEro YPOBHA" NMPUMEHAIOTCA KO
BCemy LabnoHy (40 Tex nop, Noka oHW He ByyT U3MEHEHbI BHYTpU noAwabnoHa). Ecnv Ha
"BEpPXHEM YPOBHE" B LWab10He UMeeTCs HECKO/IbKO YCTaHOBOK OAHOI 1 TOI Xe onuuun, To
MCnosib3yeTca camas npasas.

Ecnu n3ameHeHne onuum NpoMcXoanT BHYTpY noAwabioHa, To adichekT coBepLUeHo apyroii. Takoe
N3MeHeHHOoe noeefeHue saBnsieTca HoBoBeeAeHuem B Perl 5.005. N3meHeHre onuumn BHYTpU
nogwabsioHa 3aTparmBaeT TOMbKO Ty YacTb NoAWa6oHa, KoTopas cneayer 3a Heil. Tak, K
npumepy:

(a(?i)b)c

coBnajeT TosbKO ¢ "abc" n "aBc" 1 HK ¢ kakumu gpyrumu (npegnaraetcs, 4To PCRE_CASELESS
He ncnonbayeTcs). Takum 06pa3om, A48 pas/INyHbIX YacTei WwabaoHa MOryT 6bITb YCTaHOB/EHbI
CBOW onumu. J1to6ble N3MEHEHUS ONuUMiA, cAenaHHble B O4HOW N3 BETBEI aNlbTepHaTuB, nepexoaart
B nocnegytowine BeTBU B Npegenax ogHoro nogwabnoHa. K npumepy:

(a(?i)bjc)

coBnagert ¢ "ab", "aB", "c" n "C", gaxe ¢ y4eTom TOro, 4To npu cosnageHun ¢ "C" nepas BETBb
anbTepHaTUB byAeT NOKMHyTa 40 YCTAHOBKM ONuun. DTO MPOUCXOAUT NOTOMY, YTO AEACTBUE ONLMiA
onpefenseTcs Ha aTane kKoMnNUNAUUKM WabnoHa. B npoTuBHOM cny4vae nosefeHve wabnoHa 6b110
Obl HECKO/TbKO HEOXUAAHHBIM /19 NoJIb30BaTeN .

Onuuu cneuyudpmyHble ansg PCRE: PCRE_UNGREEDY n PCRE_EXTRA, MOryT 6bITb U3MEHEHbI
TEM Xe nyTeM, 4YTo 1 onumu coBMmecTuMsble ¢ Perl. na aToro ncnonb3yroTes cumeonbsl "U™ n X"
COOTBETCTBEHHO. YCTaHoBKa hnara (?X) cneymdmnyHa B TOM, YTO OHa A0/MHKHA NOSIBUTLCS B
WwabnoHe A0 N6bLIX APYruX, faxe ecrin OHa UCMOoJIb3yeTCcs Ha "BEepXHEM YpOBHe". Jlydlle Bcero
NoMecTUTb ee B Havaso LwabnoHa.

MoawabnoHbI

Moawa6/10HbI pasaesnsioTcs NPy NOMOLLM KPYT/bIX CKOBOK, KOTOPbIE MOTYT 6biTh B/IOXEHHbLIMU.
Cpaenas yacTb LWwabioHa noAwwa6/1oHOM, Mbl IOCTUIAEM CNeayoLWnX AByX 3dpeKToB:

1. Hab6op anbTepHaTUB CTAHOBUTCS NTIOKaUTbHLIM B NogwabioHe. K npumepy, WabnoH:
cat(aract|erpillar|)
coBnageT ¢ ogHUM 13 cnos: "cat", "cataract" nnu "caterpillar”. Ecnv 66l cko60K He 6b110, OH
conan 6ol ¢ "cataract” "erpillar" nnmn nycTon CTpoOKoiA.

2. MopwabnoHbl MOTYT ObITb NCMOMb30BaHbI A4/15 3axBata NoACTPOK U3 NCXOAHOR CTpoKn. s
3TOro BeAeTCs NoACHET OTKPbIBAOLLMXCA CKOBOK CneBa Hanpaso 1 NoACTPOKam
nprvceanBalTCs NOPsSAKOBblIE HOMepPa, HavmHas ¢ 1. K npumepy, ecnm ctpoka "the red king"
coBnagaert ¢ wabsioHoM
the ((red|white) (king|queen))

TO 3axBayeHHbIMY noacTpokamm 6yayT "red king", "red" un "king" ¢ nopsiAKOBbIMY HOMEpPaMMU,
COOTBETCTBEHHO, 1,2 1 3.

ToT chakT, 4TO CKOOKM UrpatoT ABOSKYIO POJib, HE BCerga noseseH. YacTto 6biBaeT, UTo 3axBaT
MOACTPOK He HyxeH. Ecnv nocne oTKpbiBatoLwencsa ckobkn crnegyeT "?:", TO AaHHbI NOAWAaG0oH He
yyacTByeT B 3axBaTe MOACTPOK 1 NponyckaeTcsa Npu nofacyeTe nopsAKoBbIX HOMEPOB NOACTPOK. K
npumepy, ecnu ctpoka "the white queen" cosnasia ¢ Wwaba0HOM

the ((?:red|white) (king|queen))

TO 3axBa4YeHHbIMM NoAcTPoKamu ByayT "white queen” n "queen” ¢ NOPAAKOBLIMM HOMEpPamH,
COOTBETCTBEHHO, 1 1 2. Makc/MasibHOe KO/IMYeCTBO 3axBaTbiBaeMbIX NOACTPOK paBHO 99, a
MakcuMasibHOe KONn4ecTBo noawadoHos pasHo 200.
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5.2.9

Ecnu B Hayane He3axBaTbiBaemMoro LwabsioHa TpebyeTcsa ycTaHOBKa ONumii, TO, B KaUecTse
Y[O6BHOro cokpaleHus, Mexay "?" n ;" MoXHO ykasbiBaTb OykBbl Onumii. Takum o6pasom,
LIa6NOHBI

(?i:saturday|sunday)

(?:(?i)saturday|sunday)

NOEHTUYHBI ApYr Apyry. Tak kak onuuu BAKAIOT Ha BCIO OCTaBLLYHOCA cripaBa YyacTb nogwabioHa u
Ha BCe BETBU albTEPHATUB, C BbileynoMSAHYTbIMU WabnoHamu coBnageT kak "SUNDAY" Tak u

"Saturday".

MoBTOpPEHUSA

MoBTOpEHMA 3a4al0TCS NPY NOMOLLM KBaHTU(IUKATOPOB, KOTOPbIE MOTYT C/1e0BaTh 3a /1t0ObiM 13
H)XE NepPEeYnC/IEHHbIX 3/IEMEHTOB:

e €[NHCTBEHHbIA CMMBO/1, BO3MOXHO MpefBapeHHbI CMMBO/IOM 06paTHOI Kocoi yepTbl "\"
MeTacumMBo/ Toyka "."

Knacc cMmMBOsIOB
obpaTtHas ccbiika (CMOTpKW cneayrLwmin pasgen)

noALwab0oH B CKOBKax, eCNM OH He SABASIeTCA YTBEPKAEHNEM (CMOTPU HUXE)

O606LEeHHbI KBaHTUMKATOP NOBTOPEHUI yKa3blBa€T MMHUMa/IbHOE U MakCUMasibHOE
KO/IMYECTBO NOBTOPEHWIA, NyTEM 3a4aHuns ABYX YMCesl, pasfeeHHbIX 3ansaTon, B OUrypHbIX
Cckob6kax. Uncna gomkHbl 6bITb MeHbLIE 65536 1 NepBoe YMC0 A0/HKHO ObiTb MEHbLLE NGO paBHO
BTOpOMY. K npumepy, WwabioH

z{2,4}

coBnafeT Co CTpokamm "zz", "zzz" nnun "zzzz". 3akpbiBatoLlascs urypHas ckobka cama no cebe He
ABNSeTCA cneymabHbIM CUMBO/IOM. ECnin BTOpOe 4nc/o OnyLLEHO, HO 3ansdTas NPUCYTCTBYET, TO
BEPXHEW rpaHmupl He cylecTByeT. Ecnn ke onyweHa 1 3ansaTtas, To kBaHTudukaTop 3agaet
dMKCMpOBaHHOE YMC/I0 MOBTOPEHMIA. Takum 06pa3om, waboH

[aeiou]{3,}

TpebyeT Kak MMHUMYM TPW, NOCNeA0BaTE/IbHO NAYLLME [1acHble, B TO BPEMS Kak wab/1oH

\d{8}

TpebyeT poBHO BoceMb uuchp. Ecnm oTpeiBatoLasica urypHas ckobka HaxoauTcs B MecTe, rae
KBaHTMMKaTOP HeZoMYCTUM, WX eC/v NOAOGHLIV CUHTaKCUC KBaHTU(MKaTopa HeA4oNyCTUM, OHa
paccMmaTtpumBaeTCcs Kak 00blYHbIA CMMBOJ 6€3 crneumasnibHOro 3HavyeHus. K npumepy, {,6} He
ABNSETCHA KBAHTU(IUKATOPOM, a pacCMaTpMBaEeTCs Kak YeTblpe OTAE/bHbIX CMMBOSA.

KeaHTndmnkatop {0} siBnsieTca AonycTtMmbIM M NPUBOAUT K TOMY, YTO BbipaXKeHNe BeAeT cebs Tak,
Kak ecnu 6bl NpeablayLmnii a1eMeHT 1 KBaHTU(UKATOP He GblIV yKa3aHbl BOBCE.

[ns yno6ectea (M U3 COOGPaKEHUIA ICTOPUYECKO COBMECTUMOCTHN) TPU Hanboiee ynoTpebumbix
KBaHTU(hMKaTopa NMerT OAHOCUMBOSIbHOE COKpaLLeHune:

* 3ksuBaneHTHo {0,}
+ OkBuMBasieHTHo {1,}
? 3keuBaneHTHo {0,1}

Ecnu nocne nogwabioHa, KOTopbIi MOXET COBNacTb C MyCTOlM CTPOKOW, yKka3aTb KBaHTUdMKaTop
6€e3 BEpXHE rpaHnLbl, TO BO3MOXHO NoJly4yeHne 6eckoHeYHoro uukia. Hanpmumep:

(@?)*

Mpeabiayime sepcun Perl n PCRE BO BpeMsa KOMNUNAUUA BblaaBasiv OLUMOKY AN Takux
WwabnoHoB. TeM He MeHee, B CBA3W C TEeM, UYTO NOAO0GHbIE WaboHblI MOTYT 6bITb B HEKOTOPbIX
cny4yasx nonesHol, TakMe WabnoHbl Tenepb NpuHuMatoTcs. Ho B cnyyae, ecnm no6oe NoBTopeHue
nogwabsioHa Ha camoMm Jesie coBnagaeT C MyCcTol CTPOKOW, LUK NPUHYAMTENIBHO NPEPbLIBAETCS.
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Mo ymonuaHuio kKBaHTUOMKATOPLI BeAyT cebs "KafHo", TO eCTb OHU CTaparTCs NorfoTUTb
MaKCUMaJsIbHO BO3MOXHOE KOJSIMYECTBO CMMBOJIOB. Knaccuyecknum npuMepoM TOro, rae aTo MoxeT
BbI3BaTb NPOO6/1EMbI, ABNSAOTCA KOMMEHTapuUn B nporpaMmmax Ha C. 3T KOMMEHTapun 3aK/1t04EHbI
Mexay "/*" 1 "*[" n BHyTpU 3TMX KOMMEHTapmMeM MOryT NOSABMATLCHA UHOUBUAYA IbHbIE CUMBOJIbI "**"
n"/". MonbITKa NCNosib3oBaTth A1 3TOro WabnoH

N\* X\*/

NpoBasIMTCA OJ/19 CTPOKU

[* first command */ not comment /* second comment */

Tak Kak, 13-3a "KagHOCTU" KOHCTPYKUMK ".*", coBnageHne Npon3onaeT 418 BCen CTPOKN.

Tem He MeHee, 3Ty NPob6IeMy MOXHO PeLUUTb, C/IN NOCAE KBaHTMdmKaTopa NOMeCTUTb 3HaK
Bornpoca "?". B aTom criydyae kBaHTUhMKaTOp NnepecTtaeT ObiTh "KagHbIM" U NOrN0TUT MUHUMaSTbHO
BO3MOXXHOE KOIMYEeCTBO CMMBOJI0B. Takum 06pa3om, LWab/oH

N* *\x/

6yzeT npaBu/ibHO coBNaaaTthb ¢ KOMMeHTapusamMm C. 3HaueHe KBaHTU(UKaTOPOB NPW 3TOM He
MEHSIETCH, MEHSAETCS TOJIbKO NMPeAnoyTUTENBHOE YACIO0 coBNageHnid. Tak kak 3Hak Bonpoca "?"
cam no cebe ABNAETCA KBaHTUMKATOPOM, B LLIabioHe BO3MOXHO NOSAB/IEHNE YABOEHHOIO 3HaKa
Bonpoca:

\d??\d

4YTO NPUBEAET K NPeAnoYTUTEIbHOMY COBNaAEHMIO C OAHOM Lndpoli, HO MOXeT CoBNacTb U C
OBYMS, €CNn 3TO byAeT eAUHCTBEHHAsA BO3MOXHOCTb, YTOObI COBMasl OCTATOK LWab/ioHa.

Ecnun yctaHosneHa onuma PCRE_UNGREEDY (Takoi onummn HeT B Perl), To kBaHTUdIMKaTOpPbI N0
YMO/THaHMIO HE ABASIOTCA "XaAHbIMU", HO K&XbI N3 HUX MOXET ObITb cAenaH "XagHbIM" nyTem
yKasblBaHuA nocne Hero 3Haka sonpoca. Jpyrmmm criosamm 3ta onuusa MHBepTUPYeT NoBeAeHMe MNo
YMOJTYaHMIO.

Ecnn nogwabnoH B CKobkax KBaHTUIULMPOBAH Tak, YTO MUHUMa/IbHOE KONMYECTBO NOBTOPEHWUI
60/bLUe 1 M eC/IM MakCUMasibHOE KOSIMYECTBO NOBTOPEHUIA OFrpaHMYeHHO, 4/1s
CKOMMNWMPOBaHHOrO WwabnoHa TpebyeTcs 60/blUe MecTa B NaMsaTh, B 3aBUCMMOCTM OT yKa3aHHbIX
BE/INYVH.

Ecnu wabnoH HaunHaetcsd ¢ ".*" unu ".{0,}" n yctaHoBneHa onunsg PCRE_DOTALL (akBuBasieHTHa
onuun Perl - /s) paspeluas Takum 06pa3om coBnageHne ¢ CMMBOaMn NepeBoaa CTPoKK, To
Wab/10H CTAaHOBUTCS HEABHO "npuBsidaHHbIM" (anchored). 9To NPoOMCXoAMT U3-3a TOro, YTO OCTATOK
WwabsoHa 6yaeT NPUMEHSITLCS K /II060MY CUMBOJ1Y B UCXOAHOW CTPOKE, Ha4YMHas C NepBoro, u He
CYLLECTBYET HMKaKNUX MPOMEXYTOUHbIX No3ununii. PCRE paccmatpuBaeT Takoi waboH Tak, kak
ecrnin 6bl Nepeg HAM cTosiNa nocnegosartesibHOCTL A", B criyyae, Korga n3BectHO, YTO UCXO4Has
CTPOKa He COAEPXNUT CMMBOJ/IOB NEPEBOAA CTPOKM, U KorAa Wwab/sioH HauMHaeTes ¢ ".*", umeet
CMbIC/ ycTaHoBUTb onumio PCRE_DOTALL, Anst Toro 4tTo6bl 4OCTUrHYTb 3TOW ONTUMMU3ALAN.
MOXHO TaKXe 1Ucrnosib3oBaTb CUMBO "' ANA ABHOIO yKa3aHUA "MpuBA3Kn".

B cnyuae, korga nogwabioH, UCnosb3yeMblil ANs 3axBaTa NoACTPOK, NOBTOPSETCH, 3HaYeHne
3axBayeHHON NOACTPOKM ByaeT onpeaensiTbCsa NocneaHel ntepauneli cpaBHeHus. Tak, K
npumepy, Nocsie Toro kak LwabsioH

(tweedle[dume]{3}\s*)+

coBnas co cTpokoii "tweedledum tweedledee", 3HaueHnem 3axBa4eHHOM NOACTPOKM ByaeT
"tweedledee". TeM He MeHee, eC/IM UMEIKTCS B/IOXEHHbIE NOALAGM0HbI, TO COOTBETCTBYHLLME
3axBayeHHble BE/IMYMHbI MOTYT ObITb YCTAHOB/EHbI HA NPeablAyLnX ntepaumax. K npyumepy,
nocse Toro Kak LwaboH

(al(b))+

coBnaJs Co CTPOKoIi "aba", 3Ha4YeHnem BTOPOI 3axXxBayYeHHOM NoACTPOKM byaeT "b".
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5.2.10

5.2.11

O6paTHble CCbISIKA

3a npegenamm Knacca CMMBOJIOB, CUMBOJ1 06paTHOI KOCOI YepTbl "\" 3a KOTOPbLIM cneayeT uudpa
60nbLue 0 (1, BO3MOXHO, AasibHelwmne umdpbl) ABASETCA 06paTHOM CCbISIKON Ha
npeaLwecTByOLMI NOAWABA0H C TakuM NOpsSAKOBbIM HOMEPOM. Npu YCI0BUM, KOHEYHO, YTO
noALwab/10H ¢ TakMM HOMEPOM OH cyLlecTByeT. MNoacyeT nogwabnoHOB BegeTcs N0
OTKPbIBAIOLMMCS KPYT/IbIM CKOBKaM.

Ecnn gecsiTmyHoe Yncno nocne cumBoia 0b6paTHOM KOCol YepTbl MeHbLue 10, To Takas
nocnegoBaTesIbHOCTb BCerga paccMatpmBaeTcs kak obpaTHas ccblfika. [MNpuyem owmnobKoi
AB/ISIETCA TOJSIbKO C/yYaid, Koraa KosimyecTBo NoALab/10HOB BO BCEM LUAGMOHE MEHbLUE YEM
yKazaHHOe uncs1o. JpyrMMum cnoBamu, ecnm ceblsika meHblue 10, To noawabioH He 0653aTenbHO
[O/MKEH HAXOAUTCA CnieBa OT CChUIKN.

O6paTHas ccbiika coBnagaeT TOIbKO € NOACTPOKOW 3aXBauYEHHON 13 TEKYLLEN NCXOQHON CTPOKK, a
He ¢ caMuM noAwabnoHoM. Tak, WabsioH

(sens|respons)e and \libility

coBnageT co cTpokamm "sense and sensibility” n "response and responsibility”, HO He co cTpokoli
"sense and responsibility". Ecnn Bo Bpems geinctemsa 06paTHO CCbI/IKM CPaBHEHME MPON3BOANTCS
C yYeToM perucTpa, To peructp 6yks nmeeT 3HadeHue. K npumepy,

((?Hrah)\s+\1

cosnager ¢ "rah rah" n "RAH RAH", HO He ¢ "RAH rah", xoT cam noAwab/0H cpaBHMBaeTCs 6e3
y4yeTa permcrpa.

MoxeT 6bITb 60/1e€ OAHOI 06PATHOW CChISIKM HA OAMH U TOT Xe noAawabnoH. Ecnv nogwabioH He
6bl/1 ICNONB30BaH B TEKYLLEM CPaBHEHUW, TO 06paTHas CCblsika Ha Hero Bcerga gact
HecoBnageHue. K npumepy, wabnoH

(al(bc))\2

Bcerga AacT HecoBnageHue, ecny cpaBHeEHWE Hayanoch € "a", a He ¢ "bc". Tak Kak MOXeT 6bITb 0
99 06paTHbIX CCbINOK, BCE LMhpbl NOCNe CMMBO1Ia 06paTHOM KOCOW YepTbl BOCMPUHMMAIOTCS Kak
YyacTb HOMepa BO3MOXHOI 06paTHOl CCbifKK. ECnn WwabnoH Npoao/mKaeTcsl CUMBOJIOM,
SABNAOLWMMCS LMGPOIA, HY)XHO MCMO/b30BaTb Kakoi-TO pa3fenimTens A1s 3aBepLlleHnsi obpaTHoli
ccblnkn. Ecnn yctaHosneHa onumsa PCRE_EXTENDED, TO 3TM CMMBO/IOM MOXET ObITb

"NPoGe/bHLIN" CUMBO/. B NPOTMBHOM C/ly4ae MOXHO UCMO/1b30BaTb MyCTO KOMMEHTapWIA.

O6paTHas ccbiika BHYTpK NoAwwabioHa, Ha KOTOpbIi OHa CCbllaeTcs, He coBNageT Npu NepBoMm
1cnonb3oBaHuK noglasnoHa. To ecTb, K Npumepy, WabnoH (a\l) H1Korga He AacT CoBMNageHMs.
TeM He MeHee, Takmne CCbISIKM MOTYT ObITb MOMNE3HbI BHYTPU NOBTOPSOLLMXCA NogwabnoHoB. K
npumepy, WabnoH

(a]b\1)+

coBnageT ¢ NtobbIM KONMYECTBOM OYKB "a", a Takke co CTpokamu "aba”, "ababaa" u 1.4. B kaxaoii
nTepauun nogliabnoHa obpaTHas ccblika COBMaAeT CO CTPOKOI CUMBO/IOB M3 NpeapblayLuel
utepauun. ns Toro, UTo6bl 3T0 paboTasno, LWaboH A0/MKEH ObITh TaKKM, YTO B NEPBOI TepaLum
He TpebyeTcsa coBnafeHne ¢ 06paTHOl CCbINIKOA. ITO MOXET BbITb JOCTUIHYTO C UCMNOJIb30BaHNE
anbTepHaTUB, KaK B NpeablayLem npyMepe, Nnbo npy NoMOLLM KBaHTUGMKaTopa ¢ MUHUMabHbIM
KONNYECTBOM NOBTOPEHUIA paBHbIM 0.

YTBEpXaeHus

YTBEpXAEHUE - 3TO NPOBEPKA CUMBOJIOB A0 WM NOC/E TEKYLLER NO3MLMN CPaBHEHUS, KOTopast
cama CMMBOJ/IOB He NOoTpebnseT. MNpocTblie yTBEPXAEHNSA Takmne Kak: \b, \B, \A, \Z, \z, * n $ 6binn
06CcyxaeHbl Bbile. Boniee cnoxHble yTBEPXAEHNS KOAUPYIOTCS B BUAe noawabioHoB.
YTBEpXAeHUs GbIBaOT ABYX BUAOB: NMPOBEPSIOLLME CUMBO/IbI NOC/E TEKYLLEN NO3ULMN CPAaBHEHUS
(BNepeacMoTpsALLME) M NPOBEPSOLME CUMBOJIbI A0 TEKYLLEN NO3ULMM CPaBHEHWS
(HazagcmoTpsLwme).
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MopwabioH, ABASIOWMIACA YTBEPXAEHNEM, CPAaBHMBAETCS CO CTPOKOI 06bIYHbIM 06pa3om, 3a
WCK/TFOYEHMEM TOTO, YTO OH HE NPMBOAUT K MU3AMEHEHUIO TEKYLLEN No3nymn. BnepeacmoTpsiwme
YTBEPXAEHMA HaunHatoTCa ¢ "(?=" A/19 NO3UTUBHbIX YTBEPXAEHWUA 1 ¢ "(?!" ANst HEraTUBHbIX
yTBEPXAEHWIA. K npumepy, wab1oH

\w+(?=;)

COBMAaAET CO C/I0BOM, 3a KOTOPbIM MAET TOUKA C 3anAToli, Mpu 3TOM cama Touka C 3ansiToii B
CpaBHeHVe He BK/loYaeTcs, a WwabnoH

foo(?!'bar)

COBMAaAET C KaxAbIM nosinieHnem "foo" 3a KOTOpbIM He cneayeT "bar”. 3ameTbTe, UTO NOXOXNI
LwabnoH

(?'foo)bar

He CMOXeT 06HapyXnTb Hasiuune "bar" nepeg KOTopbIM HaxoauTcs He "foo", BMECTO 3TOro OH
oyneTt o6HapyxmBaThb Bce "bar", Tak kak ytBepxaeHue (?!foo) Bcerga UCTUHHO ecnv nocneayoume
Tpu cumBona "bar". AN AOCTUXEHUSA HY)XXHOro adodpekTa crieflyeT Ucnonb3oBaTb HazaAcMoTpsLLme
YTBEPXAEHUSA.

HasagcmoTpsime yTBepXAeHMs HaumMHatoTes ¢ "(?<=" Ans No3MTUBHLIX YTBEPXAEHUI u ¢ "(?<!"
AN HeraTUBHbIX yTBEPXAEeHWIA. K npumepy, WwabioH

(?<!foo)bar

06GHapYXUT BXOXAeHus "bar" nepeg KoTopbiMu He cTouT "foo". CogepXxnmoe Ha3zagCcMoTPSALLMX
YTBEPXAEHWUI OrpaHMYeHO TeM, YTO BCE CTPOKM, C KOTOPbIMW OHO COBMNaZaeT, AO/MKHbI UMETb
hKCMpOBaHHYIO A/IMHY. TEM He MeHee, NPY HaIMYUN HECKO/IbKMX aflbTepHaTNB, BOBCE He
0653aTesIbHO, YTOOLI OHW BCE MMESIN OfHY U TY Xe (PUKCUPOBaHHYIO ANHY. TO ecTb WwabsioH
(?<=bullock|donkey)

paspeLleH, B TO Bpems Kak

(?<!'dogs?|cats?)

BbI30BET OLLUMOKY BO BpeMs koMnuasauun. Betsu, coBnagatolime co CTpokamu pasHoii AnHbl,
[0NYCTUMbI TO/TbKO HEe "BEPXHEM YPOBHE" Ha3aACMOTpSLLEro yTBepxaeHus. Mo cpaBHeHuto ¢ Perl
5.005 aT0 ABNsETCA paclmpeHreM, Tak Kak B HeM TpeboBasiock, YTOObI BCe BETBW COBMNajasin co
CTPOKaMun OfHO A/IVHbI. YTBEepXaeHue

(?<=ab(c|de))

HeJonycTUMO, Tak Kak eJMHCTBEHHAsA BETBb "BEPXHENO YPOBHA" MOXET coBMNajaTb CO CTPOKaMu
PasnNMyHON A/IMHBI, HO MOXHO cAenaTb ero AonyCTMMbIM, EC/IM NepenncaTh ero ¢ UCrNosib30BaHeM
[OBYX BETBEI "BEPXHEr0 YPOBHSA"

(?<=abc|abde)

HasagcmoTpsaLLme yTBepXAeHnsa peain3oBaHbl TakuM 06pa3om, YTO TekyLlas nosuunsa BpeMeHHo
cABuraeTcs Ha3af Ha (OUKCUPOBAHHOE 3HaYEeHMe 1 Noc/e 3TOro NPON3BOAUTCA MOMbITKA
cpaBHeHus. Ecnn fo Tekyueli no3vummn HeJoCTaTouyHOe KONMYeCTBO CUMBOJIOB, TO YTBEPXAEHME
OyZeT NoXHbIM. HazaacmoTpsLwme yTBepxaeHns B nape ¢ noAwab/ioHaMy 0gHOKPATHOTO
[eicTBUA MOryT 6bITb OCO6EHHO NOME3HbI A4/19 CPaBHEHUIA B KOHLe CTPOK. Mpumep Takoro
MCMNONb30BaHUSA MOXHO HaliTU B KOHLe pasgena "lNoawabnoHbl 0AHOKPATHOIO AelicTBumA".

B BblpaXeHMsAX MOTYT YCMNELIHO MCMO/b30BaTbCsA HECKO/IbKO YTBEPXAEHWI noapas. K npumepy,
WwabnoH

(?<=\d{3})(?<!999)foo

coBnagert ¢ "foo" nepes KOTOPbIM CTOAT TPY LMAIPbI, HO He "999". Bosiee TOro, yTBEPXAEHUS MOryT
6bITb B/IOXEHbIMW, Hanprvep

(?<=(?<!foo)bar)baz

coBnaget ¢ "baz" nepea KoTopbiM CTOMT "bar"”, nepes KOTOpbIM, B CBOKO ovepefb He cTouT "foo".

|_|O,EI,LLIa6}'IOHbI, ABNAKOWMECH yTBEPXKAEHNAMUN, HE YHACTBYIOT B 3axBaTte NnoACTpoK N HE MOTyT
MOBTOPATLCA, TaK KakK HET CMbIC/1a NMPOBEPATb O4HO U TO XK€ yTBepXAeHNe HECKO/IbKO pas. Ecnu
BHYTPU YTBEPXAEHUNA HAXoO4ATCA I'IO,EI.IJJa6J'IOHbI, 3axBaTbiBakowlne NoACTPOKN, OHN 6y,u,eT
CUMTaTbCs 0ObIYHLIM 06p330M A4 ncnosib3oBaHNA B O6paTHbIX CCblfikax. 3axsar noACTPOK nmeet
CMbIC/T And NO3UTUBHbIX yTBep>Kp,eH|/||‘/'|, n coBepLleHo 6eCCMbIC/IEHHBIN Ana HeraTuBHbIX.

YTBEPXKAEHNS YUUTLIBAIOTCA B OrpaHnyeHnm Ha 200 noglia6bioHoB B CKOGKaX.
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5.2.12 TMMoAawabnoHbl 04HOKPATHOro AenCTBMA

Korga ecTb orpaHuyeHmnst Ha MakCMMasibHOE M MUHUMaJIbHOE KOJIMYECTBO NOBTOPEHWIA,
NOBTOPAIOLWMNIACA 3N1EMEHT MOXET MHOIOKPaTHO CpaBHUBATLCS A0 TEX MOp, NoKa 0CcTaToK WwabsioHa
He coBnageT. TO NPOMCXOAUT K13-3a TOr0, YTO HEOHXOAMMO NOA06PaTL HY)KHOE YMC/IO
noBTopeHwue. MIHoraa nosiesHo NpefoTBpaTuTh Takoe NoBegeHne, A1 TOro YTo6bl USMEHUTb
nNpupoay CpaBHEHUS, N0 ANsi TOro, YTObObI HecoBNaaeHme 661710 0OGHAPYXXEHO Kak MOXHO
paHblue. B nocnegHem cnydae aBTop WabioHa A0/HKEH 3HATb O HEBO3MOXHOCTU NPOA0/KaTb
CpaBHeHue.

MpepcTaBbTe, K NpMMepy, 4To WwabioH \d+foo 6yaeT NpUMEHEH K UCXOLHON CTPOKe

123456bar

Mocne coBnageHus € WEeCTbI0 UMdIpamm 1 Heygadeli npy nonbiTke HaTh “foo", HopMasibHOA
peakuueli 6yaeT NnoBTOPUTL CpaBHeHMe, korga \d COOTBETCTBYET NATK UMdpam, 3aTem YeTbIpem 1
Tak ganiee Ao Tex nop, noka He 6yAeT 0GHapPYXXeHO, YTO CpaBHEHME He yaanock. MNoawabnoHsbl
O[JHOKPAaTHOro AeiCTBUA Aal0T BO3MOXHOCTb yKka3aTb, UTO Kak TOJ/IbKO YacTb WwabnoHa coenana,
HeT HeobX04MMOCTHN NPOU3BOAUTL NMOBTOPHbIE CPABHEHUSA. Takum 06pas3oMm, B NpejblayLiem
npuMmepe, HecoBnageHne 6b110 6bl 0GHAPYXXEHO NOC/Ie NEPBOW Xe NoNbITKN HaliTh "foo".
MoawabnoHbl 0AHOKPATHOro AeNCTBUS HauMHaroTea ¢ "(?>". Hanpumep:

(?>\d+)bar

Takoli Tvn 3anuck "61oknpyeT” YacTb LWabnoHa, KOTOPYH OH COAEPXMT, Takum 06pasoMm, YTO Kak
TO/IbKO cOBNageHne 6yaeTt HaligeHo, HeT He06X0AMMOCTM B MOBTOPHOM CpaBHEHUW 3TOW YacTu
wabnoHa.

Jpyrumun cnosamu, Takoli TMn nogwabioHa coBnagaeT co CTPOKO CUMBO/IOB, C KOTOPOIA 6bl OH
coBMas1 B 06bIYHOM BUAE, ecniv 6bi 6611 "NprBssaH” (anchored) K TeKyLen No3nLMM NCXOLHOM
CTPOKMW.

MoawabnoHbl 0AHOKPATHOIO AECTBUSA HE YHacTBYIOT B 3axBaTe NoACTPOK. MpocTble NpuMepbl,
Hanogo6ve pacCMOTPEHHOIO Bbille, MOTYT BOCNPUHUMATLCS Kak ykazaHue No Makcumymy
"NpornoTuTL" BCE, YTO MOXHO. Tak, B TO BpeMsi Kak wabnoHbl "\d+" n "\d+?" cogepxart ykaszaHus
Ha KO/IMYeCTBO LMAIP, C KOTOPLIMU OHU A0/KHbI COBNACTb, WabnoH "(?>\d+)" coBnageT TONbKO C
nosnHol nocnenoBaTesIbHOCTLIO LMdp.

|_|O,EI,LLIa6fIOHbI OA4HOKpAaTHOro AGVICTBMH MOryT coAepXaThb B cebe apyrune LWabnoHbl, a Takke MOryT
ObITb BMIOXXEHHbIMMU.

MoawabnoHbl 04HOKPATHOIO AECTBUSA MOryT MCNO/b30BaTbLCA B KOMOUHALMM C
Ha3a4CMOTPALMMY YTBEPXAEHUAMMN AN YKa3aHNs 3adh(peKTMBHOIO MeToa CpaBHEHNS B KOHLE
NCXOLHON CTPOKW. PaccMoTpmM NpocToit WwabnoH

abcd$

B NPUMEHEHWU K A/IMHHOM CTPOKe, C KOTOPOW OH He coBnagaeT. Tak kak npoLecc CpaBHeHus
npovcxoouT cnesa Hanpaso, PCRE 6yaeT nckaTb Kaxkaoe BXoxaeHue 6yksbl "a" B UCXOLHYIO
CTPOKy, a 3aTeM NpoBePATb Ha COBMajeHne ocTaTok WwabnoHa. Ecnv ykaszaH wabioH

N*abcd$

TO HaYasTbHbIN ".*" coOBNaAeT cCHavana Co BCEW CTPOKOI, HO eCnu AasibHeliee CpaBHEHNE
OKaXKeTCs HeyauHbIM, NMPOV30eT OTKaT Ha OAVH CUMBOJ U ByAeT NpeanpuHATa HoBas NorbITka
CpaBHEHNs, 3aTeM Ha fBa cumMBoia 1 T.4. Bo3Bpawjasicb K npuMepy ¢ NoMcKoM GykBbl "a" No Bcei
CTPOKe CneBa Hanpaso, MOXEeT nokasaTbCs, YTO TYT HUYEro He nogenaelws. OgHako, ecnu
3anucarthb WwabsioH B BUAe

N?>.*)(?<=abcd)

TO HavasTbHbIM ".*" coBNageT cpasy Co BCEM CTPOKOW M HUKAKMX OTKATOB Ha3af He byaerT.
Mocrneayollee HasaaCMOTPALLLEE YTBEPXAEHWe fefaeT eAMHCTBEHHYIO MPOBEPKY NocneaHnX
yeTblpex CMMBOOB. Ec/in 3Ta npoBepKa OkaXeTcs HeyAauyHOW, TO BCe CPaBHEHME TYT Xe
3aBepLmnTCcA € Heyaadeir. AN oAnHHbIX CTPOK Takol Noaxo4 No3BOSAET CYLWEeCTBEHHO CHU3UTD
BpeMs NPOBEepPKM LWabnoHa.
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5.2.13 YcnoBHble NoALab/ioHbI

MOXXHO ynpaBnsATb NPOLLECCOM CpaBHEHMS NOALA6/I0Ha, TakuM 06pa3omM, YTOObI OH CpaBHUBA/ICA
TO/IbKO MPY BbINOSIHEHUM YCNOBUS, 60 3a4aTb ABa a/IbTEPHATMBHbIX NOALIAa6/10Ha, KOTopble
6yAyT BbIGUpPATLCS B 3aBUCUMOCTY OT BbIMOSIHEHNS MO0 HEBLINOTHEHMS YC/IOBUS MW OT
YCMEeLHOCTN CpaBHEHUS NMpeablayLwero noawaboHa 3axBaTbiBalOLWEro NoAcTpokM. CyLecTByoT
[B€ BO3MOXHbIe hOpPMbI YCIOBHOIO NoALwwabioHa

(?(condition)yes-pattern)

(?(condition)yes-pattern|no-pattern)

Ecnun ycnosue (condition) BbINOSIHEHO, TO UCNONb3YyeTCs "yes-pattern”, B NpOTMBHOM C/yyae
ncnonb3yeTtcs "no-pattern” (ecnv npucyTtcTeyeT). Ecnm ykazaHo 60n1ee AByX aflbTEpHATUB, TO
KOMIMAsumsa waboHa 3aBepLuaeTcsi C OLNOKONA.

CyuiecTtByeT ABa BMAa ycrioBuii. ECnmn TeKCT mexay ckobkamu COCTOUT U3 NocnefoBaTe/iHOCTH
undp, To ycrosre 6yaeT BbINOSIHEHO, €C/IM COBNasia 3axBayeHHas NoACTPOKa C Takum
NopsiAkoBbIM HOMEpPOM. PaccmMoTpum cneayowmin WabioH, cogepxatimii He 3Havalme
"npobenbHble” cumBosbl (onuus PCRE_EXTENDED ycTaHoBeHa), 4Tobbl caenartb ero 6onee
ynTabenbHbIM 1 pa3fenuTb Ha TPy YacTu ansa yaobctea 06CyXaeHNs:

(\O)? [0+ 2(M)Y))

MepBas yacTb cOBNAAET C ONUMOHabHOM OTKPbIBAKOLWENCA CKOOKOM, U, €CNK OHa NPUCYTCTBYET,
TO 6yAeT BbICTyNaTb B KAYECTBE NEPBOI 3axXBavyeHHON NOACTPOKU. BTopas yacTb coBnageT ¢
OOHVM WM 6os1ee CMMBOJIOM, HE ABASIOWMMCH CKOOKamMUn. TPeTbs YacTb - 3TO YC/I0BHbIi
noALwab/ioH KOTOpbIA NpoBepsieT 6bI/10 M COBNageHNe B NnepBoM nogwabnoHe. Ecav coBnageHune
OblN10, TO €CTb UCXOAHAsA CTPOKa HaYMHAETCS C OTKPbIBAIOLLENCSA CKOOKK, TO ycnosne byaeT
BbINO/IHEHO M ByAET UCNONb30BaH "yes-pattern” 1, 3HaunT, Hy)XXHa 3aKpbiBaloLascsa ckobka. B
NPOTMBHOM Cflyyae, Tak kak "no-pattern” oTCyTCTByeT, NoALwwab/10H COBNaAeT C NMyCTON CTPOKOIA.
Apyrumun cnosamu, WwWabnioH TpebyeT nocieaoBaTeNlbHOCTb /1H06bIX CMMBOJI0B, KPOME CKOGOK,
KOTopas OnuMoHasIbHO MOXET ObITb 3aK/1t04eHa B CKOOKM.

Ecnun ycnosue (condition) He ABAsieTCA NocnefoBaTe/IbHOCTbO LMAIP, TO OHO A0/DKHO ObiTb
YTBEPXAEHNEM. DTO MOXET TakKe ObITb NO3UTUBHOE U HEraTUBHOE BNEPEACMOTPSILLEE UK
HazafacMoTpsiLLee yTBepxaeHne. PaccMOTpUM LWab/ioH, KOTOPbI CHOBA COAEPXUT HE3Havalme
"npo6esnbHble” CMMBOJIbI M COAEpPXaLLMii ABE albTePHATMBbLI HA BTOPOI CTPOUKE:
(?(?=["a-z]*[a-z])

\d{2}[a-z]{3}-\d{2} | \d{2}-\d{2}-\d{2})

YcnoBue SBNSieTCS NO3UTUBHBIM BNepeACMOTPALLMM YTBEPXAEHNEM, KOTOPOE COBNaJaeT C
OnuMOHasIbHON Noc/eaoBaTeNbHOCTb He-OyKB, 3a KOTOPOW cneayeT 6ykea. Apyrummu cnosamu,
NpoBepseTCS Hanmume XoTs 6bl 04HOI 6ykBbl. ECin BykBa HaligeHa, paccMaTpmBaeTcs nepsas
BETBb a/IbTEPHATVB, B MPOTUBHOM C/ly4ae - BTopasi. 3TOT Wwab/1oH coBnajaeT co CTpoKamu B
oaHoi n3 asyx copm: "dd-aaa-dd" nnn "dd-dd-dd", rae "aaa" - 310 6ykBbI, a "dd" - 3TO UMPLI.

5.2.14 KommeHTapuu

MocnegoBaTenbHOCTL "(?#" 0603Ha4YaeT Hava/1I0 KOMMEHTapWs, KOTOPbI NPOAO/MKaeTCS 40
3aKpblBaKOLLEncs CKobkM ")". BIOXEHHbIE CKOOKM BHYTPY KOMMEHTapreB HeAOoMyCTMMbl. CUMBOSIbI,
COCTaB/AI0LWME KOMMEHTAPWI He YHaCTBYIOT B MpoLecce CpaBHEHUS.

Ecnu yctaHoBneHa onuna PCRE_EXTENDED, To cumBon "#" 3a npegenamMmu knacca CMMBOJIOB
HauymMHaeT KOMMeHTapuii, NPOLOMKAIOLLMIACA BNIOTL 4O CMMBOIA NEPeBoAa CTPOKM.
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5.2.15 [Npon3BognTe/NIbHOCTb

HekoTopble 31EMEHTbI LWa6/I0HOB MOIYT ObiTb 3(hdEKTMBHEE APYTUX, C TOUKN 3PEHUS BPEMEHN
BbINOJ/IHEHUSA. SdhEKTMBHEE NCMONBb30BaTL KNacc CUMBOJIOB, YEM HAOOP anbTepHaTMB. Tak, K
npumepy, 3anucb [aeiou] achdpekTnBHee, Yem (alelijoju). BoobLie roBops, npocTeiwas
KOHCTPYKLMSA, KOTOpas obecneynBaeT xenaemoe noBefeHne, 4acto ABMSETCA 1 caMoli
atphekTnBHOI. KHura Jeffrey Friedl'a cogepxut maccy npumepoB oNnTUMU3aumn perynsipHbix
BbIpaXKeHWU AN AOCTUXKEHMA MaKCUMasibHOM 3EKTUBHOCTH.

Korpa wab6noH HaumHaeTca ¢ ".*" n onunss PCRE_DOTALL yctaHoBneHa, PCRE HesiBHO
"npuBsa3biBaeT" Wab0H, Tak Kak OH MOXXET COBMNAaCTb TO/IbKO NPW CPABHEHUN CHaYasia CTPOKMW.
Ecnun xe onunst PCRE_DOTALL He ycTaHoBrneHa, To PCRE He MOXeT caenatb NoA00HYyH0
oNTUMU3aLMIO, TakK Kak MeTacumson "." He coBnagaeT C CUMBOJIOM NepeBoa CTPOKM, U, eCnu
ncxogHas CTpoka COCTOUT U3 HECKOMbKUX CTPOYEK, COBNajeHne MOXeT ObiTb 06HapyXeHo AN
Kaxaown n3 Hux. K npumepy, wabioH

(-*) second

coBnaget co cTpokoit "first\inand second"” (rae "\n" - 3T0 cMMBO NepeBoga CTPOKK), 1 nepsasi
3axBayeHHas noActpoka byaet "and". YTobbl foCTUrHYTL 3TOro, PCRE npnxoauTcs NOBTOPSATb

CpaBHEHWS 4151 KaXKA0W CTPOYKM B UCXOAHOM CTPOKE.

Ecnu Bbl ncnonb3yeTe WaboHbl TAKOro TUNa A1 CPaBHEHUS CO CTPOKaMM, He CoAepXallmmMm
CVMMBO/1 NepeBoa CTPOKU, Hanny4llas NPon3BoAUTESNTbLHOCTb MOXET ObITb AOCTUITHYTA SIM6O
ycTaHoBkoi onumn PCRE_DOTALL, nn6o 3agaHnem wabnoHa B BuAe N.* 4Tobbl ykasaTb SIBHOE
"NnpusBA3sbIBaHNE" K Ha4asly CTPOKW. 3TO NpeAoTBPpaTUT NOMbITKM NOUCKa CMMBO/Ia Nepesoja
CTPOKW.

5.2.16 OrpaHunyeHuns

B PCRE cyujecTByeT HECKO/IbKO OrpaHUyYeHnii Ha pasMep 3/1IEMEHTOB, HO CYLLLECTBYET Hadexaa,
YTO 3TV OrPaHUYEHNS HUKOTAa He ByyT AOCTUTHYTbI HA NpakTuke. MakcuMmasnbHasa onvHa
CKOMMU/IMPOBAHHOIO WabsioHa cocTaBnseT 65539 6aliT. Bce BE/IMUYMHBI YKa3aHHbIE B
KBaHTUMKaTopax NOBTOPEHUS AO/MKHbI ObITb MEHbLUE YeM 65536. MakcMMaibHOe KONIMYeCTBO
nozwab/I0HOB € 3aXBaTOM NOACTPOK paBHO 99. MakcMMasibHOe KONM4ecTBo noawabioHoB
3aK/10UEHHbIX B CKOOKM, BK/HOYasA 3axXBaTbiBaloLL e NOACTPOKUN, YTBEPXKAEHUS U MPOYMe TUMbI
noaLwas60HoB paBHo 200.

MakcMaibHas A/IMHa UCXOL4HO CTPOKM paBHa MakCMMasibHOMY MOMIOXMTE/TbHOMY 3HAUYEHMIO,
KOTOpOE MOXET NPUHSATL Lie/IounC/IeHHast nepeMeHHas. Tem He MeHee, 3Ta Be/IMYMHA MOXET
OKa3aTbCs MeHbLUEe 47151 HEKOTOPbIX Wab10HOB 13-3a Toro, 4to PCRE ncnosb3yeT pekypcuto ans
06paboTKM NoAWwabI0HOB 1 HEOTrPaHNYEHHbIX MOBTOPEHWA. A 3TO B CBOKO o4vepefb
OrpaHnYMBaeTCs pa3smMepoMm CTeka.

5.2.17 Otnunumsa ot Perl

OTAnums, onucaHHble 34eck, oTHocATes K Perl 5.005.

1. Mo ymonuaHumio "npo6esibHbIMA" CUMBO/IAMU CHMTAOTCA Te, KOTOpble pacno3HatoTCs
61bnoTeYHoI pyHKumeli C isspace, XOTS 1 CYLLECTBYET BO3MOXHOCTb CKOMNUANPOBaTb
PCRE ¢ gpyrnm Habopom cumBo/0oB. O6bIYHO isspace pacno3HaeT npobes, NnepeBoy,
CTaHuLbl, NEPEBOS CTPOKM, BO3BPAT KapeTKun, FOPU30HTA/IbHYIO N BEPTUKASIbHYIO
Tabynsaumio. Perl 5 60/blLUe He BK/IOYAET BEPTUKa/IbHYO Tabynsaumio B CBO Habop
"npo6esnbHbIX CUMBOJIOB". EScape-nocnenosartesibHOCTL "\V", kKoTopas [o/roe BpemMs
6blna B fokymeHTauumn no Perl, Ha camom gene HUKorga He pacno3HaBanacb. Tem He

MeHee, cam 3TO CMMBOJT paccMaTpumBasics Kak "npobenbHbiii” o Bepcun 5.002. B Bepcusx

© 2004 RITLABS. All rights reserved. http://www.ritlabs.com



71

PyKkoBOACTBO agMMHMCTpaTopa

10.

5.004 1 5.005 oH yxe He coBnagaeT ¢ "\s".

PCRE He no3BosisieT Ucnosb3oBaTb KBAHTUPMKATOPbLI MOBTOPEHNS BO BNepeacMOTPALLMX
yTBEpXaeHusx. Perl gonyckaeT ux, HoO OHM He 03HayYaloT TO, YTO Bbl BO3MOXHO NoAymasin.
K npumepy, ytBepxaeHue (?'a){3} He roBopuT 0 TOM, 4YTO NocneayroLmne Tpm cMMBoOa
OOJDKHbI ObITb He "a". OHO BCEro /Wb TPU pasa YTBEPXAAET, UTO NOCAeAyoLWNiA CUMBO
oyaet He "a".

MowabnoHam ¢ 3axBaToM noAcCTpOK, Haxo4ALWNMCA BHYTPU HETaTUBHbIX
BrnepeacMoTpAnx yTBep)K,EI,EHI/IVI, npuceamBardTCA NOpPAAKOBbIE HOMEPA, HO UX 3HaYeHne
HUKOrga He yCtaHaB/IMBaeTCA. Perl yCTaHaB/IMBaeT 3HavyeHne OJid Taknx I'IO,EI.LIJa6I'IOHOB no
Tex nop, noka He np0|/|3017|,u,eT Heyaa4yHOoe CpaBHEHME (TO €CTb CaMO OoTpuulaTesibHoe
yTBEPXAEHNE CTaHET VICTVIHHbIM). Ho aTto NPONCXoa4nT TOJIbKO A1 OTpuUaTesibHbIX
BrnepeacMoTpAnx yTBep)K,EI,eHI/IVI, COCTOALWMNX N3 O,D,HOI7I BETBU.

X0oTs 6MHapPHBI CUMBOT HOMb AOMYCTUM B UCXOAHOV CTPOKE, OH HeAOoNyCTUM B LIaGoHe,
Tak Kak LWwaboH nepefaeTcs kak obbluHas C cTpoka, 3aBepluatoLascs Hynem. Ans Toro,
4yTOObI 3a4aTb BUHAPHbIA HOMb, CedyeT UCMNO/b30BaTb escape-nocregosaresibHoCcTb "\0".

He nogaepxusaroTcs cneayolime escape-nocnenoBaresibHOCTH, gonyctumblie B Perl: \l,
\u, \L, \U, \E, \Q. Ha camom gene oHn OTHOCATCSA K 06LLen 06paboTke CTpoK B Perl 1 He
ABMIAOTCS YaCTb MexaHM3Ma CpaBHEHUS LWa6/T0HOB.

He nopaepxmBaeTcs yTBepxaeHue Perl: \G, Tak kak 0OHa He OTHOCUTCSI K CPaBHEHUSIM C
€IVHCTBEHHbIM LIaGoOHOM.

Mo o4eBnaHbIM NprunHam, PCRE He nogaepxmBaeTcs KOHCTpykumio (?{code}).

B momeHT HanucaHus B Perl 5.005_02 cyliecTBoBa/in HEKOTOPbIE CTPAHHOCTU CBA3aHHbIE
C yCTaHOBKaMu 3axBavyeHHbIX NOACTPOK, B Cyvae, Korga yactb wabnoHa nosropsetca. K
npuMepy, CpaBHeHNE CTPOKM "aba" ¢ wabnoHom "a(b)?)+$" yctaHaBnuBaeTt $2
3HaueHue "b", B TO BpeMsi Kak cpaBHeHuWe "aabbaa” ¢ "~(aa(bb)?)+$" octaBnset $2 He
yCTaHOB/EHHbIM. OfHaKO, ecnn 3amMeHUTb WabnoH Ha "Maa(b(b))?)+$", To $2 (1 $3)
6yayT yctaHoBneHbl. B Perl 5.004 $2 yctaHaBnnBaeTcs B 060Mx Cny4vasx, TO Xe camoe
MOXHO cka3aTb U 0 PCRE. Ecnu B ganbHeiiwem Perl npumeT apyryto eanHoo6pasHyo
cTparernto nosefeHua ons Takmx ciyyaes, To PCRE moxeT nocnegosatb aTUM
N3MEHEeHUAM.

Ewe oHO [0 cuX NOp HepaspeLleHHoe NpoTuMBopeUne - aTo To, uTo B Perl 5.005_02
wabnoH "a)?(?(1)a|b)+$" coBnageT co cTpokoii "a", B PCRE - HeT. TeM He MeHee, 1 B
Perl, n B PCRE coBnageHue wabnoHa "~(a)?a" co cTpokoit "a" octaBut $1 He

YCTaHOBJ/1IEHHbIM.

PCRE npepocTtaBnsieT HeKOTOpble pacLUMpeHnsi No cpasHeHuto ¢ Perl:

o XOTH Ha3aACMOTPSALLME YTBEPXKAEHNS A0O/KHbI COBMNaAaTh CO CTPOKaMu
(PUKCUPOBAHHOW A/INHbI, B K&XXA0/ BETBU a/ibTEPHATMB 3Ta AJ/IMHA MOXET ObITb pa3HoiA.
Perl 5.005 TpebyeT, 4To6bI BCE OHU ObISIM OAHOWN ASINHBI.

o Ecnu onuua PCRE_DOLLAR_ENDONLY yctaHoBneHa, a PCRE_MULTILINE He
yCTaHOB/IEHa, TO MeTacumBo/ "$" gacT coBnageHue ToNbKO B CAMOM KOHLLE CTPOKM.

e Ecnun yctaHoBneHa onuma PCRE_EXTRA, To cMMBO/1 06paTHOl KOCO YepTbl, 3a
KOTOpbIM crieayeT 6ykBa, 6e3 crneynasbHOro 3Ha4eHus, 6yaeT OLMOOUHbIM.

e Ecnu yctaHosneHa onuua PCRE_UNGREEDY, To "XagHoCTb" KBaHTU(MKATOPOB
NOBTOPEHNS MHBEPTUPYETCS. TO €CTb OHM CTAHOBATCS MO YMONYAHUIO OHW He "KafHble",
HO ecnv 3a HAMW C/liefyeT 3HaK Bonpoca, To "XaaHble".
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6.1

[NpaBunna

B npouecce paboTbl cepBepa BO3HMKAOT CUTyaLUK, KOTAa C KakUX-TO afjpecoB HaunHaoT
NpUXoauTL HeXanaTesibHble co06LLEHMNs. B cnyyae, Koraa peys naet o Bupycax Wiu o cname,
CUTyaumMsi MOXeT peLlaTbCs Npu NOMOLLY HACTPOEK aHTVBMpYCca U aHTucnama. OfHako B
peasibHOCTU BO3HUKAOT CMTYyaL KM Koraa 3T cpeacTsa nbo He paboTakoT, Mbo cama 3ajava
thunbTpaLmm He cBsi3aHa HanpsiMyto ¢ NpobieMamy BUPYCOB 1 cnama. B aToM ciyyae Ha nomoLLb
NpUXoasT NpaBua, KOTopble NO3BOAIT pellaTh 60ee WUPOKKA Knace 3a4ad, CBA3aHHbIX C
dmnbpaumen CooLEeHWA.

O6bwme cBegeHns

Mpy NOMOLLM NpaBua MOXHO peLlaTb C/ieaytoLne OCHOBHbIE 3a4auu:

1. TMpepoTBpalleHne YCTaHOBKN HexenarTeibHbIX CoeANHEHWI

2.  dunbTpaums HexenaTenbHbIX BXOAALWMX CO0bLLEeHW (cnam)

3. MMpepoTBpalleHne HexenaTe/IbHOro TpaH3uTa coobLLeHnit Yepes cepeep

B HacToslLee BpeMs NMelTCA ceaytolme Bubl 4eiCTBUM, KOTOPbIMU MOXHO YNPaBAATbL Npu
MOMOLLW NpaBun:

YcTaHoB/1eHne coeMHeHUs No npoTtokony SMPT

YcTaHoB/eHe coefmHeHnsa no npotokony POP3

YcTaHoB/eHne coeMHeHus no npotokony IMAP

JlokanbHas gocTaBka coobLLeHMI

TpaH3uT coobLueHnin Yepes cepeep

Kaxkgoe 13 gaHHbIX AeiCTBMIl MOXET 6bITb paspelueHo (Enable) nn6o 3anpeweHo (Disable).
MoMMMO 3TOro BBOAUTCS NOHATME NpuopuTeTa oT 0 (HaumeHbLInii) Ao 3 (HambonbLUWiA).
Monyyaem cneayownii psag BO3IMOXHbIX 3HaUYeHWi (B nopsigke Bo3pacTaHmsa npuoputeTa): EO, DO,
El, D1, ..., E3, D3. Kak MOXHO 3aMeTUTb, NpeAnoyTeHNe OTAAETCA 3anpeLLeHNI0 AeCTBUIA.
HazoBeM Kaxaoe 13 aTux 3HaueHuit 4onyckom (Ha Kakoe-mbo aeiicTere), a faHHblil pag,
3HaYeHui - MHOXECTBOM [0MYCKOB.

[ns ynpouweHnst paboTbl AOMYCKM N0 BCEM AENCTBUSIM 06beAVNHATCA B O4HY NEPEMEHHYHO
thnaroB: Flags. MNpw 3TOM BO3HUKAET 3aa4a 06EAMHEHNUS ABYX TAKNX MEPEMEHHbIX C LiE/bH
BbISICHEHWSI PE3Y/IbTUPYIOLLMX [OMYCKOB.

BBegeM Ha MHOXECTBE A0MyckoB qoyHKUMIo f(X,y) pe3ynbTat KOTopoii TakkKe NPUHAAIEXUT 3TOMY
MHOXeCTBY. [laHHas pyHKUMSI BbIGMPAET U3 ABYX 3HAYEHUi TO, KOTOPOE UMEET HaUBo/bLLNI
npvopuTeT. Takum 06pa3om, Nosiyuyaem cieaytoLLyo TabnLy MCTUHHOCTU:

EO El E2 E3 DO D1 D2 D3
EO EO El E2 E3 DO D1 D2 D3
El El El E2 E3 El D1 D2 D3
E2 E2 E2 E2 E3 E2 E2 D2 D3
E3 E3 E3 E3 E3 E3 E3 E3 D3
DO DO El E2 E3 DO D1 D2 D3
D1 D1 D1 E2 E3 D1 D1 D2 D3
D2 D2 D2 D2 E3 D2 D2 D2 D3
D3 D3 D3 D3 D3 D3 D3 D3 D3

To ecTb 4151 BbISSICHEHMS PE3Y/IbTUPYHOLLETO 3HAYEHUS BCEX AOMYCKOB HY)XXHO MPUMEHUTb (RYHKLMIO
f(X,y) K Kaxoi nape fonyckoB, OTHOCALLMXCS K OAHOMY AEACTBUI0 1 00 bEANHNTL NOYYEHHbIX
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3HaueHns B HOBYHO MepeMeHHyt0 chnaros. [/19 0603HaYeHUs Takoro AecTBrsA BBeAEM PYHKLMIO
F(X,Y), rae X,Y - nepemMeHHble (onaros.

[nsi npoBepku BXxoxaeHus B Habop npasun (RS - ruleset) ucnonsayeTtcs cneayowmii afroput:

Hauasno

\ 4
MepeitTy k nepoMy npaBsusy

[

Y

Mpasuna fa
KOHUMNUCH?

MepeitTv k cnefytoLlemy npasuy v Het
A

Het Mpasuno
noaxogur?

>
l

Jla

v
Flags=F(Flags,"chnaru Tekywiero npasuna”)

\ 4
KoHel,

Ha Bxog anroputma nofatoTcs HauyaslbHblE 3HAUYEHUS JOMYCKOB B NepeMeHHoi Flags n cTpoka,
[Nl KOTOPOI NPOBEPSIETCS BXOXAEHNE B HA60P NpaBusl. B npaBuiax Mcnosb3yTcs perynsipHble
BbIpaeHusi (B ctune perl). Takum o6pasom, A1 OnpesenieHnst Toro, NoAXOAMUT i1 NPaBUsIo,
NPOBEPSETCS COBMNAAEHNE BXOAHOM CTPOKU C PETYNISPHBIM BbIPKEHWEM, NPONUCAHHbLIM B
npasusie. Ha Bbixofe nosyyaem B nepeMeHHol Flags HOBble 3HAYEHWSI OMYCKOB.

B panbHelilwem 6yayT ncnosb3oBatbcs 0603HaveHus: TestiPHostRS(Flags,String) ans nposepku
BXOXAeHuns cTpoku String B "IP/Host RS" n TestAddressRS(Flags,String) 19 nposepku
BXOXAeHuNs cTpoku String B "Address RS".
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6.2 YcTaHoOB/ieHune coegnHeHUs

Ana onpeaesieHna aonycka Ha yctaHoB/ieHMe CoegnHeHnA NCNoJib3yeTcA C]'IE,EI,yI-OLLI,I/IVI aJ/TTOpUTM:

\ 4
Flags="IP/Host RS default flags"

v

Flags=TestIPHostRS(Flags,|IP_Address)

v

Flags=TestIPHostRS(Flags,Host_Name)

IP_Address
BCTpeYaeTcsB
IP_BL?

i)

v

Flags=F(Flags,"If IP/Host blacklisted flags")

Her |« '
Y
Host Name
BCTpeYaeTcsB i ¥
Host BL?
Flags=F(Flags,"If IP/Host blacklisted flags")
Her |« !
Y
IP_Address i)
BCTpeYaeTcsB ¥
IP_AL?
Flags=F(Flags,"If IP/Host acceptlisted flags")
Her |« !
Y
Host Name [a
BCTpPeYaeTcsB ¥
Host AL?
Flags=F(Flags,"If IP/Host acceptlisted flags")
Her |« '

M};

Ha BbIxoae B nepemeHHol Flags Mbl noslydyaemM 3HavyeHus BCex AONyCKoB. B ganbHeiiwem Mbl
OyZeM ccbinatbCs Ha AaHHbI anroputm Kak: "ConnectionTest". Mo pe3ynbTaTtam paboThbl
anropMTMa MOXHO OTCeATb HexenartesibHble coeguHeHus. Ecnn coefHeHve fonycTMMmo
BblAaeTCs NONOXMTE bHbIN OTKMK (greeting) cepsepa B NPOTUBHOM Cllyyae BblAaeTcs
oTpULLaTe NbHbIA OTK/VK.
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6.3 [llpoBepka agpeca oTnpaBuUTens

[JanbHeliwee obcyxaeHne 6yaeT oTHOCUTLCA K npoTokony SMTP. Mpu nonyyeHmn komaHabl "MAIL
FROM" npoBepsieTcs agpec otnpasutens (Sender_Address). /19 3TOro ncnosb3yeTcs

cnepyoLuii anropuTMm:

BbinonHutb anroputm ConnectionTest

v

Flags2="Address RS defaultflags"
Flags2=TestAddressRS(Flags2,Sender_Address)

"Use IP/Host RS result
inthe future checks?"

v

Flags=F(Flags,Flags2)

Flags=Flags2

>

Y

Sender_Address
BCTPEYaeTCcsAB
Addr_BL?

Ji%)

v

Flags=F(Flags,"If sender (MAIL FROM) blacklisted flags")

Y

Sender_Address
BCTpeYaeTcsB
Addr_AL?

f

v

Flags=F(Flags,"If sender (MAIL FROM) acceptlisted flags")

Her

.
)l

ABTOpU3ALYA
nposoAuIach?

Ji%)

v

Flags=F(Flags,"If SMTP authentication was done flags")

Mo pesynbTatam pa6OTbI a/iropyutMa MOXHO onpeaennTb UMeEeT /i CMbIC/T NPUHMAaTb afpeca
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nonydatesneii. Tak, ecqiv ¢ MakCUMasibHbIM NMPUOPUTETOM 3anpeLLaeTcs /IoKasibHasi AoCcTaBka U
TPaH3UT COOBLLEHNIA, TO BblAAETCA OTPULATESIbHbIM OTKAVK. B AanbHeliwem 6yaem cCbinaTbCs Ha

AaHHbIl anropuTm Kak: "SenderAddressTest".
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6.4 [lpoBepkKa agpeca nosyyvyarens

Mpu nonyyeHnn komaHasl "RCPT TO" npoeepsieTca agpec nonyyarens (Recipient_Address). s
3TOr0 NCNO/b3YeTCHA CNeAyOLMA anropuTM:

BeinonHutb anroputm SenderAddressTest

v

Flags2="Address RS default flags"
Flags2=TestAddressRS(Flags2,Recipient_Address)

"Use MAIL FROM test
resultinthe future v

checks?"

Flags=F(Flags,Flags2)

Flags=Flags2

>
l
4

OT 1oKasIbHOro
nonb3oBarensa?

"Useifsender (MAIL
FROM)islocal"?

Flags=F(Flags,"Use if sender (MAIL FROM) is local flags")

£2
AsTOpU3aLMA i}
NPOBOANNIACH? v
Flags=F(Flags,"If SMTP authentication was done flags")
l_bT > |

\ 4

(o= )
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Mo pesynbTtatam pa6OTbI a/iropyuTMa Mbl MOXXEM onpeaeinTb paspelleHbl Jin JTIOKaJ/lbHaA A0CTaBka
N TPaH3nT COO6LLI,€HI/II7I N, B 3aBUCUMOCTU OT TOr0O, ABJIAETCA JI aApeCaHT J/IOKa/IbHbIM U
yAa/1IEHHbIM NMOJ/1b30BAaTEIEM, MOXEM BblAaTb NoNIOXUTENbHbIN NGO OTpI/ILI,aTe}'IbeIﬁ OTK/UK.
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7.1

NMprmMepbl NCNOJIb30BaHUA NpaBn

HaCTpOMKa npaBn1 MOXET OKa3aTbCA CNOXHOM 3a,qaL|e|7| OaoKe ONnA OMnbITHONro agMMHUcCTparopa.
JaHHada rnaea npmn3saHa nociyxnTb OTFIpaBHOI\/JI TOYKOI4, B HElA NpmMBOAATCA XapakTepHble
npumepbl UCNOJIb30BaHNA NMpaBui OJ14 pelleHnda peasibHbIX 3aaad.

"3aKpbITbIN™ cepBep

[nsa opraHusaunm 6esonacHoin paboTbl TpebyeTcs, UTobbl BCe AeNCTBMS NPOU3BOAUUCH HE
AaHOHVMMHO, a TO/IbKO OT Ybero-To nnua. Ytobbl 4O6UTLCS 3TOro HEO6XO0A4MMO Nepes NPoBeAEHNEM
nob6oin paboTbl NPOM3BOANTL aBTOPU3aLMIO Ha cepeepe. Ecnn ansa npotokonos POP3 n IMAP
aBTopusauus obasaTtenbHa, To Ansa SMTP npuxoguTcs AT Ha KOMIPOMUCC, YTO6bI Bbla
BO3MOXHOCTb MPUHMMATb NOYTY OT CTOPOHHUX CYLLHOCTEN. MOCKONbKY CTOPOHHMWE CYLLHOCTYU
NpUCLINAOT NOYTY 06bIYHO UCKIUNTESIBHO A1 IOKa/IbHOW AOCTaBKW, TO A151 yAA/IEHHOW
AocTaBsku (relay) aBTopusaumio cnegyet caenarb 06513aTeNbHON.

UTo KacaeTcsa camoli aBTopu3sauny, To pas/inyHble METOAb! CYLLLECTBEHHO pa3inyatoTcs no
KpMNTOCTOMKOCTW. PekomeHayeTcsa ncnosb3osatb NpoTokosl CRAM-MD5, Tak kak 13 Bcex
NUMEIOLLNXCA NPOTOKOSI0B OH CaMblii KPUNTOCTOMKWIA, 1, caMoe raBHOe, YTO OH NoAAepXMBaeTCs
BO BCEX NPOTOKO/Iax.

Taknm 06pa3om, 6a30Bble pekoOMeHAaLMIo MO CO34aHNI0 "3alLlMLLLEHHOro" cepeepa byayT

cnepyroLme:

¢ He npepoctaBnsATb Npas 60/bLUE, YEM 3TO AECTBATENBHO HEOOXOANMO B K&XXA0M KOHKPETHOM
cnyvae

o [pu co3gaHun Nosb3oBaTenen ncnonb3osartb TUMN agTopusauun - CRAM-MD5

e C OCTOPOXHOCTbIO MEHSATb YCTAHOBKW CEpBeEpa N0 YMO/THaHUI0, YTOObI HE OTKPbITb BO3MOXHOCTb
yAa/IEHHOV [,OCTaBKy HEABTOPU30BaHHbIM NOJ1Ib30BaTE 1AM

o Ecnu kpaliHe Heobxoauma yaaneHHas goctaBska 6e3 aBTopm3sauun, To OPUEHTMPOBATLCS
cnepyet Ha IP-agpeca v MeHa XOCTOB, Tak Kak 3TW CYLLHOCTU nogaenarb 4OCTaTOYHO C/IOXHO

¢ He co3gaBatb NnpaBus, KOTOPbIE HA OCHOBE NepeAaHHbIX aApecoB oTnpaBuTens/noayyarens
paspeLuarT yaanieHHYH 4OCTaBKy

B HEKOTOPLIX C/TydadaX Takke MOXHO OrpaHnynT npmHnMaemble coeanHeHNA HECKOJTbKUMN
noAceTsaMn. 3TO MOXET BHECTU CyLLI,GCTBEHHbIVI BKnaj B O6LLI,yIO 6e30nacHOCTb CUCTEMBI.

MpennosioXum, 4To Mbl XOTUM, YTOOLI COeAUHEHNS NO NPOTOoKoly POP3 npon3soananch TOMLKO U3
NOKasIbHOW ceTu. [1ns NpocToTbl MPEANOIOKUM, UTO /I0Ka/IbHbIE apeca UMeT Buj
"111.111.111.X", rae X - NPUHUMAET NPOU3BOJIbHbIE AOMYCTUMbIE 3HAYEHUS.

[na poctmxeHns Takoro adodpekta yctaHasnmeaem B "IP/Host RS default flags" gns POP3 gonyck
"Disable 0". Takum o6pa3om, No ymosiyaHuio coeHeHue no POP3 3anpelyeHo. Tenepb
po6asnsem B "IP/Host RS" npasuno: B kayecTse wabnoHa (Pattern) 3agaem - ""111\.111\.111\.",
cTaBumM ranouky "Test as IP address" u ans POP3 Bbi6upaem gonyck "Enable 1"

Mopo6Hasn koHdurypauusa 6yaet npuHnumaTh coeiMHeHnsa POP3 TO/bKO C BbllleHa3BaHHOro
MHOXeCTBa agpecos. Mpeanosioxum, BO3HMKNA He06X0AMMOCTb NpUHMMAaTL coeanHeHns POP3 ¢
agpeca "222.222.222.222", KOTOPbI HE OTHOCMTCS K SIOKa/IbHOW ceTu. MOXHO 3aBeCTu eLle 04HO
npasusio, a MoXHo Bocnonb3oBaTbes "IP AL" (IP acceptlist). ns 3TOro Hy>xHo yctaHoBuUTb "If
IP/Host acceptlisted flags" gns POP3 pa3peliatowmii 4onyck ¢ NPUOPUTETOM He Hke 1
(E1,E2,E3) n po6aBuTthb B "IP AL" wabnoH (Pattern) ""222\.222\.222\.222%".

Mocne Bcex aTux AelicTBuiA coeamHenns POP3 6yayT NpUHUMATLCS TOIbKO C JTIOKaSIbHbIX 34pecoB
W anpeca "222.222.222.222".
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8.1

8.2

BHyTpeHHee YCTPOICTBO cepBepa

MHorga 6biBaeT H806XO,CI,I/IMO BbIMOJ/IHUTb AeﬁCTBMH, 0719 KOTOPbIX HY>XHO 3HaHune BHyTpEHHeVI
orpaHunsauum pa6OTbI cepeepa. K cuactbio, Takme cny4dyanm goCTtaTtO4yHO pegku, HO B no6om cnydae
3HaHWe BHYTPEHHUX NMpUHUMNOB pa6OTbI MOXET BbITb OYEHb MNOME3HO npn paspeweHnn
HEeTPUBUNaJIbHbIX r|p06neM.

CTpyKTypaKatasioroB

B paboyem kaTasiore nporpaMmMbl cogepxatcs cnegyrowme daiisbl;

e BatPost.exe - cO6CTBEHHO cepBep

¢ BatPostD.exe - gucneTtyep, N0O3BONSAOLWNIA BbINOAHATE YAANEHHbIA MOHUTOPWHT 1 yNpaBieHne
cepBepoMm

BatPostC.exe - mogynb Ans koHpmryprnposaHusi cepeepa (CTapblii KoHUryparTop)
rConfig.exe - Mogynb ANns KOHhMrypupoBaHus cepeepa (HOBbIi KOHdUrypaTop)

BatPostM.exe - mogy/b 4715 BU3yasIbHOTO MOHUTOPUHIA 1 yNpaB/ieHUs CepBEPOM

Server.ini - haiin c HacTpoikamu cepeepa

Monitor.ini - paiin ¢ HacTpoikamMn Moy s MOHUTOpa

W cnepytoume nogkatasioru:
¢ DB - 6a3a gaHHbIX cepBepa, B KOTOPO XpaHUTCS MHopMaums o rpynnax, 4oOMeHax,
nonb3oBartesnsx, nankax, coobLLeHnsax, a Takke npasuna, blacklist'sl n acceptlist'sl.
Drivers - nogkatanor A4sa XxpaHeHns gpalriBepos LOCTyna K AaHHbIM.
Logs - nogkaTasior A/ XxpaHeHus N10roB cepeepa
e ERROR.LOG - for B KOTOpbI nuieTcs nHdhopmauns 06 omnbkax, BOSHUKAOLWNX B
npouecce paboTbl cepeepa. 3anmcy NOSBASIOLINECS B JaHHOM dhalifie UMetoT 60/1bLLoe
3Ha4yeHne, NOCKOsIbKY MOTyT CBUAETENbCTBOBATL O BHYTPEHHUX Npobnemax cepsepa. O
NOsIB/IEHUN HEOObIYHbIX 3anuceli B 3TOM haline cnegyeT yBeAOMAATbL pa3paboTUMKOB.
POP.LOG - nor pa6oTbl no npotokony POP3
POST.LOG - nor yaasnieHHo paccbifikn COOOLLEHWA
LPost.LOG - nor nokanbHOW paccblfikn COOBLEHWI
Session.LOG - for, B KOTOPbIi NULWLYTCS BCE AaHHble, NocTynarowme no npotokosry SMTP
unn POP3 (kpoMe caMnx COOOLLIEHWIA, 4151 SKOHOMUN MeCTa)
SMTP.LOG - nor pa6oTbl No npoTokosy SMTP
DrvErr.LOG - nior olmb0oK CBSI3aHHbIX C gpaBepamMmu AOCTyna K AaHHbIM
AppErr.LOG - nor owmnb0oK CBA3aHHbIX C paboTon "NpuIoxkeHnii"
BatPostLog.mdb - 6a3a gaHHbIX MS Access AN xpaHeHus f1oros. No3BonseT B
JanbHelileM Npon3BoaUTb MPON3BOSIbHbLIE BbIGOPKM U yAO0OHO aHaNN3MpoBaTh N0TW.
e Spool - cnyn cepepa. B HeM BpeMeHHO (40 nonagaHus B HYy)XXHY0 6a3y Wn OTCbISIKM) XPaHATCS
COOOGLLIEHUNS N COCTOSIHNE OYepean COOBLLLEHWIA.

CTpyKTypa Nosib30BaTe/IbCKUX AaHHbIX cepBepa

Mog nonb3oBaTeNbCKMMU AaHHbIMK ByAeM NOHVMaTb AaHHble, KOTOpble HeNoCPeACTBEHHO
CBSi3aHbl C paboTOoIN NOUYTOBOrO cepeepa U BUAHbLI CHapyxu (rpynnbl, 4OMEeHbI, N0/Ib30BaTe Ny,
narku, coobLLeHus).

CTpyKTypy AaHHbIX MOXHO NpeAcTaB/iAaTb cebe B BUAe AepeBa: Ha BEPXHEM YpOBHE (B KOPHE)
AomeHbl (domains.cfg), BHYyTpU AOMeHOB nosb3oBatesnm (users.cfg). Kaxablili nonb3oBaTtens
nmeeT, NpuHagexatiee emy aepeso nanok (folders.cfg). BHyTpu nanok cogepxaTcs coo6LeHs.

Mpynnbl (groups.cfg) Mcnonb3yoTesa Aa NPpefoCTaB/IEHUs NpaB Nosb30BaTeNsiM. Kaxablii
Mo/ib30BaTe/lb MOXET HAXOAUTLCS B HECKO/BbKUX rpynnax. COOTBETCTBEHHO [/151 KAXAO0M U3 nanok
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MOXET bObITb nponncaHo, Kakne npasa MMeKT 3aaHHble Tpynrbl B ,D,aHHOVI narike. I‘IpaBa
nosib3oBaTtesieil MUMEKT CMbIC/1 TO/TbKO ona IMAP'a, Ana octaibHbIX NPOTOKO/10B 3TN AaHHbIE HE
NPUHNMaKTCA BO BHMaHNE.

Mo YMO/THaHNKO BCA I/IHdJOpMaLI.I/IFI no AOMeEHY XPaHUTCA B noAkatasiore, UMd KOToporo coenagaet C
MMEHEM AOMEHAa.

Mo YMO/THaHNKO BCA I/IHq‘JOpMaLI.I/IFl no nosib3oBaTesiio XpaHNUTCA B noAkatasiore, UMsa KOToporo
cosnagaeT C MMeHEM NnoJsib3oBaTens.

CnyxebHas nHhopMauust 0 COOBLLEHNSX XpaHUTCS B daiinax Buga "xxxxxxxx.cfg", rae x -
LWecTHaguaTepuyuHas umdpa. TekcTbl COOBLLEHW XpaHATCA B (oaiisie ¢ TeM Xe UMEHEM, HO C
pacwupenuem "Ifr". A8 kakgon nanku Ucnonb3yeTcs cBosA 6a3a COOOLLEHWIA.

8.3  CTpykTypa cnyxebHbIX AaHHbIX cepBepa

Mopg cnyxebHbIMK faHHbIMK ByAemM NoOHMMAaTb JaHHbIe, UCNOJIb3yeMble ANS OpraHn3aunm
BHYTPEHHEN paboTbl cepBepa 1 KOTOopble CHapyXun He BUAHbI (NpaBuna, blacklist'bl n acceptlist'vl).

o rulesetl.cfg (IP/Host RS) - npasuna ans IP-agpecos 1 XOCTOB

ruleset2.cfg (Address RS) - npaBuna ans NoYTOBLIX aapecoB nosydaembix yepes MAIL FROM un
RCPT TO

IP_BL.cfg - blacklist gnsa IP-agpecos

Host_BL.cfg - blacklist gns nmeH xocTtoB

Addr_BL.cfg - blacklist gna noutoBbix agpecos n3 MAIL FROM
IP_AL.cfg - acceptlist ans IP-agpecos

Host_AL.cfg - acceptlist Ans nmeH xocToB

Addr_AL.cfg - acceptlist ans noutoBbIxX agpecos 13 MAIL FROM

[nsa opraHusaumm rnbkoin paboTbl C paspeLleHneM 1 3anpeLeHnem pasinyHbIX 4eNCTBUIA NOMUMO
noHsaTuin Enable, Disable BBogaTcs Takke npuoputeTbl 0T O Ao 3. MNpu pasHbIX 3HAYEHUSIX
npuopuTeToB nobexaaeT HanbonbLUKiA. Mpu paBeHCTBE NPUOPUTETOB NPeANoYTEHNE O0TAaeTCA
Disable. Takum o6pa3om, Mbl UMeeM cneayroLnin psif 3Ha4YeHnin B nopsiake Bo3pactaHus
npuoputeTa: Enable 0, Disable 0, Enable 1, Disable 1, Enable 2, Disable 2, Enable 3, Disable 3. B
AanbHeiiwem nogo6Hble 3HavYeHus 6yayT MMeHoBaTbLCA doiaramu,

Mpwn ycTaHoBNeHUN coegnHeHns IP-agpec n nMs xocta nporoHsaTcs Yyepes IP/Host RS. Janee
NponCcXoauUT NPOBEPKA TOr0, paspeLleHo M CoOeANHEeHVE Mo JaHHOMY NPOTOKOMY U eC/in HeT,
BO3BpalllaeTcs oTpyUaTesbHbIN Ko BO3BpaTa U KaHaul CBA3W 3akpbiBaeTcs. Kpome Toro, IP-agpec
N MMS XOCTa NPOroHATCA Yepes cooTBeTcTBYoWMe blacklist'sl 1 acceptlist'bl. To ecTb pesynbTart
nosyvaetcsa nytem obbeguHeHns goaros No ymMosyaHuio, onaros A1 Kax4oro coBnajeHus B
IP/Host RS n chnaros ncnonb3yembix npu nonagaHun B blacklist n acceptlist.

Bce ganbHeliwne npoBepKu Npom3BoAATCS TONbKO A5 npoTokona SMTP.

Mpwn nonyyeHnn agpeca otnpasutens (yepe3 MAIL FROM) oH nporoHsieTcs yepes Address RS
cooTBeTcTBYOWMiA blacklist n acceptlist. MomMnumo 3TOro NnponcxoanT NPoBepKa TOro, NPUHAAIEXNT
N AaHHbIA aapec cepBepy U ecnn Aa, TO KOHeYHbIn pe3ynbTaT MOXeT 06beNHATLCS C
[OnosHUTENbHBIMKU donaramu. B criyyae ecnm HUKakve onepaummn He paspeLleHbl, BblAaeTcs
oTpuuaTesnbHbIA Ko BO3BpaTa.

Mpwn nonyyeHnn agpecos nonyyvatenein (RCPT TO) oHu nporoHstoTcsa yepes Address RS. B
3aBUCUMOCTU OT TOr0, SIB/IIETCA /N NoslyyaTe b SI0Ka/IbHbIM UK YAaIEHHBIM NPOM3BOANTCS
npoBepka Ha A0MYCTUMOCTb 3aHECEHUSI COOBLLEHNI B NTOKasIbHblE 6a3bl MW HA AOMYCTUMOCTb
relay'a n ecnu 3anpeLleH, BO3BpaLLaeTcs OTpuLaTe bHbI KoA Bo3Bpara.
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Mpy1 NOMOLLM HACTPOEK YKa3bIBAETCS TakKe, [OMKHbBI /I NCMO/Ib30BATLCSA NPU BbIYMCIEHUN
thnaroB pesynbTaThl NPeAbIAYLLUMX BblYMCIEHWIA. B 3aBUCUMOCTU OT 3TOTO NMPUHUMAETCS PELLEHNE
0 Bblgaye OTpULATENBHOMO OTK/IMKA, TaK Kak BCE OTpuLaTesibHble hnarv kpome Disable 3 moryT

ObITb "UCNpaB/ieHbI" Ha NONOXUTESbHbIE.
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