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YcTtaHOBKa, HavanbHas HacTpoMKa U 3anycK cepBepa

BBeneHue

[aHHoe pykoBOoACTBO NOMOXET Bam ycTaHOBUTL NOYTOBLIN cepBep BatPost nHacTpoutb
ero "c Hyns". [laxe He obnagas cneumanbHbIMU 3HAHUAMW Bbl CMOXETE C NOMOLLbIO
noLIaroBbIX UHCTPYKLMIA NONYYMTb paboTOCNOCOBHLIN MOYTOBLIV cepBep B 6a30B0M
KoHdurypaumn.

Korga notpebytoTca cneymnanbHble HacTponikn y Bac yxxe OyaeT TBepaas noysa nog
HOramu Ansi CMesibiX 3KcnepumeHToB. MoXHO ByaeT cocpeaoToumMTCsl Ha TOHKOCTSX,
BMECTO TOro 4to6bl AymaTh cpa3dy 060 BceM. MIameHsAss HeOonbLUOe KONMYeCTBO HAaCTPOEK,
Bbl Bcerga cmoxeTe BEpHYTb BCe "Kak ObIfio", eCnmn 4To-To NOMAET He TaK.

HacTtpolika no4ToBOro cepeepa MOXeT okasaTbCs HENPOCTON 3agaden, ecnu Bl HUKOroa
paHbLLE 3TUM He 3aHMManncb. Bo3HMKaeT Macca BONpOCOB OTBETLI HA KOTOPLIE HE TaK
nerko HanTtu. N3 gaHHoro pykoBoacTBa Bel cmoxeTe y3HaTb 6a30Bble cBegeHnsA 06
3NEKTPOHHON N0YTE HEOBXOAMMbIE ANA NOHUMaHMA NPUHLUMMNOB paboTbl NOYTOBOMO
cepsepa.

[MouTOBbIV CEPBEP MOXET MCMOSBb30BaTbCA B CaMblX pa3HbiX ycrioBusx. [logkniodeHme K
MHTepHeTy MOXeT OblTb MOCTOSAHHLIM UNW Nepuognyecknm (No TenedoHHOM NHUK), a
MOXET 1 BoobLLe OTCyTCTBOBATh. [103TOMY nepen yCcTaHOBKOM CepBepa HY>KHO peLUnTb
ansa cebs psig BaXkHbIX BONPOCOB. 3TO NO3BOSIUT COKOHOMUTbL BPEMS Ha
nepekoHUrypnpoBaHue cepaepa.

B pasgene "Bonpockl n 0TBETLI" cOOpaHbl CBEAEHMS O HAanbonee YacTo BO3HMKAKOLLMX
npobnemax 1 gaHbl peKOMEHAALMIO MO UX PELLIEHMIO.
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YcTtaHOBKa, HavanbHas HacTpoMKa U 3anycK cepBepa

Ba3oBble cBeaeHUA 06 3NIeKTPOHHOM noYTe

OneKkTpoHHas noyTa (e-mail) Gbina B uncne nepBbIX yCnyr npeaocTaBnseMbiX CETbIO
NHTepHeT. B To Bpems coobLieHns 6binn YUCTO TEKCTOBBLIMU Y CaMa BO3MOXHOCTb UX
nepegayv Ha orpoOMHbIe PacCTOAHUSA 3a CHUTaHHbIE CEKYHAbI BrnevaTnsana. 31o 6bin1o
HaMHoro BbicTpee u yaobHee Tenerpamm u yxx Tem 6onee obbi4HbIX NcemM. Ho B TO xe
BpeMs CTano o4eBUAHbIM, YTO OBbIYHOMO TEKCTa YacTO COBEPLLUEHHO He 0CTaTOYHO A4S
MHOrMX npumMmeHeHuin. C Tex nop oopmat coobLLeHN HEOAHOKPaTHO PACLLMPSANICA U
Tenepb Mbl MOXXeM 0POPMIIATL COOBLLEHMS NO CBOEMY BKYCY pa3HbIMU LUpUPTaMm 1
LIBETOM, BCTaBMATb B TEKCT KAPTUHKN, MPUKPENNATL K COOBLLEeHNIo dhannbl,
MCcnonb3oBaTh LUMPOBaHUE U SNEKTPOHHYIO NOAMNUCH.

Bce aT0 cTano Bo3MoOXHbIM 61arogaps pasBuTUIO NOYTOBbLIX KIMEHTOB. 3 npocTenwero
TEKCTOBOro pefakrtopa ¢ oyHKUMen oTnpasBku U npyuema oOHU NpeBPaTUNChL B MOLLHbIE
nporpaMmmbl C Maccon None3HbiX BO3MOXHOCTEN. Tenepb COOBLLIEHNSI MOXXHO KPACOYHO
ogopmnsaTb B HTML chopmaTte, MOXHO ncnonb3oBaTh WabnoHbl coobLLeHnn Ans
yCKOpEeHNSA paboTbl, NPUHUMaeEMble COOBLLEHMS MOXKHO aBTOMaTMUYECKN COPTUPOBATL MO
narkam, NOsiIBUITUCb MOLLHbIE aApeCHble KHUMN. HO YTO e npoucxoauT Korga Mol
HaXXMMaeM B MOYTOBOM KIMeHTe KHONKy "OTtnpasutb" unm "MpuHate" coobuweHne? Bot
TYT W BCTYNaeT B AeN0 NOYTOBbIN CEPBED.

MoYTOBbLIV KITMEHT HUYETO HE 3HAET O TOM Kak 40CTaBUTb coobLLeHne aapecaty. Ero geno
rpamoTHO 0POPMUTL COOBLLIEHNE, MPONUCaTh NPaBUbHbIE aapeca OTNpaBUTENSA U
nony4yartens u nepeaaTb coobLLeHMe NOYTOBOMY cepBepy. Bxoasime coobLLeHNs OH
Takxke nory4aeT OT NOYTOBOro cepsepa. [oYToBbLIN e cepBep COBEPLLEHHO He
NHTepecyeTcs ohopMreHnem coobLLEeHS, 3aTO 3HAET Kak JOCTaBUTb ero no agpecy. B
3TOM CMbICIE CUTYaLUsi O4EHb NOXO0XKa Ha pearibHOe NOYTOBOE OTAENEHUE U MPUXOAALLNX
Tyda niogen. B ponv no4toBoro otaeneHust BbLICTynaeT NoYToBbIV cepBep, a B ponu
noaev Tyaa npuxXoAsaLLMX BbICTYMNaT NOYTOBbIE KIUEHTI.

Kasanocb 6bl, 3a4em BoobLLe HY)XeH NOYTOBLIN cepBep? MNoveMy NoYTOoBbIE KIUEHTbI He
mornu 6bl cpasdy oTnpaBuTb NUCbMO Nnonyyatento? Beab NHTEpHeT, B oTnnyme ot
peanbHOW NoYTbl, HE UMeeT TeppUTopManbHbIX rpaHuL, U NepeaaTb MHOPMaLMIO Ha
APYrol KOHEL, 3eMHOTO LLiapa He CroXKHee YeM B COCEHI0 KoMHaTy. Ho npeacTtaBbTe
cebe, 4YTo Bbl XOTMTE OTNPABUTL NMCbMO, @ aapecaT B 3TO BPEMS YKe fer cnatb UInn
MPOCTO BbIKMO4YMN KoMNbioTep. Mnu Bam npuwwino nuceMo, a Bbl B 3TOT MOMEHT B
oTnycke. Bpsa nu Bam unm Tomy kTo Bam nueT 3axo4eTcs 4oXNAaTbCS BO3MOXHOCTYU
nepeaaTtb MMCbMO, TeM Goree YTO HACTYNUTb 3Ta BO3MOXXHOCTb MOXET OYEHb He CKOPO.
lopas3fo npole nepeaaTtb COO6LLEHNE CBOEMY NOYTOBOMY CEPBEPY, a OH YKe
no3aboTMTCsi 0 TOM, YTOObLI OHO BbiNo JocTaBneHo. MNpuyeM JocTaBNeHo He cCamoMy
agpecary, a ero noYToBoMy cepBepy, KOTOpPbI 3a60TNINBO NOMOXUT COOBLLEHME B ALK
nonb3oBatensi. Tam oHo 1 ByaeT 4oXMAaTbCs Koraa nonb3oBaTerb NPOBEPUT CBOO
BXOZSILLIYHO MOYTY.

Ho kak >xe y3HaTb KakoMy cepBepy HYXXHO nepeaaTtb NMCbMa agpecoBaHHbIE JaHHOMY
nons3oBaTento? OTBET Ha 3TO BONPOC AaeT agpec HadHadeHus. [lovToBbIn agpec
COCTOUT U3 ABYX YacTeun pasaeneHHbIX cMMmBoriom "@". To 4TO HAaXOAMUTCA Nocre 3TOro
crMBONa ABNAETCA UMEeHeM JIOMEHa, a TO YTO 0 - UMEHeM Nosib30BaTens BHYTPU 3TOr0
AomeHa. YTobbl 40CTaBUTb MMCbMO MO HAa3HAYEeHMIO HEOBXOANMO ONpPeaEeUTbL KaKown
cepBep oTBeYaeT 3a NoYTy A5 AaHHOro gomeHa. [ns atoro ucnonbadyetca DNS (Domain
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2.1

2.2

Name System - Cuctema [JomeHHbIX IMeH), KaxkaomMy No4YTOBOMY JOMEHY TaM MOXET
ObITb NpUNMcaH Habop cepBepoB, KOTOPbIE OTBEYAIOT 3a NOYTY B HEFO aApPECOBAHHYIO.

MouyTOoBbLIN KNUEHT

CoBpeMeHHbI NOYTOBbLIN KNMEHT NpegnaraT MHOXECTBO (OYHKLMIA, OAHAKO C TOYKM
3pEeHUs ANEKTPOHHON NOYTbI HE06X0ANMO, YTOObI OH YMEN NPUHUMATbL M OTNPAaBNATb
noyty. B 3aBMCMMOCTM OT TUNa cepBepa U kadecTsa VIHTepHeT kaHana moryT
NPUMEHSATLCS CrieayoLme cTunm paboTbl C NOYTON:

1. CoeanHsiemcs ¢ IHTepHETOM, ckayMBaeM NUcbMa, OTKIIoYaemcs oT VIHTepHeTa.
lMpocmaTpuBaemM BXOOALLYIO NOYTY, OTBEYAEM Ha NMMCbMa, HO OTBEThI NOKa XpaHUM
nokarnbHo.

CoeaunHsaemcs c IHTepHETOM, OTNpaBigeM UCXOASILLYIO MOYTY, BO3MOXHO CKaunBaem
HOBY0 BXOASLLYI0, OTKMoYaeMca oT MHTepHeTa.

Takown cTunb paboTbl XapaKTepeH Npu OTCYTCTBUN NOCTOAHHOIO MNOAKMOYEHUS K
WHTepHeTy, Hanpumep, Yepes MogeM no TenedoHHon nnuHun. Npu aTom oNga npuema
NnoYTbl 06bIYHO Ucnonb3yeTcsa npoTokon POP3, XoTA BO3MOXHO 1 MCNONb30BaHWe
IMAP.

2. MNopgknovaemcs K cepBepy, CkaymMBaeM BXOASILLYIO NOYUTY, OTKIOYaeMcs OT cepBepa.
lMpocmaTpuBaem nucbma, oTBEYaeM Ha HUX M OTBEThI Cpasy OTrpaBngem.

Takon CTUNb XapakTepeH Npu HanM4mMm NOCTOSIHHOIO NogkntoveHus K IHTepHeTy. [1ns
npuvema noyTbl MOryT NCNONb30BaTbCs kak npoTokon POP3, Tak n npotokon IMAP.

3. MoakrntoyeHne K cepepy NOCTOSIHHOE.

Bcs novta xpaHUTCA Ha cepBepe 1 ckaumBaeTcs no HeobxogumocTn. Cepeep
yBEeAOMIISiET HAaC O NPUXOAE HOBbIX COOBLLIEHNIA.

[ns Takoro ctuns padotbl Heob6xoanm xopoLnm MIHTEpPHET kaHan, HanpuMep
nokanbHas ceTb. Takke JOMKeH ncnonb3oBaTbes npotokon IMAP.

Kaxxabln U3 nepeyuncrieHHbIX CTUNen MMeeT Kak CBOM NpenMyLLecTBa, Tak 1 HeJoCTaTKu.
Tak, Hanpumep, NepBbI METOA CaMbli HeTpeboBaTenbHbIN K KadecTBy MIHTepHeT kaHana,
HO NPMBSA3aH K JaHHOMY pabo4eMy MeCTy, TaK Kak BCSl MOYTa XPaHUTCS NOKanbHO.
TpeTunin meToa no3sonsieT pabotatb C OAHMM U TEM XE ALLMKOM N3 HECKOSTbKMX MECT, HO
3aT0 04eHb TpeboBaTeneH K kaHany, NOCTOsIHHO UCMOMb3yeT pecypchbl cepeepa u
NMO3TOMY 3aBUCUT OT Ero BO3MOXHOCTEM U 3arpy’>KeHHOCTH.

NMouTtoBLIN cepBep

MouToBbIV cepBep caMm no cebe He o6nagaeT nonb3oBaTenbCkMM nHTepdgencom. OH
TONbKO NpeaocTaBnseT Habop NPOTOKOSOB, NPV MOMOLLIY KOTOPbIX C HUM MOXHO
obwartbcs.

POP3

MpeaHa3HayeH 4ns NpoBepKU BXOAALLMX COOBLLEHMIA. XOTS Y Nonb3oBaTens MoOXeT bbITb
MHOrO Nnarnok Ha cepBepe, B JaHHOM NPOTOKOSIE OHU HEe NOA4EPXMBAKOTCA U, MO CYTH,
paboTa BegeTcs Tonbko ¢ nankor INBOX. [NpoTokon odeHb NPOCT 1 NoaaepKmBaeTcs
BCEMW NOYTOBLIMU KneHTamu. OH NO3BONAT NOMYYMTb CIMCOK COOBLLIEHMI HA cCepBepe C
NX pasaMmepamm, MOXXHO CKayaTb UNn yaanutb ykazaHHoe coobLueHne. Takke BO3MOXHO
YaCTUYHOE CKauMBaHMe CoOBLLEHMI (3aroNnoBOK COOBLLIEHMSA M yKa3aHHOE KONMYeCTBO
CTPOK Tena nucbma).
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IMAP

Takxke no3BonsieT NPoBepPATb BXOASALLME COOBLLEHMS, HO NpeaoCTaBNseT 3Ha4YMTENbHO
Bornee Wnpokme BO3MOXHOCTU. [1oaBMACA B 3HAUUTENBHON MEpE Kak pa3Butmne
npoTokona POP3, ons Hero xapakTepHo nepeHeceHne MHOMMX pyHKLMI C KIMEHTA Ha
cepBep. ATO NO3BOMAET MCMNOJIb30BaTh TAaK HA3blBAEMbIE "TOHKME" KIMNEHThI, KOTOPbIE
caMu He NpefoCTaBNAT 0COObIX BO3MOXHOCTEWN, a NonararnTcsa Ha PYHKUMOHANBHOCTb
cepsepa.

[Monb3oBaTenNb MOXET UMETb Ha CePBEpPE CITOXHYI0 CTPYKTYPY Narok, a y>ke B HUX
XpaHaTca coobueHna. CoobLeHus pa3dnpatoTcsl CEpBEPOM Ha COCTaBHbIE YacTu K
MO>HO NOMy4YnUTb JOCTYN K No60M N3 3TUX YacTen. Tak, HanpuMmep, MOXHO ckayaTb
TONBbKO NPUKPENSIEHHLIN K COODLLIEHNIO dharn.

B otnunune ot npotokona POP3, MmoxHo paboTaTth cpasy ¢ Habopom coobLueHui n
3anpaLumBaTb TOMbKO HYXHY MHpopmauuio. Tak, Hanpumep, MOXXHO 3anpocuUTb
oTnpaBuUTENEN, Nofy4aTenen n pasamepbl Bcex coobeHun ¢ 5-rono 10-e
BKITHOUUTESBHO.

Takke eCcTb BO3MOXXHOCTb MOMCKa COOBLLEHMI B Nanke C yKazaHWeM CroXHbIX ycnosun. K
NpUMepY, MOXHO HANTW BCE COOOLLEHNSA OT aHHOMo OTNPaBUTENS 3a NOCNEaHUN MecsL.
lMoMrmMo camoro cTaHAapTHOro NPOTOKONA, ObINO TakKe NPUHATO MHOXECTBO
paclmpeHni, ewle 6onee pacluMpsaOLLUX BO3MOXHOCTM NpoTokona. Takoe obunve
BO3MOXXHOCTEWN NPUBENO K TOMY,4TO MPOTOKOS NONYYUSICH AOCTATOYHO CNOXHbIM. He Bce
MOYTOBbIE KITMEHTLI U CEPBEPA €ro NOAAEPXKMBAIOT, M NPAKTUYECKM HUKTO HE
noagep>kmBaeT B MOSTHOM Mepe.

SMTP

MpumeHsieTcs Anga oTnpaskun coobLLEeHMI OT NOMNb30BaTeNSA Ha cepBep, a Takke AN
nepeaaym coobLueHnn OT OAHOro cepeepa K Apyromy. lNMpr 3ToM OTAEMNBHO YKa3biBalOTCHA
agpec oTnpaBUTENS U agpeca KaXKaoro n3 nonydarenen. 3To no3BonseT BEpHYTb OLLNOKY
Ha ntbom n3 atanos. Tak, Hanpumep, cepBep MOXET OTKa3aTbCA NPUHATbL cOObLLEeHME OT
AaHHOro oTnpaBuTens (ecnu, K NpuMepy, Takon agpec He cylecTByeT), Mbo Anst Koro-
TO nosnlyyaTenen (ecnu Takom Nonib3oBaTerb He HAaUAEH).

MepBoHa4vanbHo NpoTtokon SMTP He npeaycmaTpmBan BO3MOXHOCTU aBTopu3aLmm, HoO B
CBS3U C NOsIBIIeHMEeM criama (HexxenaTenbHbIX COOBLLIEHMIA HaCTO PEKITaMHOro xapakrepa)
Takasi BO3MOXHOCTb ObinagobasneHa.

Mpwv oTnpaBke coobLLieHnI Ha BHELLHNE aapeca vYacTo TpebyeTcsa aBTopu3aums, nHave
Gbina 66l BO3MOXKHA paccbifika coobLeHn Yepes AaHHbI cepBep (open relay), Yto
OTKpbIBaeT BO3MOXHOCTW AN 3rioynoTpebneHus. Bmecto aBTopm3saumm cepsep MOXeT
BBOAUTb orpaHmyeHus no IP agpecam. Tak, Hanpumep, oTnpaBka Ha BHELLHWE agpeca
MOXET ObITb MO3BOSIEHA TONBbKO U3 BHYTPEHHEN NOACETW.

O6MeH coobLeHnaAMN Mexay cepBepamMm Yalle Bcero npovcxoant 6e3 astopmnsaumm ,
TakK Kak cepBepa 06bIYHO HMYEero Apyr o Apyre He 3HatoT. OrpaHMyeHnem aBnseTcs To,
YTO cepBep-nony4vartenb OMKeH ObITb KOHEYHBIM MYHKTOM Ansi cCO0bLweHust (MO KpanHen
Mepe, C TOYKU 3peHns cepBepa-oTnpaBuTens). VICKnoyeHnem aBnseTcs cryvan, koraa
HebonbLUas opraHn3aLmsa NCNonb3yeT cepBep NpoBanaepa Kak MpOMeXyTOYHbIN ANs
OTChbISTKM CBOMX COOBLEeHnI. B aToM cnyyae JosmkHa ncnonb3oBaTbca NMM60o
aBTopu3auus, NMbo Kakne-To Apyrne orpaHnyeHns (Hanpumep Ha ocHose IP agpeca).
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2.3

DNS

OneKkTpoHHbIN agpec (e-mail) AaeT cepBepy NOSIHYO NHOPMAaLNIO O TOM, KOMY
npeaHasHa4vyeHo JaHHOe coobLLEeHNe 1 kak ero Hago AocTaBuTb. [MpeanonoXxmum, 4To
cepBepy Hago AOCTaBUTb NMCbMO NO agpecy user@example.com. 3aeck "example.com”
- M4 NOYTOBOro JOMEHa, a "user" - UMs NoNb30BaTeNsA BHYTPUW 3TOro gomMeHa. lNpexae
BCEr0 HY>XHO OnpeaennTb Kakor cepeep (Mnv cepBepa) OTBeYaeT 3a NOYTY afpeCoOBaHHY0
B OMeEH "example.com", 3aTeM COeaMHUTLCA C HUM No npoTokony SMTP n nepegaTtb
nMCbMO, a fanblue yxxe byaeT ero 3agaya 4OCTaBUTb MMCbMO Nofib3oBaTento. [Ans Toro,
4YTO6bI HANTN OTBETCTBEHHbLIV cepBep ncnonbdyetca DNS (Domain Name System -
Cuctema [lomeHHbIx ImeH). DNS-cepBep XxpaHuT 4nsi MUMeH OMEHOB Habopbl 3anucen
pasfM4yHbIX TUMOB M MO 3anpocy BO3BpaLLaeT 3anmcu 3anpoLleHHbIX TUMOB 4S5 3a4aHHOro
aomeHa. C TOYKM 3peHUs ANEKTPOHHOM NOYTbI HAC MHTEpPECYHOT 3anucn Tuna MX m
3anucu Tmna A.

3anucu Tuna MX

B 3anucsax tnna MX xpaHuTcsa Yicno onpeaensioLlee npuopmuTeT AaHHOW 3anvcuy nocne
KOTOPOro crnegyeT UMs XocTa, OTBeYaroLLero 3a noyty Ans AaHHOro JomeHa. XocCTbl C
MEHbLUUM 3Ha4YeHNeM NpropuTeTa A0MKHbI BbITb UCMONb30BaHbI paHbLUE ApYrMX. XOCTbl
C OQIMHAKOBbLIM MPUOPUTETOM MOTYT UCNONBb30BATLCSA B FTI0OOM Nopsiake.

Ecnu cepsep obHapyxunBaeT cBoe COBCTBEHHO UMS B CIMCKE XOCTOB OTBEYaOLLMX 3a
MoYTY OS89 AaHHOro JOMEHA, TO OH AOMMKEH COeANHATLCA TOMBbKO C XOCTaMM C MEHbLLUM
3HayYeHneM npuopuTeTa, YeM ero cobCTBEHHbIN. ATO He06X0AMMO, 4TOBLI M3bexaTb
CUTyauuu Korga nMCbMO Ha4nMHaeT XoanTb "no Kpyry".

Tak, Hanpumep, B HalwleM criydae Mmormnm ObITb nosiydyeHbl crnegywwine MX 3anucu:
example.com MX 10 mxl.example.com
example.com MX 20 mx2.example.com
example.com MX 20 mx3.example.com

B naHHOM criyqae cepBep AOMKEH cHavana nonbITaTtbCsa OTAaTh NOYTY XOCTY "mx1.
example.com", a B cny4ae Heyga4uum xoctam "mx2.example.com" n "mx3.example.com” (B
nobom nopsiake).

3anucnTmna A

3anucu Tuna MX gatoT Ham TOMbKO MMS XOCTa, a Ans Toro 4Tobbl onpeaenuTs ero |P-
agpec ucnonb3ytotca 3anvcu Tmna A. B 3anucax Tuna A xpanutca IP-agpec gaHHoro
JomeHa. [1ns ogHoro JjomMmeHa MoxXeT OblTb HECKONBbKO A 3anuncei, T.e. oOuH U TOT Xe
OOMEH MOXeT MMeTb HeckonbKo IP-agpecos. Npu oTnpaBke NOYThI Mbl JOITKHbI
nonbITaTbCA COEANHUTLCS C KaxkabiM u3 IP-agpecos (B ntobom nopsigke).

B Hawewm cniyyae mbl Mornm 66l nony4nTh Ang xocta "mx1.example.com" cnegytowime A

3anncu:
mxl.example.com A 192.5.19.31
mxl.example.com A 192.5.25.5

Torga Mbl 4OMKHbI 6bINM Gbl NONbITAaTLCA COeAMHMUTLCA ¢ agpecammn 192.5.19.31
192.5.25.5 B ntobom nopsigke u, B criydae Heygaum, nepenTu k cneayrowen MX sanucu.

Takas opraHusaums 3anncer No3BONSET peann3oBbiBaTh:

e Knactep cepBepoB. KpynHble no4ToBble NopTanbl 4nsi HOpMarnbHON paboTbl MOryT
napannesibHO MCMONb30BaTb HECKOSBbKO CEPBEPOB (KNnacTtep). OTO NoBbILIaeT
HadeXHOCTb CUCTEMBI - B Clly4ae 0TKa3a 04HOro cepBepa, OCTarbHble NPOAOKatoT
paboTaTb. Takke 3TO pacnpeaensaeT Harpy3Ky Mexay cepBepamu, YTo yBenmyineaeT
ObICTpOAENCTBME CUCTEMBI.
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Takasi CTpyKkTypa MoXeT ObITb OpraHM3oBaHa npu NomMoLmn Heckonbknx MX 3anucen (c
OLMHaKOBbIMW NpuopuTeTamMmn), MMbo Npu NOMOLLM HECKOMBbKUX A 3anmcen. NMocKonbKy
noyToBblE CepBepa 06bIYHO 0BpabaTbiBalOT 3anNncKu B TOM NOPSAKE B KOTOPOM MX
BepHyn DNS-cepBep BaxHO YTOObLI OH BO3BpaLLlan ux B Criy4aHOM Nopsiake, Torga
Harpyska byaeT pacnpegensartbcs paBHOMEPHO.

o PesepBupoBaHue cepBepoB. B Takom CTPYKTYpe eCTb FMaBHbIN CeEpBEP, KOTOPLIN
peanbHO XpaHUT NOYTY U pe3epBHbIE CepBepa, KOTOPbIE MOTYT €€ BPEMEHHO NPUHATD,
€CInu rMaBHbIN cepBep He oTBeYaeT. [1nsi Toro, 4Tobbl 3TO peann3oBaTb 3aBOAUTCSA
Heckonbko MX 3anucen ¢ pasHbiMu npuoputeTamMmu. [NaBHbIN cepBep MMeeT caMoe
MeHbLLee 3Ha4YeHne npuoputeTa (C HUM ByayT CoOeaUHATLCA B NEPBYIO ovepeab), a
pes3epBHble cepBepa MMmetoT bonbLuee 3HavYeHne npuoputeTa (C HUMm 6yayT
COENHSATBLCS, eCNY IMaBHbIN CepBep HE OTBEYaET).

B Hawem npumepe "mx1.example.com" mor bl ObITb raBHbIM CEPBEPOM, a "MX2.
example.com" 1 "mx3.example.com" Mornu 6bl ObITb pe3epBHLIMU CEPBEPAMU.

3ameuaHue. [locrnegHss cxeMa MOXeT Takke NPUMEHATLCS B Criyyae, Korga KoMnaHus
peluaeT cama obCcnyXnBaTb CBON NOYTOBbLIV AOMEH, KOTOPLIN 40 9TOro o6cnyxmBancs
cepBepoM nposavgepa. HyxHo fobasutb 3anmucbk MX, ccbinaroLyocst Ha cepeep
BHYTpY KOMNaHuu. [prnyem 3HavyeHne npuopuTeTa y Hee AOMKHO ObITb MEHbLLE
(rnaBHbIN cepBep), YeM Y cepBepa NpoBangepa (pes3epBHbIn cepeep).

OT0 NO3BONUT CpaBHUTENBHO 6e360M1e3HEHHO HAacTpanBaTb CEPBEP BHYTPU KOMMaHWM - B
KpanHeMm criyyae novrta Bce paBHO OyaeT npuHsiTa cepeepom nposangepa. Korga xe
HacTpoWnka OyaeT 3aBepLueHa 1 BHYTPEHHUIN cepBep NepernaeT B MOSHOCTbI0 pabouni
pexvm MX Ha cepBep npoBangepa MoxHo byaeT ybpatb (Ui oCTaBUTb B pe3epPBHbIX
uensx).
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3.1

YcTaHOBKa cepBepa

B aTom pasgene onvcaHa nocnegoBaTenbHOCTb yCTaHOBKM M NepBOHAaYanbHOM
HacTpomnkn cepeepa. [JaHbl NoLwaroBble MHCTPYKLUM NO3BONSAIOLLME NOMYYNUT
paboTocnocobHbIN cepBep B 6a3oBor KoHUrypaumn. Takke gaHbl pekoMeHaauum no
JanbHenLwen HacTpounke cepeepa.

MNepen yctaHoBKOM

MockonbKy cepBep MOXeT paboTaTb B HECKOIbKUX pPEXUMAX, XKenaTenbHo nepes ero
YCTaHOBKOW Y HACTPOWKOM ONpeaennTbCs, YT XXe UMEHHO OT Hero TpebyeTcs.
HekoTopble TexHu4eckue gaHHble (IP-agpec DNS, napameTpbl NO4TOBOro cepBepa
npoBavigepa) Bbl cMoxeTe nonyynTtb y Bawero IHTepHeT-npoBanaepa.

Mpw pacchbinke nncemM NOYTOBbIE CepBEPA LUMPOKO UCMOSMb3YIOT CUCTEMY OMEHHbLIX UMEH
(DNS). DNS nosBonsieT cepBepy onpeaenuTb, Kakon NoYTOBLIN CEpPBEP OTBEYAET 3a
npyvem NoYThbl AN JaHHOro AOMeHa (ansa atoro cnyxar 3anmcn MX). Takmx cepsepoB
MOXET ObITb HECKOSbKO M KaXXA0MY 13 HAX BbICTaBMNEH NPpUOpUTET. OTO NO3BONSAET
3HaAYUTENBbHO NOBLICUTL OBLLYI0 HAOEXHOCTb NOYTOBOW NOACUCTEMBI, TAK Kak B Criyvyae
OTKa3a 04HOro cepBepa noyTy MOXeT BpEMEHHO NPUHATL Apyron. YTobbl ewe 6onbLue
NOBbICUTb MMBKOCTb, B 3anmcsax MX ykasbiBatoTcs He |P agpeca nouToBbIX CEPBEPOB, a
nmeHa nx xoctoB. NMpn nomoLum DNS moxkHO onpenennTtb kakue IP-agpeca
COOTBETCTBYIOT AAHHOMY MMEHM XOCTa (AN 3TOro cnyart 3anucu A).

Mpexae Bcero Hy>kHO pelwnTb ByaeT N KOMMbITEP, HAa KOTOPbLIV NNaHupyeTcs
yCTaHOBUTb CeEpBEpP, UMETb NMOCTOSIHHbIA AOCTYN B IHTEPHET Uy NOAKNI04aTLCA K HEMY
nYWb Nnepuogu4eckn. ATOT BONPOC OMEHb BaXeH, Tak kak Ans goctyna k DNS vawwe
Bcero TpebyeTca NocTossHHOEe noaknoveHne kK MHTepHeTy. BeiBatoT cnyyvau, korga cepsep
He nmeeT goctyna k IHTepHeTy, HO TeM He MeHee umeeT gocTyn K DNS. 3To BO3MOXHO
Korga cepBep MUCMOorb3yeTCs UCKMTIOYNTENBHO B IOKaNbHOW CETU A8 KaKNX-TO
BHYTPEHHUX HYXA, HanpuMep, Ang opraHM3aunmn 4OKyMeHToobopoTa BHY TP KOMMNaHU.
XoT4 B gaHHOoM cny4ae goctyn k DNS moxeT 6biTb BoobLe Heoba3aTeneH, Tak kak Bce
onepauuu MOryT MPOUCXOAMUTbL TOMBKO B peaenax 04HOro e4MHCTBEHHOIo cepBepa.

Takum 06pa3omM BO3MOXHbI TpU cLeHapmsi paboTbl MOYTOBOMO ceBepa:

e YIMes NOCTOSHHbIVM JocTyn K MHTepHeTy n DNS

e repunogmyeckn nogkrovasce kK IHTepHeTy, ucrnons3ys dial-up

e BoOOGLLE He MMest aocTyna Kk IHTepHeTy 1 paboTas ToNbKO B TOKanbHOM ceTn

BatPost goctato4Ho rmbok, 4ToObI CNpaBUTLCS C NOObIM N3 AaHHbLIX CLIEHAPUEB.
[ocTturaeTcs 3T0 MIBMEHEHMEM BCETO NLLIb HECKONbKMX HAaCTPOEK cepBepa. PaccmoTpum
KakObl N3 BapuUaHTOB OTAENbHO M B KaXXOOM Clyyae Ja4MM HEKOTOpPbIe peKoMeHaauunu.

NMocTosiHHas cBsA3b ¢ UHTepHeTOM

Ecnun cBAa3b ¢ IHTepHETOM NOCTOsIHHASA, TO Ny4Le YTobbl cepBep cam paccbinan noyry,
ncrnonb3ya DNS. B gaHHom crnydae Bam Hago BbiicHUTh [P agpec DNS cepeepa. OTu
AaHHbIE MOXHO NOMNY4YNTb Y CUCTEMHOIO agMUHUCTPaTopa unun y IHTepHeT npoBangepa.
OpHako B cnyyae caMoCTOATENBHON pacChifikn MOXeT NoTpeboBaTbCsl 3aBECTM CBOW
COBCTBEHHbIN NOYTOBbLIV JIOMEH, TaK Kak HEKOTOpPbIE CepBepa NPON3BOAAT pacLUMPEHHbIE
NPOBEPKU N OTKA3bIBAKOTCA NPMHUMATL NOYTY OT CEPBEPOB, HE 3aPErMCTPMPOBAHHbIX B
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DNS. Ecnv HeT nnaHOB pernmcTpmMpoBaTh CBOW AOMEH, TO PacChISiKy MOXHO NPOU3BOAUTb
yepes cepBep NnpoBaraepa nnv nobon Apyron NPoOMeXyTouHbIN cepBep (relay).

NMepuoaunyeckoe noakntoveHme K UHTepHeTy

Ecnu cepBep noakntoyaeTcs K IHTepHETY Ha HENPOLOMKNTENBbHbIE NPOMEXYTKM
BpeMeHu, To ucnosb3oBaHe DNS v npsamas paccbinika nucem CTaHOBATCS
HeadekTMBHbIMU. B 3TOM criyyae ropasao yaobHee ncnonb3oBaTh cepBep nposangepa
(nnn ntobown gpyron NoaxoaALNN cepBep) Kak Ansi NoNy4YeHnst BXoAsLen, Tak 1 ons
PaCChINTKN UCXOOALLEN NOYThI.

[na nonyyeHnsa BxogsLen noYTbl MOryT Ucnonb3oBaTbes TexHonornnm Remote POP
(RPOP), nn6o ETRN/ATRN. B nepsom cnyyae BatPost 6yaet nogkntoyateca K
BHeLHeMy cepBepy no npotokony POP3 1 3abupatb coobueHuns. 3atemM 3aronoBKku aTux
coobLeHn ByayT aHann3anpoBaTbCs, YUTOObLI onpeaennTb agpecaTtos. Bo BTopom criyyae
6yaeT ncnonb3oBatbes cneumanbHbii npotokon (ETRN/ATRN) ans Toro 4tobbl 3abpath
coobLLeHns N3 oMepean OTNPaBKM BHELLHErO cepBepa. Bropor BapmaHT 6onee
npeanoYTUTENEH, Tak Kak B 3TOM Criyyae nonyyatenv coobLeHns onpeaensaoTcs
O[HO3HA4YHO, HO OH TPebyeT YTOObI BHELLHWI cepBep OblsT HACTPOEeH 0cobbiM 06pa3om,
YTO He Bcerga BO3MOXHO.

[nsa oTCbINKM cxoasLuern noyTel, cepBep npoBangepa 6yaet nCNonb3oBaTbCA B
KayecTBe NpOMEXYTOYHOro cepeepa (relay).

OTOT cny4vau sBnAeTcs Hanbonee CroXHbIM MO KONMYeCTBY HacTpoek. B niobom criyyae
BCe Nogpo6BHOCTU HY)XHO 06CYANTL C NPOBanaepOM, 1 NOSYYnTb Y HEro Heo6xoaMMble
HaCTpOEYHbIe AaHHbIE.

CBA3b ¢ IHTepHEeTOM OTCYTCTBYET

B cny4ae, korga cBa3b ¢ IHTepHeTOM BOOOLLE He NpeanonaraeTcs, B IOKanbHOM CeTn
MOXeET ObITb BHYTPpeHHU DNS. OH N03BONUT MMETb BO BHYTPEHHEN CETU HECKOSBbKO
noyToBbIX cepBepoB. [pn aTom 3anucm DNS cneundunyHbl ANa 4aHHOW CETU U HE UMEKOT
cMbicna BHe ee. [opa3ao vawe DNS Toxe oTcyTcTBYeT U Toraa Bca pabota ¢ nucbMamu
OyaeT BeCTMCh B Npeaeriax O4HOro Nno4ToBOro cepeepa. B aTom cnyyae, XxoTa peansHoO
noyTa paccbinatbcsa BoobLue He ByaeT, B kayecTBe cnocoba pacChbifiku Hy>KHO ykasaTb
MCNONb30BaHME NPOMEXYTOYHOro cepBepa (relay). HacTporiku npomMexxyTo4HOro cepsepa
B JaHHOMW CUTyaLUUN HECYLLLECTBEHHbI.

YcTtaHoBKa cepBepa

Korga Bce Heob6xoanmble pelleHuns 6yayT NPUHATLI U HACTPOeYHble AaHHble byayT
N3BECTHbI, MOXHO MPUCTYNaTh K yCcTaHOBKe cepBepa. lNpoueaypa yctaHosku BatPost Ha
Balu koMnblOTEP COCTOUT U3 CrieayoLWnX 9Tanos:

1. YcTaHoBka cepBepa

2. HayanbHasg HacTpoika cepBepa

3. Co3paHue rmobanbHbIX aAMUHUCTPATOPOB

4. Co3gaHne JOMEHOB

5. Co3gaHue nonb3oBaTenemn

6. 3anyck 1 npoBepka paboTocnocobHOCTU

B cnyyae, korga npegnonaraeTcs, YTo cepBep byaeT nepMoamyeckm nogknovaTbes K
NHTepHeTY, He0BX0AMMO TaKKe NPON3BECTM HEKOTOPbIE AOMNONHUTENbHLIE HACTPOMKM.
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3.2

3.3

YcTaHoBKa cepBepa

OunctpunbyTnBe cepBepa npeacraBnsaeT cobor ucnonHsemolin pavn BatPost_v221xx.exe. B
npouecce ycTaHoBkM Bam 6ygeT npeanoXeHo BbibpaTb kaTanor, B KOTOPbIN 6yayT
ckonupoBaHbl hannbl, U IPOrpaMMHYHO Fpynny, B KOTOPY ByAyT yCTaHOBMNEHbI MKOHKN. B
NPOCTENLLEM ClyYae MOXHO MPUHATb 3HaYeHUs, Npeasiaraemble No YMon4YaHuio, 1
OrpaHUYnUTLCS TOSLKO HaXxnmaHuem kHomku "Next". [lTlomrumMo nonHom yCcTaHOBKM eCTb
BbIOOpOYHas, KoTopasi N03BoSIET BbIOpaTh KOMMNOHEHTLI, KOTOPbIE OyAyT yCTAaHOBMNEHbI.
CepBepHble KOMMOHEHTLI He06X0aMMbI AN paboTkl caMoro cepeepa, a
aaAMUHUCTPATUBHbIE - 4119 ero HACTPOWNKN, KOHPUTYPUPOBAHUA U ynpaBneHus. Ecnn
HYXXHO yaneHHo KOHUrypnpoBaTb CepBep, TO Ha KOMMbIOTEPE, C KOTOPOro MiaHupyeTcs
yAaneHHoe KOHUrypmpoBaHue, HyXXHO 6yaeT yCTaHOBUTb TONbKO aAMUHUCTPATUBHbIE
KOMMOHEHTHbI.

Ecnn ncnonb3oBanuce napameTpbl, NPeaIoKEeHHbIE MO YMOTYaHWUIO, TO MOCIe YCTaHOBKM
nosiBuTCSA nporpaMmmHas rpynna "BatPost", B koTopon 6yayT MKOHKM aAns 3anycka:
KoHdourypaTopa, MoHuTOpa n npouenypsl yaoaneHus cepsepa c Bawero komnerotepa.

HayanbHas HacTpolika cepBepa

Mocne ycnewwHon ycTaHOBKKM ByaeT 3anyLieH MacTep HavyanbHON HacTponkn cepeepa. OH
NO3BONUT 3a4aTb OCHOBHbIE NApaMeTpbl, HEOOXoANMbIE AN HOpMaribHON paboThl
cepsepa.

Startup Wizard

Enter Mailzerver Hozthame which will be uzed in all greetings. Select alzo
which method the zerver must use for delivering mail to other servers

M ailzerver Hostname:

Itestdumain.cnm

Felay bode
% Usze DMS lookup = Usze Belay Server

Cancel |

B nepBoM okHe MacTepa HayanbHOM HaCTPOWKM HY>KHO 3agaTb UMS cepBepa, Nog,
KOTOPbIM OH ByaeT NpeacTaBnATbCA B ceTU. OTO UMS 0ObIYHO COBNagaeT C UMEHEM
rmaBHOro OMEHa NOYTOBOro cepBepa. Takke HY)KHO BbibpaTb METOA PaCChINKK
ncxoaawmx coobuiennin. Mo nosoay Bbibopa MeToga MOXHO NpoYnTaTth B pasgene "
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[NepenycTaHoBkon".

B cnyvae, korga ans paccbinkm noyvtsbl 6yaet ncnonb3oaTtbea DNS nosiBnaeTcsa okHO
nossonstoulee ykasate DNS cepsepa:

Startup Wizard

Enter Mailzerver Hozthame which will be uzed in all greetings. Select alzo
which method the zerver must use for delivering mail to other servers

DMS Addreszs | T ext rezulk
=
5.2
<] | »
!
Add | Delete | Feplace | Test | Test Al
< Back | Cancel

BatPost no3sonsieT ykasatb Heckonbko DNS cepBepos. INpu paboTte oH 6yaeT ctapatbes
ncnonb3oBaTtb Hanbonee 6uicTpbii DNS cepBep. B aHHOM OKHE MOXHO Takke
npoTecTnpoBaTtb paboTocnocobHOCTb yka3aHHbIX DNS cepeepos.

Ecnun e onsa paccbinku ncxogsaiien novtsbl Obin BoiopaH NnpoMexyTouHbIn cepBep (relay),
TO NOSABUTCS OKHO AJ151 HACTPOWNKM ero NapameTpoB:
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Startup Wizard

Enter relay zerver parameters. This zerver will be uzed for delivering of
outgoing mail. Configuration parametes can be obtained from your [SP.

Felay Semver Part;
| 25

Authentication Type:

IF'Iain ket j

Ilzer Mame:

Paszword:

< Back | Cancel |

B maHHOM OKHe MOXHO yKka3aTb MMs XxocTa nunu IP agpec npoMexyTo4HOro cepeepa
(relay), Homep nopTa ans ucxogawmx SMTP ceccui, a Takke TUN 1 napameTpsbl
ayTeHTMduKkauun. Ecnn ayteHTudmkaums He TpebyeTtcs, To UMs Nonb3oBaTens U Naponb
HY>KHO OCTaBUTb NYCTbIMMU.

Mocne HaxaTua Ha kHonKy Next NnosABUTCA 3aknoYMTENbHOE OKHO MacTepa HavarbHOW
HaCTPOWKM:
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Startup Wizard

Y'ou can alzo create administrators, domaing and wzers.
"w'hat do you wizh to do?

v Create Global Administrators
¥ Create Domains

¥ Create Users

< Back | Cancel |

B 4aHHOM OKHEe MOXHO Bbl6paTb HY>XXHO M co3aaBaTb rnoGanbHbIX aAMUHUCTPATOPOB,
OOMEHbI 1 NoNb3oBaTENEN.

3.4 CospaHue rnobanbHbiX agMUHUCTPATOPOB

MmobanbHble AOMWHUCTPATOPbI UMEIOT NPaBO OCYLLECTBIIATL MOHUTOPUHT CepBEpa n
MEHSITb Nobble ero HacTpouKkn. [laHHbIe onepaunm MOXHO AenaTb HE TOSbKO NoKarnbHO,
HO 1 C Apyroro KomMmnetotepa. Ecnu npeanonaraeTca yaaneHHasa pa60Ta C cepBepom, TO
HY>XHO CO34aTb XOT4A Obl ogHOro rmo6anbHOro agMUHUCTpaTopa.
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Create Mew Global Administrator

E nter &dminstrator's Mame and Password

Adriniztrator's Mame:
Paszword:

Canfirrm:

< Back | Cancel |

[ns rno6anbHOro agMMHUcTpaTopa TpebyeTcs ykasaTb TONbKO UMS U Naporib.

CneqytoLiee OKHO No3BonseT MMB0o 3aBepLUMTb MacTep, MMG0 NPOAOIHKUTL CO3aaHNe
rno6anbHbIX aAMUHUCTPATOPOB:

Create New Global Administrator

Y'ou can create more administrators without exiting from wizard.
"w'hat do you wizh to do?

{* Create and continue administrator creation

{~ Create and exit wizard

Cancel |
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3.5

CospaHune gomeHoB

[na noyToBOro cepBepa JOMEH ABNAETCH CYLLHOCTb0, 06 beANHSAIOLWEN MHOXECTBO
nonb3oaTtenen. C TOUYkK 3peHust IHTepHeTa JOMEH SBNSIeTCA CUMBOSIMYECKUM agpecom
pecypca B ceTu. [Ina Hac e a1a ABONCTBEHHOCTb NPOABNAETCH B TOM, YTO MNOYTOBbLIN
cepBep A0MKeH ObITb NpaBunbHO NponucaH B DNS. To ecTb 4ns 4aHHOrO UMEHU AOMeEHa
OOJSDKHa cylecTBoBaTh ogHa unm 6onee 3anucen MX. [1na kaxxgoro xocta nponmMcaHHoro
B 3anucax MX gomkHa cyuiectBoBaTth X0Tsi 6bl 0gHa 3anunch A, no3BonstoLlas
onpegenutb ero IP agpec. 3To No3BONUT ApYyrumMm cepeepam nNpaBuibHO NPUCKINIaTb
NnoYTy afpeCcoBaHHY0 B HaLL JOMEH.

Ha cepBepe nomeH gomkeH 6biTb NPONMcaH B TOYHOCTU NOA TEM XKe CaMblM UMEHEM, YTO
n B DNS.

Create New Domain

Enter Diomain Mame, optionally specify Comment and Adminiztrator's e-mail,
tail for gpecial addresses such az "postmaster’’ will be delivered to
Adrminiztrator's e-mail

Damain Mame:

Itestdumain.cnm

Comrment;

Adrinistrator's e-mail:

Iadmin@testdumain.mm

< Back Cancel

Mpun co3gaHnm AOMEHa HYXXHO YKa3aTb ero uMsi, Heobs13aTeNbHbIN KOMMEHTaPWUIA U
NoYTOBbIV agpec agMuHUcTpaTtopa. [paBmna co3gaHnst NOYTOBbLIX MOACUCTEM TPEBYIOT,
4yTO6bI CyLLLEeCTBOBANN HEKOTOPLIE CryebHble agpeca, Takne kak POSTMASTER.
Mo>HO co3gaTb Ha cepBepe Nosib3oBaTernemn C Hy>XXHbIMU UMEHAMMU, HO YaLLle BCEero
[0CTaTOYHO NepeHanpaBnTb NMCbMa, NPUXOAsLLME Ha CnyxebHble agpeca
agMuHucTpartopy.

CneqytoLiee OKHO No3BonseT MMB0o 3aBepLUMTb MacTep, MMG0 NPOAOIHKUTL CO3aaHNe
[OMEHOB:
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Create New Domain

Y'ou can create more domaing without exiting fram wizard.
"w'hat do you wizh to do?

{* Create and continue domain creation

{~ Create and exit wizard

< Back | Cancel |

3.6 Co3paHue nonb3oBaTenen

MouToBbI cepBep BatPost nogaoepxneaeT HECKOMBKO TUNOB NONb3oBaTesnien (User) unu,
KaK UX eLLe MOXHO Ha3BaTb, y4eTHbIX 3anucen (account). Mucbma, npuxoaswme Ha
pasHble BUAbl y4eTHbIX 3anucen obpabaTtbiBaloTcs No pasHomy. 34eCb Mbl PACCMOTPUM
"06bI4HbIX" NONb30BaTENEN, MMCbMa KOTOPbIX CKNaAbIBAKTCS B X JINYHBINA NOYTOBbLIN
ALLKK.

Mpu co3gaHnm Nnonb3oBaTens cHavana 6yaeT npeAnoXeHo BbibpaTb JOMEH, K KOTOPOMY
OH ByaeT npuHagnexarb:
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Create New User

Every account [uzer, mail-izt, aliaz] belong to zome domain. Select Daomain in
which you wizh to create new account

Dramain M ame | Comrment
teztdommain. com

1| | 0

< Back | Cancel |

[anee nosiBUTCS OKHO, NO3BONAIOLLEE 3aaTb OCHOBHbLIE NAapaMeTpbl N0S1b30BaTENS:

Create New User

Enter Uzer Hame which will be uzed az left part of e-mail addresz and
optionally zpecify Full Mame and Comment

Izer Hame:

Full M arne:

Comment;

< Back Hext > Cancel

Hy)KHO obs3aTenbHO 3aaaTh MMs NoONb3oBaTenNs Ha cepBepe. lMonHoe nman
KOMMEHTapUmn ABNAOTCS Heobs1I3aTeNbHbIMA napamMeTpamMn.
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Create New User

Select recomended authentication twpe and enter user password

Authentication Type:
I Flain-text j

Paszword:

Canfirrm:

< Back | Cancel |

CnepytoLee OKHO NO3BOSISIET 3a4aTh NnapameTpbl ayTeHTudmkaummn. Ecnn bygyT
NCNONb30BaTLCA NOYTOBLIE KITMEHTLI, NOAAEpPKUBatoLLneE "cunbHble" MeToabl
ayTteHTMdukauumn (Hanpumep, The Bat!), To pekomengyetca Boibpat MeTogq CRAM-MDS.
Ecnuxe nnaHmpyetca ucnonssoatb Outlook, To pekomeHayeTca BbIbpaTb MeToa
ayteHTUukaumm NTLM (MSN).

CneqytoLiee OkHO No3BonseT MMbo 3aBepLUMTb MacTep, MMG0 NPOAOIHKUTL CO3aaHNe
nonb3oBaTenei:
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Create New User

Y'ou can create more accounts without exiting from wizard.
"w'hat do you wizh to do?

{* Create and continue account creation

{~ Create and exit wizard

< Back | Cancel |

3.7 3anyck u npoBepka paboTocnocobHOCTH

Ha naHHoMm aTane npousBoanuTcs Npo6HbINV 3amnyck cepBepa, C Lienblo yoeanTbes B ero
paboTocnoco6HocTy. [Mocne 3aBepLUEHUst MacTePOB HaYanbHON HACTPOViKM cepBep byaeT
3anyLeH aBTOMaTUYECKM.

YnpasneHue paboTow cepsepa Npon3BoamnTCs Npu nomomn moayns MoHuTopa
(BatPostM.exe). OH no3BonseT Npou3BoAnNTb 3aryCcK U OCTaHOB cepBepa, HabrnaaTh 3a
€ro aKTMBHOCTbIO U 3arpy3koMn, a Takke NpocMaTpmBaTh XypHanbl CO6bITUI. MOHUTOP
no3sonsieT HabnogaTe OAHOBPEMEHHO 332 HECKONbKUMU CEPBEPAMM.

BepxHsas yacTb okHa MoHUTOpa OTBEYaET 3a yrnpaBreHve cepBepamm 1 3a 0ToGpaxeHue
X 3arpy3Ku o NpOTOKOMNam:

local [Local Computer]

Stated |  Total | Sewer | 0400 | 020 | BAo0 | of20 | os0 | o8 | 040 | 040 | oMo |
0% 0% 0% 0% E% 0% 0 0 0% 0 0%
I
CPUUsage | SMTP | POP3 | IMaP | POST | RPOP | CTRL | SMTPS | POP3S | IMAPS |

KHonka ¢ u3o6paxxeHneM neTyyer MbllLmv NoKa3bliBaeT TEKYLLEE COCTOsIHME cepBepa. AT
X€ COCTOsIHME B TECTOBOM BUe 0ToGpaxaeTcs Hag KHOMKOW. [Mpy HaxxaTum Ha KHOMKY
NOSABNSETCA MEHI0 YNpaBrieHNsi CepBEPOM:
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Reconnect

Skark
Pause
Skop

Kill server

Configurator

Add server. .,

Edit server. ..

Delete server

OHo no3BorsieT BbINOMHUTL BCE OMNepaLmm no ynpaeneHuio CEpBEPOM, a Takke paboTaTb
CO CMCKOM CEPBEPOB 3a KOTOPbIMW BeAETCSA HabnoaeHne.

B HMXHeN YacTn OKkHa NoKasbIBaKTCA XypHarnbl cobbITHIA:

SMTP | POP | IM&P | POST | LPOST | Spam | DNS | Enor | D | Aperr| RPOP|

19
19
19
19
19
19
19
19
19
19

Kt — K+ KKK

ry

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

2008
2008
2008
2008
2008
2008
2008
2008
2008
2008

13
13
13
13
13
13
13
13:
13:
13:

41:
41:
41:
41:
41:
41:
E1:
53
53
53

16
16
19
24
45
43
34
24
24
24

[gkoeqlbddwy]
[gkoeqlbddwy]
[gkoeqlbdbwy]
[glkgegqlidlwy]
[glkgegqlidlwy]
[gkaeqOidiwy]
[gkaeqOidiwy]
[ghkaeqOidiwy]
[gkaeqgqOidiwy]
[gkaeqgqOidiwy]

Se==1on started with [127.0.0.1]
Connection from localhost [127.0.0.17]
Femnote from localhost reports itself as= gog
Sender < accepted

Fecipient <test@test. com: accepted
Feceiving message from <>

Too many hops (20 max)

Connection terminated normally

Seszzion finished with localho=t [127.0.0.1]

Daemon finished
| ;Ij

[

MpocMOTp XKypHaNoB MOXET O4eHb MOMOYb NPW BbISBIEHUN HEMCNPaBHOCTEN B paboTte
cepBepa. CobbITsi OTCOPTMPOBaHbLI NO KaTeropnsam. Hanbonee BaxHbIMN ABMNSOTCA
Error.log, koTOpbIN NokasbiBaeT obLume owmnbku npy paboTte cepsepa, u DrvErr.log,
KOTOPbIM NOKa3biBaeT OLWNGKM Npu paboTe ¢ AaHHbIMU.

Ecnu yctaHoBKa n HavanbHas HacTporka cepBepa 6binv NnpoBeAeHbl yCneLwHo, TO

cepBep AOoMMKeH BbITb yxxe 3anyLueH. Ecnu ke 3Toro He NpomsoLLo, To CKopee BCero
cepsep ObIn HenpaBuNbHO HacTpoeH. MoapobHocTn cneayeT uckaTob B Error.log. Tak,
Hanpumep, coobLeHre Buaa:

! 14 Jun 2008 09:59:47

DNS server not specified.

Server stopped

rOBOPUT O TOM, YTO B MPOLIECCE HACTPOKKM He Obin 3agaH XoTd Obl oanH agpec DNS
cepBepa. bonee nogpobHO pa3nnyHble OWMOKM paccMOTpeHbl B pasaene "PelueHve

npobnem".

Ecnu cepBep 3anycTurncs, To HacTano BpeMsi NpoBepuTb ero paboTy ¢ pasnuyHbIMK
npoTokonamu. B gansHenwem npegnonaraeTcs, YTo Ha cepBepe CyLlecTByeT JOMEH
"testdomain.com" 1 4TO B 3TOM JOMEHE CyLLEeCTBYeT nornb3oBartens "test".

[na Havyana Heob6xoaumMo NpoBepuTb paboTy cepBepa NokanbHO. [na 3Toro 3anyctute Ha
TOM e KOMMNblOTEPE, Ha KOTOPOM 3anyLLEH CepBep, MOYTOBbLIN KNUEHT. B HacTporkax
NMOYTOBOrO KMMEHTa B Ka4eCcTBe NOYTOBOro agpeca crieayet ykasatb "
test@testdomain.com", a B kayecTBe MUMeHU Nornb3oBaTtend BBecTu "test". Takke Hy>KHO

yKasaTb npaBuibHbIN Naposib JaHHOro nosib3oBatens. B nonax anga saganna POP3 n
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3.8

SMTP cepsepos cnegyeT BBectn "127.0.0.1", aT0 03HA4aeT, 4YTO B Ka4eCcTBe cepBepa
OyaeT MCnonb30BaH TEKYLLMIA KOMMNbIOTEP.

Tenepb oTnpaBum oT UMeHM "test@testdomain.com" TecToBoe NMCbMO Ha 3TOT e agpec
n npumMeM noYTy. Ecnu Bce NpoLwuno NnpasuibHO, TO B Narnke A58 BXOAALWMX NUcem
OO0JDKHO ObITb TECTOBOE MMCbMO, TO ECTb CEPBEP YCMNELLHO HAaCTPOEH Ans obMeHa
COO0O6LLEHMAMMN MeXAY NOoKaNbHbIMU NONb30BaATENSAMM.

B cnyyae BO3HUKHOBEHMSA OLWIMOOK crieqyeT 06paTUTbCA K XKypHanam cobbiTui Ans
BbISICHEHMS TOrO, YTO K€ COBCTBEHHO MOLUSIO HE TakK 1, B CnyyYae HeobxoammocTy,
ncnpaBuTb HAcCTpoViku cepaepa. MNMpu npobnemax c oTNpaBKoOM NMCbMa HaZo CMOTPETb
XypHan SMTP.LOG, a npu npobnemax ¢ npuemom - POP.LOG.

PaspelnTb AoCTaBKy Mo BHELUHUM aapecam MOXHO HECKONbKMMU MeToAaMMu:

e MOCTaBWTb ranoyky Ans nposepky no mail-from, Ho NpY 3TOM HEOGXOANUMO NOMHUTL O
BO3MOXXHOCTM NOAAENKN

e yKkasaTb LWabrnoHbl aapecoB UM MMEH XOCTOB, KOTOPLIM pa3peLleHa yaaneHHas
[AocTaBka

e 006513aTb BCEX KIMMEHTOB AeNnaTb ayTeHTUMKALMIO NPU OTNPaBKe NoYTbI

Haunbonee npegnoyTMTenbHbIM ABMSETCS NOCNELHUA METO Y UMEHHO OH UCMOSb3YeTCs

MO YMOJYaHuIo.

[na npoBepkn yaaneHHoOW OCTaBKM HY>KHO NocraTb TECTOBOE MMCbMO Ha Kakon-HMbyab
CTOPOHHWI afpec 1 NPOBEPUTL, YTO OHO ObINO ycnewHo AocTaBneHo. B crnyyae ownbok,
Hy>xHO cmoTpeTb SMTP.LOG gns Ttoro, 4tobbl ybegmTcs, 4To MMCbMO ObIno YCneLwHo
NpuHATO cepBepom, u Post.LOG, ans Toro, 4tobbl y6eanTbCs, YTO MMCbMO BbINo
yCneLHo JOCTaBIeHo yaaneHHoOMy cepBepy.

HdononHuTtenbHble HACTPOMUKU

B cnyyae, korga noCTOSAHHOE NOAKIMOYEeHNE OTCYTCTBYET, CEPBEP MOXET NEPUOANYECKM
nogkrnoyatbes Yepes TenedoHHyo nuHuio (dial-up) onsa npuema BXoasiLLen U OTCbINKK
NCXOOALLEN NOYTHI.

Mpexae Bcero Heob6xoaMMo HacTpouTb cnocob AocTyna Kk MIHTepHeTy B pasgene "Onumm
> CeTb" ("Options > Networking"):
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{ Local Area Metwork or manual connechion

+ {ze Dial-up Netwarking Connectiorg

L Lo

bl ode; Ize only zelected connection

— Use Specific Dial-up Settings —

[Hzer I ame: I

Faszword:

Ixxxxxxxxxxxxxx

[Mamair; I

—Optian

Pauze between dials [seconds): IEEI

bd awirmum nurmber af retries: |3

lsb] Leb] lab]

Timeout between senies of dial emors [zeconds); IEDEI

—Connecting Fule

[T Connect if number of addressees in the queue exeeds: 100 -

[~ Connect if there iz a meszage waiting for: IHnurs j I1 ﬁ

—Dizconnecting Rule
Aute-dizconnect after idle time af; IMinutes j |'| 0 j

Force dizconnect after: IHnurs j |1 ﬁ

B Hawem cniyvae HyXHO BbliGpaTb pexum "Micnonb3oBaTb noakntoveHme yepes Dial-up”
("Use Dial-up Networking Connection") n BbibpaTtb 13 cnnucka ogHO 13 CyLLLECTBYOLLINX
nogkroyeHnn. Ecnu B MOMEHT, Korfa cepaepy HyXXeH A0cTyn K VIHTepHeTy, coeauHeHne
yXe CyLLeCTByeT, BO3MOXHbI pa3Hble peXmMMbl paboTbl:

¢ He ncnonb3oBaTh cyllecTeyowme nogknoveHnd (Don't use existing connections)

¢ /lcnonb3oBaThb TONbKO BbibpaHHoe noakntoyeHune (Use only selected connection)

¢ /cnonb3oBaTb Ntoboe cyllecTBytoLlee nogkntodeHne (Use any existing connection)

Mo YMOJTHaHUIO UCMNOJIb3YHTCA HaCTp017IKVI YKa3aHHble npn co3gaHnn NnoAKno4eHnA,
OHaKO MOXHO yKa3aTb cneun@uyHbIE MMs NONb30BaTesNs, Naposb U AOMEH.

Mpw NonbITKe AO3BOHUTCS MOTYT BO3HMKaTb pasnnyHble olwmnbku. MoaTomy cepeep
Mcnosb3yeT CReayoLLyto cTpaTernio: OH NPOU3BOAMUT CEPUID 3BOHKOB U, €CINN J03BOHUTCS
He yaanochb, BbiaepXuBaeT nay3y v noBTopsieT cepuio. Takum o6pa3om nMetoTcs
criefytoLime HaCTPOMKM: nay3a Mexzay NonbITKaMy BHYTPY CEPUK, KONMYECTBO MOMbITOK B
cepuu 1 naysa Mexay cepusiMu.

CepBep 6y,D,eT OTCblJ1aTb UCXOAALLYIO NOYTY KaK TOJIbKO MOABUTCA NOAKIKOYEHNE K
MHTepHeTy. [nsa Toro, 4Tobbl B oyepenun He cKkannmeasnocChb CITMLWLIKOM MHOTIO nncem,
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cepBep MOXET COEANHATCA C MHTepHeTOM Korga Komfin4ecTtBo nncem B odepenn nnn
BpemMA oXXnaaHnA oTnpaBKn NPEBLICUT 3aaHHbIE 3HAYEeHUA.

Mockonbky, Npy ucnonb3oBaHUN TenedOHHON NMNHUK, HaxoXaeHue B IHTepHeTe
NPMBOAWUT K CyLLIECTBEHHBIM (PHAHCOBbLIM 3aTpaTam, HE0BXOAMMO KaK-TO OFPaHNYUTb €ro
no BpemeHun. [1na aToro npeaycMoTpeHbl HACTPOWMKN aBTOMaTUYECKOro OTKITHOYEHUS
nocne 3agaHHOro BpeMeHun 6e3aencTeus unm "cunoBoro” OTKNIOYEHUSA NOCe UCTEYEHNS
3a1aHHOr0 NPOMEXYTKa BPpEMEHM.

Tak kak cepBep He HaxoanTcs B VIHTepHETE NOCTOSIHHO, OH HE MOXET OTBeYaTb 3a
GecnepeboriHbIN NpMeM BXOAALLEN NOYThI 41151 CBOMX JOMEHOB. YTo6bl paboTa noYToBom
noAcMCTEMbI HE HapyLuanack, He06xoanMMO YTObbI KTO B34 Ha cebs OTBETCTBEHHOCTL 3a
npyvem NoYTbl NPUXOASALLEN Ha HaLWm JOMeHbI. Yalle Bcero 310 NOYTOBbIN cepBep
nposangepa. OH NpMHMMaET NOYTY, HO HUKaK ee He obpabaTbiBaeT, a AEPXKNT B KAKOM-TO
0co60oM xpaHunuLLe. B kadecTBe Takoro xpaHunuiia MOXeT BblCTynaTb cneumnansHo
CO3[aHHbIN ANd 3TUX Lienen noYToBbIN ALWMK, MO0 ovepeab oTnpaBku cepsepa (spool).

Ecnun BcAa noyTa cknagbiBaeTcs B 0COObI NOYTOBbIN ALWMK, TO AN TOro, YTobbl ee
3abpaTb, 4omKHa ncnonb3oBaTbea TexHonorns Remote POP (RPOP). 31o o3HavaeT, 4yto
Hal cepBep AosmkeH no npotokony POP3 coeanHntca ¢ cepsepom nposarigepa u
3abpaTb 13 3TOro fALMKa Bce nucbma. Npu aToM, 4ns Toro Ytobbl onpeaennTb
OTNpaBUTENS MU NonyyaTens, aHanm3npyTCs 3arofoBKU MUCEM.

Ecnu xe cepBep BPEMEHHO XpaHUT NUCbMa B CBOEW ovepeau OTrpaBku, TO AOSTKHA
ncrnonb3oBatbcd TexHonornd ETRN/ATRN. 3To o3HavaeT, 4To Hall cepBep CoeuHseTCA
C cepBepom nposangepa no npotokony SMTP u BbigaeT ocobyto KomaHgy O TOM, 4TO
cobupaetca 3abpaTtb NoYTy Ana 3agaHHOro goMmeHa (unu gomeHos). Mocne atoro, B
3aBMCUMOCTM OT TOTO, Kakasi KoMaH4a Ucnosb3oBanachk CepBep npoBaraepa nmdo
yCTaHaBNMBAaET C HALLMM cepBepPOM HOBoe Bxoasiiee SMTP coeguHeHne, nnbo Tekyuiee
coeanHeHne n3 ncxoasiiero npeobpasyeTtcs Bo Bxoasiee. [llocne atoro nponcxoant
[OCTaBKa NoYTbl Tak, Kak ecnv 6bl Hal cepBep MMen NOCTOSIHHOE NOAKIKYEHME K
NHTepHeTy.

B nto6om crnyyae Hy)XHO NOCOBETOBATLCS C NPOBAAEPOM 1 y3HaTb Kako MeTom OH
MOXeT nNpeaocTaBuTb. [oCKOMbKY aHan13 3arofoBKOB MMCEM Aareko He Bcerga MoXeT
AaTb JOCTOBEPHYHO MHpopMaLmm 06 oTnpaBuTene 1 nonyyarterne coobLieHns,
npeanoYTUTENbHEE NCMONb30BaTb BTOPO METOA,
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4.1

Bonpockl n oTBeThI

B aTom pasaene aaHbl oTBEThl Ha Hanboree YacTo 3aaaBaemble Bonpockl. [pexae yem
3agaBaTb BOMPOCHI B CrY»K0Y Noaaepku, BHUMaTelbHO 03HAaKOMbTECH C AaHHbIM
pasaernom 1 ybeguteck YTO B HEM HEeT oTBeTa Ha Baw Bonpoc.

HacTtpouka cepBepa

B HacTpoukax nonb3oBaTens ectb none "Tun ayreHTucdukaummn” ("Authentication
type"). Kakoe 3HayeHMe B HeM yKa3biBaTb?

B naHHOM none ykasbiBaeTcs cambli cnabbli TUN ayTeHTUdMKauuK, KoTopbii byaet
AOoNycTUM A58 faHHOro nonb3osaTens. T.e. nonb3oBaTeflb CMOXET 3aUTU Ha cepBep
MCNonb3ysa AaHHbIV MeToa unu 6onee 6e3onacHbINn.

MopaepxkuBatoTcsa cnegyoLwme TUnbl ayTeHTUdUKaLnn:

o OTKpbITbIM TEKCTOM (Plain-text)

e NTLM (MSN)

¢ CRAM-MD5

Tunbl ayTeHTMdUKaLUM NepeyncneHbl B NOpsiake Bo3pacTaHus ux 6e3onacHocTu.
Mcnonb3oBaHue 3awmweHHoro SSL (TLS) coegmHeHus noBbiwaeT 6e30nacHOCTb
meTona, n gaxe ecnu ykazaH CRAM-MD5, nonyctMmo aBTopu3oBaTbCs OTKPbITbIM
TEKCTOM Yepes 3alUMLLEHHOe COeaUHEHNE.

AyTeHTUMKaLMS OTKPbITEIM TEKCTOM NepeaaeT Naposib No CETU B OTKPbITOM BUAE U
No3TOMY ee He peKOMeHAyeTCHA UCMONb30BaTh KPOME Kak Mo 3aumieHHomMy SSL (TLS)
coeanHeHuto. [lpyrue Trnbl aBTOpMU3aLnmM UCNONb3YIOT KpunTorpaguyeckme MetToabl Ang
TOro, Yto6bl NOATBEPANTL NOAMMHHOCTL NONb30oBaTens 6e3 packpbiTus ero napons. No
BO3MOXXHOCTU pekoMmeHayeTcsa ncnonb3osatb CRAM-MD5, kak 6onee 6e3onacHbin
MeTo[, OAHAKO He BCe NOYTOBbIE KNMEHTbI ero nogaepxmeatoT. Ecnu nnaHupyetcs
ncnone3doaTtb MS Outlook unu MS Outlook Express, To HyxHO ncnons3osatb NTLM
(MSN), kKak egQUHCTBEHHbIV 6e30nacHbIN MeTo NoAAEPXKMBAEMbIN JAHHBIMU KNMEHTaMM.

Ha cepBepe ecTb nonb3oBaTenivu ¢ 0OAMHAKOBbLIMU UMEHaMU, HO Haxoasluecs B
pa3Hbix gomeHax. [pu aBTOpM3aLUKM KNTMEHTbI NONy4YaroT CTPaHHbIe pe3ynbTaTbl.
Kak npaBunbHO aBTOpU30oBaThbCA?

Ecnun B HacTporikax KnneHTa ykasaHo TOSbKO MMS NoNb3oBaTerns, TO CepBep NbiTaeTcs
HanTW Nonb3oBaTeNs C TakKUM UMEHEM BO BCEX JOMEHAX U UCMOSb3yeT NepBOro, KOTOPOro
yaanocb HanTu. NMoaTomy MOXeT oKa3aTbCs Tak, YTO NepBbIM MOnageTcs Nonb3oBaTenb
13 gpyroro goMeHa. B atom cnyyae aBTopusauusa bygeT HeygavyHon, ecnv naponu He
coBnagaroT Unun nornb3oBaTternb yBUOUT MMCbMa COBEPLUEHHO APYroro nonb3oBaTtens,
€CIn1 Y HUX eLlle 1 OQNHaKOBbIE Naposin.

[nsa Toro, 4To6bl pelwnTb 3Ty NpobnemMy, pekomeHayeTCs ykasblBaTb B Ka4eCTBE UMEHU
nonb3oBaTeNs ero NOosHbIN ANeKTPOHHbIV agapec (e-mail). T.e. BMecTo "user" ykasbiBaTb
"user@example.com". B 3ToM crnyvyae HEOgHO3HaYHOCTN HE BO3HUKHET.

Kak npaBunbHo HacTpouThb "YaaneHHbin POP" ("Remote POP")?

"YaaneHHbin POP" ("Remote POP") npegHasHayeH gns Toro, Ytodbl 3abpath NoYTy 13
BHeLHero Awmka no POP3 npoTokony n nepenoxuTb ee BO BHYTPEHHME ALLUKN cepBepa
N1 Nnepecnatb Ha 3afaHHbI agpec. [Ang npaBunbHOM paboTbl HY>XHO yKasaTb
napamMeTpbl BHELLHErO cepBepa 1 co3aaTth pacnmcaHue Ang nepnoanyeckoro 3anycka
aToro 3agaHus. PacnucaHvne gomkHo 6b1Tb 4O6aBNEHO B CMIMCOK UCMOMb3yeMbIX Ha
3aknagke "Pacnucanus” ("Schedules").
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EcTb ABa pexvma paboTbi:

¢ "YpaaneHHas yyeTtHas 3anuck" ("Remote Account") - B aTOM pexume nucbma m3
BHELLHErO SILLMKa NEPEHOCATCA B 3aaHHbIN JTOKanNbHbIM ALWMK U NepeckinatnTcs no
3agaHHOMYy agpecy.

o "NomeH POP" ("Domain POP") - B 3TOM pexXnme aHanm3npytoTCsa 3arofioBKN NUCEM,
4yToObl ONpeaennTb agpecaTa.

Mockonbky Ntobble N3MeHEeHNs B HaCTpomnKax TpebyoT nepesanycka cepaepa, YTobbl OHK

BCTYNWUnu B cuny, yagobHo nonb3oBatbca kHonkou "3anyctutb!” ("Run Now!") ang

HeMeAneHHOoro 3anycka 3agaHus C HOBbIMW HacTponkamn. PesynbTaTtbl paboTbl HYyXKHO

cMmoTpeTb B XXypHane RPop.LOG - 9T0 eANHCTBEHHBIN CNOCO6 y3HaTb NPUYMHY OLLMBOK

nnn ybeantbcs, 4To 3agaHune otpabotano BepHo. [locne Toro, kak HacTpowkn 6yaeT

MPOBEPEHBDI, HY>KHO YOeaANTbCS YTO pacnucaHne Takke HaCTPOEHO 1 Nepe3anyCcTuTb

cepsep.

[ns 4yero Hy>xHO none "MepecnaTtb Ha" ("Forward To") B HacTponkax "YaaneHHbIN
POP" ("Remote POP") n Hy>kHO nu ero 3anosHATL?

B 3aBucumocTu ot pexkmuma none "lMepecnatb Ha" ("Forward To") AencTeyeT No pasHomy.
B pexxume "YpaneHHasa yyeTtHas 3anuck” ("Remote Account") B 3ToM none ykasbiBaeTca
aZipec Ha KoTopbI ByayT nepecbinatbes Bce nucbMa. B pexxume "JomeH POP" ("Domain
POP") B aTOM none ykasblBaeTcs agpec Ha KoTopbin ByayT nepecbinaTbCa Nncbma Ans
KOTOpPbIX He yaarnock onpeaenuTb agpecara.

3710 none pekomeHayeTcd 3anonHATb B 060MX pexxmMax, Tak kak nHave Ha cepBepe
MOXeT OCTaBaTbCsl YacTb NMCEM. OTK NUCbMa OyayT B AanbHENLEM CKaunBaTbCS B
Ka)kgowm ceccum o Tex nop, noka He 6yayT yaaneHsl BpyyHyto. Ecnv Takmx nucem Ha
cepBepe byaeT MHOro, TO 3TO MOXET NMPUBECTU K 3ameasieHnto paboTbl "YaaneHHbIn
POP" ("Remote POP") n 3HaunTenbHbIM NOTEPAM Tpadmka.

Ha HaweM nokanbHOM cepBepe AOMKHA ObITb NPONUCaHa TONbKO YacTb
nonb3oBaTenien AOMEHA, a OCTanbHbIX NoNb3oBaTenen obpabarTbiBaeT Apyromn
cepBep. Kak aTo npaBunbLHo HacTpouTb?

[1nsa 3TOro Hy>kHO co3aaTb AOMEH U NPONUCaTb B HEM TOMbKO TEX NOSb30BaTeNen,
KOTOPbI€ AOMKHbI XPaHUTLCA NOKarnbHO. A B HACTPOMKax JOMEHa Ha 3aknajgke
"PacwmpenHble HacTporkun" ("Advanced") Hy>kHO BbIOGpaTh pexum "PaccmaTpuBaTtb
Hen3BecTHbIX Nonb3oBaTtesnien kak BHelHux" ("Treat unknown users as remote").

Kak 3anpeTuTb HEKOTOPbLIM NONb30BaTesIsIM OTNPaBKy NMUCEM Ha BHELWHue
agpeca?

B HacTpoikax nonb3oBaTtens, Ha 3aknagke "basoBble HacTponkun" ("Basic") ecTb ranouyka
"lMpaBa npu otnpaske no4tbl Yepe3d SMTP" ("SMTP mail sending rights"). Ecnu ee
BKITHOYUTb, TO MOXHO NEPCOHanbHO ANs AaHHOro Nosib3oBaTerns yCTaHOBUTL Npasa npu
OTMNpaBKe Ha fNoKarnbHble U BHELWHME agpeca. 3eneHble KBagpaTuku 03HavatoT
paspeLueHune, KpacHble - 3anpeT. Yem 6ornbLue KBagpaTUKOB BbICTaBIEHO, TEM CUMbHEE
3anpeT unu paspeLueHme. 3T0 MOXET ObITb BaXHO, Tak Kak MOryT OAHOBPEMEHHO
AencTBOBaTh Apyrue npasuna (NoapobHOCTU MPOBEPKN NPaBUI MOXHO NPoYMTaTh B
"PykoBoacTtee AaMuHuncTpatopa"). Ana rapaHTMpOBaHHOMO 3anpeTa HYy>XHO yCTaHOBUTb
YyeTblpe KpacHbIX KBagpaTuka.

Mbi 3apeructpmpoBanu HoBoe MMSA NOYTOBOrO AOMEHa, HO Ha CTapbIN Bce elle
npuxoaaT nucbMma. Kak caenartb Tak, YTOObl Ha cepBepe ObINo ABa pa3HbIX
AOMeHa, HO YTOObI Nofib3oBaTesiu B HUX ObINU OQHU U Te Xe?
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4.2

Kak co3gaTb HECKONbKO OMEHOB C OAMHAKOBbLIM COAEPXUMbIM (FfaBHbIA AOMEH
M ero nceBAOHUMBI)?

Mpu cozgaHum gomMmeHa Ha 3aknagke "PaclumperHble HacTponkn” ("Advanced") B none
"Tun cogepxummoro” ("Contents Type") MmoxHO BbiGpaTh 3Ha4YeHue "Coaepxxmmoe no
ccoinke" ("Referral contents") u B none "Cchinka" ("Referral") ykasaTb JOMEH, U3 KOTOPOro
6yayT 6paTbca nonb3oBaTeny ANg BHOBb CO34aHHOro JoMeHa. [laHHble Npu 3TOM He
Ay6nupyloTcsa, NpocTo Npy ob6paLleHnm K nonb3oBaTensiM HOBOro JoMeHa, 6yayT
MCNonb30BaTbCA NOMNb30BaTENN AOMEHA YKa3aHHOrO B CChISIKE.

B HacTpoMkax aoMeHa Ha 3aknaake "lMpoTtokonbl” ("Protocols™) ectb none "IP
agpec” ("IP address™). YUTo Hy>KHO yKa3blBaTb B 3TOM none?

B 6onbLUMHCTBE CryvaeB 3TO NOfe HYXXHO OCTaBNATb NYCTbIM. TONbKO eCnu cepeep
MMeEeT HECKOIbKO CETEBbIX UHTEPENCOB (CETEBLIX KAPT), KOTOPbIE HAXOASATCS B pa3HbIX
NOACETAX U HYXKHO, YTOObI COeANHEHWSI MPUHUMANUCh TOSbKO N3 KOHKPETHOW NOACETH, TO
HY>HO yKka3aTb IP agpec gaHHon nogceTtu. Ecnm aTo none octaBneHo nNycTbiM, TO
coeanHeHns ByayT NPMHMMAaTbLCS U3 BCEX CYLLECTBYHOLMX MOACETEN.

M3meHeHMe KakMx HacTpoek TpebyeT nepe3anycka cepBepa?
Mepesanycka cepBepa TpebyOT UISMEHEHNS B HACTPOMKaX AOMEHOB, pacnucaHuin,
aHTMBMpYyCa U aHTU-CNama, a Takke K HacTpoek B pasgene "Onuuun" ("Options").

Peructpauus

[ns 4yero Hy>HO perucTpupoBaTb Nporpammy?
Mocne peructpaumm 6yayT CHATbI OrpaHUYeHUs UCNbITaTeNbHON BEPCUMU Ha KONIMYECTBO
nonb3oBatenen. MoxHo byaeT Takke nonyyats 6ecnnaTHyto TEXHUYECKYH NOAAEPKKY .

Kyna BBOAUTb peructpaumoHHbIN Koa?

[nsa Toro 4Tobbl BBECTU PpErMCTPALMOHHbIN KOA HY>XHO B KOoHdburypaTope Bbl6paTb NyHKT
MeHI0 ITomomb > Beectn Peructpauuonnsiii Kox (Help > Enter Registration Code). Ecrin
BblIbpaTh B MeHi0 ITomommb > O nporpamme (Help > About), TO MOXHO yBUAETb CINCOK
BCex permctpauui. MNMpu nomoLum kHonok {o6asuts (Add) 1 Yaaauts (Delete) MOXHO
[o6aBnaTb HOBbIE M YAANsATb CyLEeCTBYOLLNE pernctpaumm. Konmy4ecTso NnueH3nmn
(MakcMManbHoe KoNnuyYecTBO Nofb3oBaTeNen) No BCEM perMcTpaLmsam cyMMUpyeTcs.

3ameuanue. [1ns Toro, 4tobbl 3apernctpmpoBaTb nporpammy nog Windows Vista,

HY>XHO 3anycTuTb KoHdurypaTop ¢ npaBamu agmmHmnctpatopa (Run as Administrator).

Kakue gaHHble BbiCbINalOTCA NpU perucTpaumnn?

B peructpaumoHHOM NnncbMe AOIMKHbI ObITh:

e Kntou (Key)

o KoHTponbHas cymma (Key Checksum)

e [laponb (Key Password)

Maponb ncnonb3yeTcs ANs 3aWnTbl PErMCTPALMOHHONO KIkoYa OT Kpakv U yKasblBaeTcs
B MUCbMeE TONbKO ecni 6bin Ha3HadeH aunepoM. Ecnum xe Bbl camu ykasbiBanu naporsb
npu pernctpaumn, To B NMCbMe ero He GyaerT.

Kem HasHauaeTcs naponb AN Kno4a peructpauum?
Maponb HazHa4aeTcs NMbo caMmmM Nofb3oBaTenem Npu 3anofHeHUU permcTpaLMoHHON
dopMbl, Nnbo gunepom. B nocnegHem cnyyae gunep AoMmKeH CoobLLNTb Naposib
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4.3

nonb3oBaTernto.

Kakue orpaHu4yeHuns y HesaperucTtpmpoBaHHOM Bepcumn?

B ucnbiTatenbHom Bepcumn MoXHO co3aaTth He 6onee 20 y4eTHbIX 3anncen
(nonb3oBaTenen) Bo Bcex foMeHax. MicnbiTaTenbHbiv nepuog coctasndaeT 30 gHen. B
TeYeHue ncnbiTaTenbHOro nepuoaa A0CTYNHbI BCe PYHKLMN NPOrpaMmmbl.

YTo NnponsongeT nocre UCTeYEHUs UCTbITaTeNbHOro nepuoaa, ecnv nporpamma
He Obina 3apermcTpupoBaHa?

WNcTeyeHne nenbitaTenbHOro Cpoka BOBCE He 03HaYaeT, YTo MporpaMmMa nepectaHeT
paboTaTb. [poCTO NOABATCS AONONMHUTENbHbIE OrPaHUYEHS - MaKCMMarnbHOe
KONMYECTBO COEAMHEHNI NO KaXKOA0MY M3 NPOTOKOMNOB CTAHET paBHbIM 2 BHE 3aBUCMMOCTU
OT TOr0, YTO YKa3aHo B HaCTpOMKax.

PeweHune npobnem

Mpu nonbITKe oTNpaBUTb NoYTy cepBep roeoput "We don't relay”. Yto aTto
3HauUT?

HacTtpowku no ymonuyaHuto TpebytoT, 4Tobbl NpM OTNpaBke Ha BHELLHWE aapeca
obs3aTenbHO ucnons3oBanacb SMTP aBTopusauus. 310 Heo6xoaNMO, YTOObI Yepes
cepBep Hernb3d 6bIN0 pacchbinaTth HeXxenaTernbHble NMcbMa (cnam).

[nsa Toro, 4Tobbl N36aBUTLCSA OT 3TOM OLLUMOKK, HY>XKHO B HACTPOMKaX MOYTOBOrO KNMeHTa
BKIMIOYNTb aBTOPM3ALNIO NPY OTNPAaBKe NOYThI.

Mpwu 3anycke cepBepa B XXypHane Error.log nosBnsatTca coobweHus Bupa ! 15
Oct 2007 15:57:06 POP addresses configuration error” unu "! 15 Oct 2007
15:57:06 SMTP addresses configuration error”. Yto HacTpoeHO He TaK?

311 coobLeHns 03HaYatoT, YTO eCTb KOH(PMMKT MeXay AOMEeHaMM B HAaCTpOKrKax
npoTokonos. Ckopee Bcero, ANs ykazaHHOro NpoTokona B 0oqHOM AoMeHe 6bin ykasaH IP
aZipec KOHKpeTHOWN NoaceTu, a B ApYroM AOMeHe 3TO norse 661110 OCTaBeHo NyCTbIM.
Mpuem coegmHeHn Ha 3agaHHOM NOPTY BO3MOXEH b0 13 3agaHHoOn noaceTn, nnbo 13
BCEX MNOACETEN, HO HE TO M ApYyroe cpasy - N03TOMY BO3HUKAET KOH(INKT.

Ckopee Bcero none "IP agpec"” ("IP address") 6b1n0 3anonHeHo no owmnbke. Yaue Bcero
TpebyeTcsa npuHMMaTb CoegMHEHUS U3 BCEX MOACETEN N 3TO Nose A0SPKHO OCTaBaTbCA
nyCTbIM.

Mpwu 3anycke cepBepa B XXypHane Error.log nosiBnsaoTcsa coobweHus suaa "Could
not bind to address "0.0.0.0", port 25".

310 03HavaeT, 4To 25 nopT (SMTP) yxxe 3aHAT Kakon-To gpyron nporpammon. Ckopee
BCEro 3anyLLeH Kakon-To Apyron noyToBbIn cepsep unv SMTP cepBuC cUCTEMBI.

[nsa Toro, 4tTo6bl BLIACHUTL KEM 3aHAT NOPT, HYXXHO U3 KOMAaHOHOW CTPOKM BbINOMHUTL

KOMaHAay:
telnet localhost 25

B npurnawueHunm cepeepa 06bIYHO YNOMUHAETCS ero HasBaHMe.

Mpwu 3anycke cepBepa B XypHane Error.log nosBnstoTcsa coobuweHunsa suaa "Could
not bind to address "192.168.101.1", port 25".

Ckopee Bcero no owwmnbke 6bino 3anonHeHo none "IP agpec” ("IP address") B HacTporikax
MPOTOKOJSIOB JIOMEHA UNWN 3TOT afipec He NPUHAANEXUT AaHHOMY KoMMboTepy. [ns Toro,
4yTO6bI BEIACHUTL IP agpeca 4aHHOro KoMnboTeEpPa HY>KHO U3 KOMaHAHOW CTPOKM
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BbINONMHNTb KOMaHAY:
ipconfig
Onsa nony4vyeHuA NnonHon MH(*)OpMaLI,VIVI O ceTeBbIX HaCTpOVIKaX HY>XXHO BbINOJIHUTb

KOMaHay:
ipconfig /all

Mpu nonbITKe OTNpPaBUTbL NOYTY cepBep BblaaeT owmnbKy "5.7.1 - unable to relay".
3710 coobLieHne npuHaanexuT aBHo He BatPost. JInbo npu nonbiTke oTNnpaBnTb NOYTY
66151 No owMbKe NCNONb30BaH KakoW-TO Apyromn cepeep, Nbo kpome BatPost 3anyuieH
eLLe Kakon-To cepBep, KoTopbi nepexBatn SMTP nopT.

[nsa Toro, 4To6bl 6bITE TOYHO YBEPEHHBIM, HYXXHO 3anyCTUTb Ha cepBepe N3 KOMaHOHON

CTPOKM KOMaHAay:
telnet localhost 25

n ybeanTbes, 4TO B NpUrnawleHnm cepeepa npucyTcTyeT crioso "BatPost".

Ou4eHb AONro NPoOUCXoaAuT AOCTaBKa NUCeM (faxe nokanbHas).

Bonblas 3arpy3ka npoueccopa.

AHTVBUPYCHbIE MOHUTOPBLI MOTYT MblTaTbCA MPOBEPATL KaX40e NpuxoasLiee NMcbmo.
Mpwn 60MnbLIOM KONNMYECTBE NMMCEM 3TO MOXET CYLLECTBEHHO 3aTOPMO3UTL paboTy
cepBepa. Hy>xHo nonpo6oBaTh OTKMYUTL aHTUBUPYC U, ECNN NpobnemMa UcYesHerT,
3HAYUT OH NPOCTO He CMpaBrAeTCs C TakUM NOTOKOM MUCEM.

[na Toro, 4yTobbl ONpeennTb Kakoe NPUNoXeHMe rpy3nT NpoLeccop, MOXHO
ncnonb3oBatb Task Manager. B HEkOTOPbIX Cry4asix OH NoKa3biBaeT, YTO OCHOBHYHO
3arpysky gaet npouecc System. [1nsa Toro, 4tobbl nonyunts 6onee nogpobHyto
nHdopMauuto, nydile ncnonb3oBaTtb Process Explorer. CkayaTb ero MOXHO 34€eCb:
http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx

Mpu nonbiTKe 3a6paTb NOYTY cepBep BbigaeT coobweHune "Authentication failed.
Mailboxlocked".

MpoTtokon POP3 TpebyeT, 4Tobbl NOYTOBLIN ALWMK Bbln 3a6N0KMpoBaH Ha Bpems paboTbl
C HUM. Ecnu nonbiTaTbCs 3aMTK B MOYTOBbLIN SLLMK, B TO BPEMS KaK K HEMY YXKe KTO-TO
obpawaeTtcs, byaeTt nonyyeHo aTo coobuieHue.

Hy>xHo y6eamTbes, 4To € AaHHbIM ALWMKOM No npoTtokony POP3 B kaXabit MOMEHT
BpeMeHu paboTatoT TOMbKO U3 OAHOrO KnneHTa. Tak, Hanpumep, BNosiHe 4ONYCTUMO
Korga YenoBek NpoBepsieT CBOM SILLUK Ha paboTe 1 oma, HO AenaeT 370 B pa3Hoe BpeMS.
Ecnun xe TpebyeTca o4HOBPEMEHHbIV AOCTYM, TO AOIMKEH MCNOSb30BaTbLCSA NPOTOKOS
IMAP.

CepBepy He yaaeTcs oTnpaBUTb NOYTY Ha BHELLHME aapeca. B yem moxeT ObITb
npobnema?

Mpexae Bcero HyXHO n3yuntb xypHan Post.LOG, Tam moryT 6biTb coobLieHms 06
owmnbKax, KOTopble NPOSICHAT cuTyaumto. Ecnv ana gocrtaBku NoYThl HA BHELWHWE agpeca
ncnonb3dyetca DNS, To HyXHO y6eauTbes, 4TO ero agpec ykasaH npaBuibHO U OH
paboTaeT. Ecnu xxe nucnonb3syeTca NpoMexyTouHbIV cepBep (relay), To Hy>xHo ybeauTcs,
4YTO co0bLLEeHME BbINO yCneLwwHo eMy nepeaaHo.

Mpu ncnonb3osaHun DNS Bo3mMoOXxHa cutyauus, Koraa yaaeTcs yCnewwHo COeaNHNTCA C
BHELLUHMM CepBEPOM, HO OH OTKa3blBaeTCs NPUHMMATbL NOYTY. TO MOXET ObiTb BbI3BAHO
TEeM, 4YTO Ha BHELUHEM CepBepe UCMNOMb3YTCA pacLUMPEHHbIE NPOBEPKM A11s1 6opbbbI C
HexxenaTenbHOW NoYTon (cnamom). Tak, MOXeT NPoBEPATLCS:

¢ [MponuncaH nu Haw cepeep B DNS (3To nogpasymeBaeT, 4YTO y Hac ctatuyeckuin IP
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appec)

¢ [1ponuncana nu gns Hawero cepeepa PTR 3anucb B o6paTHon 3oHe DNS. Takas
npoBepkKa xapakTepHa Ans cepsepa mail.ru - B cnyyae, ecnv PTR 3anucu HeT, oH
Bo3BpaLlaeT owmnbky "550 Unroutable address".

WHoraa egmMHCTBEHHBIM CNOCOB0M peLleHns npobnembl MOXeT ObiTb UICNONb30BaHNE

NPOMEXYTOYHOro cepBepa (relay) Ans oTnpaBkmM MOYTbI BO BHELLHUIA MUP.

MoyTa 13 BHewWHero mupa oo Hac He goxoauT. B yem MoxeT ObITb Npobnema?

EcTb ABa nyTV No KOTOPbIM K HAM MOXET nornagaTth NoyTa U3 BHELHero mupa:

e Ecnny Hac ecTb cBoW noyToBbIN AoMeH 1 B DNS nponncaHo, 4To Halw cepeep
OTBeYaeT 3a NoYTy ANnd 9TOro A0MeHa, To Apyrne cepsepa camm 6yayT ¢ Hamu
COeNHATLCA U NepeadaBaTb HaM NoYTy. B aToM criydae ans Hawero cepsepa JOXKHbI
ObITb NponuncaHbl A 3anuck, onuckisatowas Haw IP agpec n MX 3anucb
ccbinaroLasca Ha A 3anuce.

e Mbl MOXEM CaMy COEQUHSITLCA C APYTMMY cepBepamMmn U 3abupaTtb NOYTY Ham
npegHasHayeHHyto. B aToM crniyvae Mbl MOXEM JaXe HE MMEeTb CBOEro JOMeEHa 1
3abupaTb NUCbMa C KOHKPETHbIX agpecoB vepes "YaaneHHbin POP" ("Remote POP").
Ecnu xe y Hac eCcTb NOYTOBLIN JOMEH, TO OH MOXET yKa3blBaTb Ha CeEpPBEP KOTOPbIN
BPEMEHHO NPUHUMAaET NoYTY NS Halero IoMeHa (Hanpymep, cepBep nposangepa).
OTOT NPOMEXYTOYHbIV CEPBEP MOXET XPaHUTb NMCbMa B CBOEN 04epeamn COOOLLEHNI U
otaasaTtb ux Yepe3s ETRN/ATRN unu cknagbiBaTb NUCbMa B cnieumanbHbIn ALWKK,
4TOObI Mbl MOIIIM UX 3abpaTb Yepes "YaaneHHbin POP" ("Remote POP"). MNepBbin
BapuaHT npegnoyTutenbHee, MOCKONbKY B 3TOM Cryvae He TepsieTca nHdopmaunsi oo
WCTMHHOM agpecaTe N1cbMa, HO He BCe cepBepa MOryT NpeAoCTaBNATb TaKyto
BO3MOXHOCTb. B nto6om criyyae pelueHune octaeTcs 3a BnagenbLeM NpoMexXyTOYHOro
cepBepa.

He npoxoaut aBTopusauums. B xxypHanax nuwetca "Incorrect password", xots s
yBepeH, YTO naposib yKka3aH BepHo. B yem npobnema?

Ckopee Bcero B HaCTpOMKax NOYTOBOro KNneHTa 6bIfio ykazaHo TOSNbKO MMS
nonb3oBaTens 6e3 ykazaHusa JOMEHa, a Ha cepBepe Nosib3oBaTerb C TaKUM UMEHEM
CyLLleCTBYET B HECKONbKMX AOMEHaX. B aTom cnyyae cepsep byaeT nckatb nonb3oBaTens
BO BCEX JOMEHaxX U NPpOBEPUT NEPBOro C COBNaAaoLnm umeHem. [insa Toro, 4tobb!
NCKINKOYNTb HEOLHO3HAYHOCTb, HY)KHO B MOYTOBOM KIMEHTE YKa3aTb NOSIHOE NMS
nosnb3oBaTensi (CoBNagaeT C ero aNeKTPoHHLIM agpecom). T.e. BMecTo "user" ykasaTb
"user@example.com".

He npoxoaut aBTopusauums. B xxypHanax nuweTtca "User not found”, xotsa Takoun

nonb3oBaTesnib TOYHO cywecTByeT. B yem npobnema?

EcTb 4BE OCHOBHbIE MPUYUHBI:

e BbIn co3gaH HOBLIM JOMEH, @ B HEM NOJSIb30BaTENW, HO CEPBEpP He nepesarnyckancs.
CospgaHue, yaaneHue unamMeHeHne HacTpoek A0OMeHOB TpebytoT 06a3aTensHOro
nepesanyckacepsepa.

e B foMeHe, KOTOPOMY NPUHAASIEXMT 3TOT MNOMb30BaTENb, OTKIHOYEH HY>KHbIA MPOTOKOI.
JIn6o aTOT NPOTOKON HACTPOEH HENPaBUITbHO. Hy>XHO y6eanTbest, YTO B HACTpoOMKax
AomeHa Ha 3aknagke "lNpoTokonbl” ("Protocols") cTouT ranodka cooTBeTCTBYHOLANA
HY>KHOMY NPOTOKONY M YTO B XXypHane Error.log HeT coobeHnii 06 owmnbkax
CBSI3aHHbIX C JaHHbIM NPOTOKOSIOM. [locne nameHeHnsa HacTpoek cepeep ob6a3aTenbHO
HY>KHO NnepesanycTuTb.
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M3meHeHus HacTpoek He noaxBaTbiBaloTcA. B KoHdurypaTope nameHeHus
BUAHbI, HO cepBep paboTaeT no ctapomy. YTo HyXXHO caenaTtb?

M3meHeHne HekOTOpbIX HAaCcTpoek TpebyeT nepesanycka cepBepa, 4N TOro YTobbl 3TH
N3MEHEHNs BCTYNUIM B CUITY. TO OTHOCUTCH K HACTPONKaM AOMEHOB, pacnmncaHun,
aHTMBMpYyCa U aHTU-CNama, a Takke K HacTponkam B pasgene "Onuun" ("Options").

4.4 XypHanbl

Kakue xXypHanbl BeayTcs Ha cepBepe U KakoBO UX Ha3HavyeHue?

CepBep, cam no cebe, He UMeeT BU3yanbHOro MHTepderica n Ha4MHaeT CBoK paboTy eLle

00 TOro Kak nosnib3oBatenb 3anget (login) nog Kakon-To y4eTHOM 3anucblo. [loaTomy

€AMHCTBEHHbIM crnocobom crnexeHusi 3a paboTon cepBepa 1 AMarHoCcTukm npobrem

ABNSeTCA BeAeHue XypHanos paboTbl. [nsa yaobcTea pasHble BUAbl COObITUI

3anuncbIBaloTCA B pasHble XXypHarnbl. [1o ymonyaHutio 3anucb Be4eTcsl B TEKCTOBbIE

hansnbl, 04HaKO BO3MOXHO BeAeHNE XXypHaroB B 6a3e faHHbIX. Hy>KHO, ogHako,

y4MTbIBaTh 4YTO paboTa ¢ 6a3om AaHHbIX MPOUCXOAUT HAMHOIO MeasieHHee, YeM C

TEKCTOBbIMU (harinamu, n MoXeT 3aTOpMO3uTb paboTy cepBepa.

Ha cepBepe BegyTcs cnenyoLwme xxypHansbl:

e SMTP.LOG - 3gecb 3anucbiBatoTcs cobbiTus, nponcxoaswme B8 SMTP ceccuax. SMTP
NCNoNb3yeTcsi NOYTOBLIMMU KITMEHTAMU 1 APYrMMU CEpPBEPaMM 1151 OTNPaBKM NOYThI

e POP.LOG - 3gecb 3anucbiBatoTcs cobbiTud, nponcxogsiimne B POP ceccusax. POP
ncnonb3yeTcs Ans npuemMa nouTbl.

¢ IMAP.LOG - 3gecb 3anucbiBatoTcst cobbiTus, npoucxogswme B IMAP ceccusix. IMAP
ncnonb3yeTcs Ans npuemMa noyTbl.

e Post.LOG - 3gech 3anucbiBaoTcs COOLITUS, MPONCXoasLme Npyn AOCTaBKe NMCEM Ha
apyrue cepepa.

e LPost.LOG - 3gecb 3anucbiBatoTcst CObbITUS, MpoMCXoasLLmne nNpu fiokanbHOM OCTaBKe
nucem.

e Session.LOG - 3gecb 3anucbiBaeTcs cogepxaHue ceccuii, AN KOTopbIX yCTaHOBNEHa
onumsa 3anucu "3anuck ceccuin” ("Log Sessions") B pasgene "Onunn >
KypHanb!" ("Options > Logs") Ha 3aknagke "lNapameTtpsbl" ("Parameters").

e RPOP.LOG - 3gecb 3an1cbiBaoTCs COObITUS, Mponcxoasime B ceccusx Y aaneHHbIn
POP" ("Remote POP").

e Control.LOG - 3gecb 3anncbiBaloTCA COObITUSA, NPONCXOASALLME B CECCUSIX
ynpasnsaoLwero npoTokona. YnpasngawLwmnn NpoToKkon ncnosbdyetcs KoHgurypatopom
AN HAaCTPOWKK cepBepa.

e PCP.LOG - 3gechb 3anucbiBatoTcs cobbiTus, nponcxogsawme B PCP ceccuax. PCP
(Password Change Protocol) ncnonbsyetcsa ons u1aMeHeHus napons nofb3oBaTens.
OT0 NpoTOKON NoAAEPKNBAETCS NOYTOBLIM KnMeHTom The Bat.

e Spam.LOG - 3gecb 3anucbiBaloTcst COObITUS, CBA3aHHbIE C paboTON aHTU-CNam
MEeXaHN3MOB.

¢ DNS.LOG - 3gechb 3anuckiBatoTcs cobbiTus, cBsi3aHHble ¢ obpalleHnem kK DNS
(Domain Name System) cepeepam.

e Error.LOG - 3gecb 3anuckiBatoTcs cOObITUSA, CBSI3aHHbIE C oLInMbKkamm B paboTe
cepepa. OTn owmnbkM TpebyoT NPUCTaNbHOro BHUMaHMUS, Tak Kak MOryT 03Ha4yaTb
nn6o npobnemsl ¢ KOHGUrypaumemn, nnbo owmnbkn B camoM CepBEPE, O KOTOPbIX HY>KHO
coobLnTb paspaboTymkam.

e DrvErr.LOG - 3gecb 3anmchbiBaloTCA COObITUSA, CBSA3aHHbIE C OIMbkamu B paboTe
ApanBepa goctyna K AgaHHbIM. OHKM Takke TpebytoT NPUCTanbHOro BHUMaHUS, Tak Kak
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CKopee BCero CBA3aHbl C ombkamu B gpanBepe 4OCTyna K AaHHbIM UK ©
nospexaeHnem 6as.

e AppErr.LOG - B HacTosiLLIee BpEMS HE UCMONb3YeTCA.

e Virus.LOG - 3gecb 3anucbiBaloTcs CObbITUS, CBSI3aHHbIE C paboTon aHTUBUPYCHbIX
MeXaHW3MOB.

¢ Dialup.LOG - 3gecb 3anucbiBatoTcst cobbITUSA, CBA3aHHbIE ¢ paboTon dial-up
("3BoHunkn"). Ecnu ansa goctyna Kk MUHTepHeETY ncnonb3yeTcs TenedoHHasa fIMHUS, TO
3gecb 6yayT cobbITUS CBA3AHHbIE C YCTaHOBNEHWEM M Pa3pblBOM TENEeOHHOro
coeauHeEHMS.

[ns 4yero Hy>HbI XXypPHanbl UCKINIOYUTENbHbIX CUTyaLnin?

HckntoumTtenbHasa cuTyauma Jyawe Bcero curHanunsmpyeT o6 oumnbke B KaKON-TO U3
KOMMOHEHT cepBepa. [1pn BO3HMKHOBEHMM UCKITIOUNTENBHOM CUTYaLnmn co3gaeTcs
XypHansuga

<mma_xomrnoHeHTa> Exceptions.log
Tak, Hanpumep, ecnv UcKNYeHne BO3HUKIO B Moayre BatPost.exe, To 6ygeT cosgaH

XypHan
BatPost Exceptions.log

NckaTtb aTn XypHanbl on4d OONbLUMHCTBA KOMMOHEHT HY>XXHO B narnke
$allusersprofile%\Application Data\BatPost\

[ns gpanBepa gocTyna K 4aHHbIM 3TOT XXypHan 6y,1:|,eT B nanke
$allusersprofile%\Application Data\BatPost\Drivers\

3HaueHune nepemeHHon %allusersprofile% 3aBUCUT OT CUCTEMBI. Tak, Hanpumep, B

Windows XP oHa 06bI4YHO nMeeT 3Ha4yeHne
C:\Documents and Settings\All Users\

[nsa Toro, 4Tobbl y3HaTb €€ 3HaYEeHWe B BalLie CUCTEME, HY>KHO BblgaTb C KOMaHAHOM

CTPOKU:
echo %allusersprofile$

OTn XypHarnbl N03BONAT paspaboTymkam 6onee TO4YHO NOHATL NPUYNHY U MECTO
BO3HMKHOBEHMS OWMOKM. MoaTomy, coobuias paspaboTumkam o6 owmbke, O4eHb BaXXHO
NPUNOXUTb K 06paLLIEHMIO COOTBETCTBYHOLLMI XKYPHar.

XXypHanbl o4eHb ObLICTPO yBeNMYMBaKOTCA B pa3mepax. YTo ¢ 3TUM MOXKHO
caenaTtb?
lMockonbKy B XXypHanax permctpupyetcsa macca cobbITU 13 XN3HM cepBepa, OHU MOTyT
pacTn odeHb BbICTPO. HackonbKo 6bICTPO 9TO MPOMCXOAUT 3aBUCUT OT 3arpy>XeHHOCTU
cepBepa, HO paHo UMM MNO34HO MOXHO CTONKHYTLCA C CUTyaumen, Koraa MecTo Ha ANCKe
KOHYMITIOCb, 8 CepBEp YLUEN B HENMOHATHOE COCTOAHUE. [laxe ecnv mecTa Ha aucke
AO0CTaTOYHO, paboTaTtb C rMraHTCKUMK charinamm XXypHarnoB MOXeT OblTb HE OYEHb
yAOGHO.
[nsaToro, 4Tobbl n3bexaTb 3TUX CUTYaLMI, cepBep NOAAEPKMBAET aBTOMaTUYECKOE
pa3bueHne n YNCTKy XXypHanoB. HacTtpamBaeTcs 370 B pasgene "Onumm >
XKypHanb!" ("Options > Logs") Ha 3aknagke "Pa3buneHne/Ounctka” ("Splitting/Purging").
Mpwv pa3breHnmn cosgaeTcsa oTAENbHbIN (hanin B UMEHN KOTOPOro NpUCYTCTBYET AaTta K
KOTOpOM OH OTHocUuTCA. Tak, Hanpumep, npu pazdneHnn POP.LOG moxeT ObiTb co3aaH
drann

POP20080602.L.0G
KoTopbI oTHOcKTCA K 2008 rogy 06 mecsauy (ioHb) 1 02 gHto. Takon NnopsaoK ykasaHns
AaTbl NO3BOSISAET NP COPTUPOBKE MO MMEHW (parnoB Nosy4mTb CMCOK Dansios,
ynopsaaoYeHHbIN Mo JaTte K KOTOPOW OHU OTHOCHATCS.
XypHansl MOXHO pa3buBaTb Ha HacCTu: eXXxeQHEBHO, eXXeHeAeNbHO Uv NP AOCTUXKEHUM
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3agaHHoro pasmepa. Ecnu xypHan pacTteTt He cnuwwikom 6bICTpOo, TO BNOMHE nogonaeT
exeHeaenbHoe pasbueHne, Anga 6bicTpopacTywmx XypHanos (Hanpumep, SMTP.LOG)
GonbLue nogonaeT exeaHeBHoe pa3bneHue.

Pa3bueHue xypHanos peluaeT npobremy pocta nx pa3amepos, HO He cnacaeT OT
nepenonHeHus ancka. ns pelweHunsa aton npobnembl UCNONb3yeTca aBToMaTUyeckas
ouncTka. XKypHarnbl, KOTopble CTapLle YeM 3aaHHOE KONMYeCTBO OHEN, MOryT
aBTOMAaTMYEeCKM yoanaTbCsa C AUcka Unmn NepeHoCUTLCA B yKasaHHyo nanky. Mpu
MCNOSb30BaHMM yaaneHnsa pekoMeHayeTCs XpaHUTb XKypHarbl XOTS Obl 3a nOcnegHUN
MecsiL, TaK Kak MHoraa NpMxXoAnTCs pelaTtb NpobreMbl KOTOPble BO3HMKITM HAMHOTO
paHbLUe, Yem Bblnn 3ameyeHbl. Ecnun ke XXypHarnbl NEPEeHOCATCS B cneumarnbHyo narky,
TO JOJIKHO MCMOMb30BaTbCH Pe3epBHOE KONMMPOBAHME CTapPbIX XXYPHaNoB Ha AUCKN UNn
NEHTY, YTOObl HE NPON3OLLSIO NEPENOSHEHMS YXKe N0 HOBOMY MECTY.

Kakou nporpamMmmon rny4wle npocMmaTpmBaTthb XypHanbl?

MOHMTOP MOXHO MCNONb30BaTb AN NPOCMOTPa NOCNegHUX 3annucer B OCHOBHbIX
XypHanax. OToro 4oCTaTo4HO 4115 OLEHKM TekyLen paboTbl cepBepa, Ho and 6onee
cepbe3Hon paboTbl HY>KHO paboTaTb HaNpPAMYO € harnnamm XXypHanos. [nga aToro
nogonget nobas nporpamma ymetoras 6bicTpo npocmaTpumsaTth 6onbLume dannbi n
nmeroLasn PyHKLMI0 nomcka CTPoK. Takyto BO3MOXHOCTb NPeaoCTaBnsaoT MHOrMe
dannosble meHemxepbl (Far, Total Commander), a Takke HEKOTOPbIE TEKCTOBbLIE
penakTtopbl. PannoBbIN MeHeLXep B 3TOM nnaHe 6onee npegnovTuTeneH, Tak Kak
NO3BONSET BUAETb BCE (panribl XKypHanoB, UCKaTb B HECKOSbKMX hannax u UCNOMHATb
KOMaHbl N3 KOMaHOHOWN CTPOKM.

Kak HauTu B XXypHanax Hy)XHoe?

lMocKonbKy XXypHarbl MOryT UMETb O4eHb BoMbLUNE pa3Mepbl, HANTU HYXXHYIO YacTb
nHdopmauun He Bcerga npocto. OgHako, eCnun NpuaepXKnuBaTbCa onpeaeneHHon
cTpaTtermm, To TO NOUCK HEe COCTaBUT BOSbLLION CITOXKHOCTW.

Mpexae Bcero Hy>KHO OnpeaennTbes ¢ KrtoyeBor opasomn, KoTopasi NOMOXET HaM HanTK
Hy>xHOe. Tak, Hanpumep, eCriv Mbl ULLIEM HEYTO CBSI3aHHOE C NOMb30BaTeNem
"user@example.com", To 370 1 GyaeT Halewn KNto4eBon pason.

[anee Hy)XHO onpeaennTbCA K Kakon JaTe OTHOCUTCS pasbickuBaemoe cobbitme. Ecnu
ncnonb3yeTcsa pa3breHne XXypHanos, TO MOXHO ByaeT COCpeaoTOUNTLCA Ha XXypHanax,
OTHOCALMXCA K aTON AaTte. Horga 6biBaeT, 4TO TOYHasa Aate HEM3BECTHa - B 3TOM
crny4aem Mbl MOXXEM BOCMNOMb30BaTbLCSA MOMCKOM NO HECKONbKMM hannam. Hanpumep, Mbl

MOXeM MckaTb B nanke "Logs" yka3as ¢hannosyo macky "*.*", 4Tobbl uckaTb No BCeM
dannam unu ykasatb macky "SMTP*.*", yToObl nckaTb TONLKO B danniax OTHOCALLMXCS K
SMTP npotokony.

Korga knioyeBas ppasa HangeHa, Hac 06bIMHO MHTEPECYHOT COBLITUA OTHOCALLIMECS K TON

Xe ceccumn. Bot kak Bbirnagut tunoeas POP ceccus:
{ 03 Jun 2008 17:38:01 [gURXxDAAAgA] Daemon started
* 03 Jun 2008 17:38:01 [gURXxDAAAgA] Session started with [127.0.0.1]
* 03 Jun 2008 17:38:01 [gURXxDAAAgA] Connection from localhost [127.0.0.1]
+ 03 Jun 2008 17:38:01 [gURXxDAAAgA] User test <testl@test.com> logged on
(Plain-text)
+ 03 Jun 2008 17:38:01 [gURXxDAAAgA] User test <test@test.com> logged off
+ 03 Jun 2008 17:38:01 [gURXxDAAAgA] Connection terminated normally
* 03 Jun 2008 17:38:01 [gURXxDAAAgA] Session finished with localhost
[127.0.0.1]
} 03 Jun 2008 17:38:01 [gURXxDAAAgA] Daemon finished

MO>XHO 3aMeTUTb, YTO BCE 3aM1CU UMEIOT OANHAKOBbIV YHUKanNbHbIN naeHTudukaTop (ID)
ceccun. B gaHHom cnyyae 310 "gURXXDAAAgGA". BTOT naeHTugmkaTop MoxHO
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MCHOHb3OBaTbKaKHyTeBOﬂMTeﬂbﬂﬂﬂHOMCKa3aHMCGﬂﬂaHHOﬂCGCCMMJBHpOCTHX
cny4yaax 3ToO MOXHO caenaThb Bu3yalribHO, B Clly4dae XXe Koraga 3anmcu pasHbix ceccumn

CUIbHO nepeMeLlaHbl MOXXHO BbIMOMHUTL U3 KOMaHOHOW CTPOKU KOMaHAY:
grep gURXxDAAAgA POP.LOG

ans BbiBoga ctpok ceccunm "gURXXDAAAQA" npsiMo Ha 3KpaH, TMbo KomaHAay:
grep gURXxDAAAgA POP.LOG >Ses.txt

na BbiBoAa Ux B hann "Ses.txt".

3ameuanue. 1o ymonyaHuio yTunuta grep MoXeT OTCyTCTBOBaTb B Ballen cucreme.
M3HavanbHO oHa 6bina cosgaHa ansa UNIX n B Windows otcyTtctyeT. OgHako ee
MO>XHO ckayaTb B cocTaBe naketa UnxUtils c canta http://unxutils.sourceforge.net
[MakeT pacnpocTpaHaeTCcs B BUAE Zip-apXmBa, KOTOPbIN HYXXHO pa3apX1MBMpoBaTh B
KaKyr-TO narnky Ha Bawem gucke (Hanpumep, C:\UnxUltils). MNocne aToro aTy nanky
xenartenbHo 406aBNTb B NepeMeHHy0 okpyxeHus PATH, 4tobbl 4OCTyn K yTUnutam

ObIN1 BO3MOXeEH 13 ntoboro mecTa.

Kak npocnegutb npoxoxaeHue nucbma vepes cepsep?

Mpv nonagaHum Ha cepBep KaXaoMy NMCbMY NPUCBanMBaeTCs YHUKalbHbIN
noeHtudukatop (ID). He cnegyeT nyTaTh €ro ¢ yHUKanbHbIM MOEHTUGMKATOPOM CECCUN,
cneumanbHO AN 9TOro OHW UMEIT PasNUYHbIN BUA. STOT MAEHTUHUKATOP MOXHO
yBUOEeTb B XXypHanax sesae rae nponcxogut obpateHne k coobLleHmto. BoT kak aTo

MOXeT BbIrnageTb B XypHane SMTP.LOG:
> 02 Jun 2008 17:05:45 [g0Q9fIAAAAA] Message 4843FD8700000001 (4438 bytes)

received
30ecb 4843FD8700000001 - 3TO YHUKaNbHbIN MOAEHTUMUKATOP NPUCBOEHHbLIN MPUHATOMY
COOOLLIEHUIO.
A BOT KaK 9TO MOXeT BbIrnageTb B xxypHane POP.LOG npu npodTteHun n yaaneHumn Toro

e coobLeHus:
+ 02 Jun 2008 17:05:52 [gO0Q9fIAAAAB] Message 4843FD8700000001 (4438 bytes)

was read
+ 02 Jun 2008 17:05:52 [g0Q9fIAAAAB] Message 4843FD8700000001 (4438 bytes)

marked as deleted
+ 02 Jun 2008 17:05:52 [gO0Q9fIAAAAB] Message 4843FD8700000001 (4438 bytes)

permanently deleted
Takxke aToT VI,D,eHTVICbMKaTop nponncbiBaeTCsd B 3arofioBke camoro COO6LLI,eHVIFI B none

Received:
Received: from userdomain.com (userdomain.com [192.168.101.17)
by testdomain.com with BatPost v2.21r4 ESMTP Daemon
id 4843FD8700000001
for <test@testdomain.com>; Mon, 2 Jun 2008 17:05:45 +0300

Mone Received 06bI4HO NPONMChIBAETCA KaXXAbIM CEPBEPOM, YEPES KOTOPbLIN NPOXOANIO
MMCbMO, NO3TOMY HY)XXHO HANTW CPeAN HUX TO, KOTOpPOE BbINO NPONUCaHO CEPBEPOM
BatPost.

MocKoNbKyY YHUKanNbHbIN NOEHTUMUKATOP NPOMNUCLIBAETCS B XXYpHanax npu Kaxaom
OEeNCTBUN C AaHHbIM NMMCbMOM, MOXHO NPOCIEAUTb XU3HEHHbIN LMKN NMCbMa Ha
cepepe. Tak B xxypHane SMTP.LOG MOXHO HalTK 3an1cb 0 TOM, Kak MMCbMO ObIno
NPUHATO Ha cepBep, a B xypHane POP.LOG (nnn IMAP.LOG) - 3an1cb 0 TOM Kak OHO
6b110 NPOYNTAHO NONb30BaTENEM U, BO3MOXHO, yaaneHo.

Ecnu n3 nonsa Received B 3aronoBke NMcbma M3BECTEH MAEHTUMUKATOP COOBLLEHMS, TO
MO>HO NMPOM3BECTM MOMCK NO BCEM XXypHanam, YTobbl HaWTK BCe 3anncu oTHOCALLMECs K
AaHHOMY COOBLLEHMIO 1 NONYYNTb NOMHOE NpeAcTaBreHne 0 TOM, YTO MPOMCXOAMIO0 C
AaHHbIM cOObLLEeHNEM Ha cepBepe.
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4.5

O6cnyxuBaHue cepBepa

Fae cepBep xpaHUT cBOM hannbI?

[o Bepcumn 2.21 cepep N0 yMONYaHUIO XpaHui Bce cBou doansnbl B nanke %programfiles

%\BatPost. HaunHas c Bepcun 2.21 nporpaMmmHble hannbl XpaHaTtces B nanke %

programfiles%\BatPost, a dannbl gaHHbIX B nanke %allusersprofile%\Application Data\

BatPost. Takoe pasgeneHue caenaHo gnga coemectumoctu ¢ Window Vista.

[1ns coBMecTMMOCTU C NpeablayLnMm BEpCUAMUN CepBep NPOBEPSET MECTOHAXOXAEHNE

davina Server.ini - ecny oH HaxoauTcs B nanke Y%programfiles%\BatPost, To 6ygeT

npegnonaraTbCsd, YTo dpannbl JaHHbIX HAXOOAATCA TaM Xe. Ecnu e ero Tam HeT, TO

OyaeTt npeanonaratbes YTO hannbl 4aHHbIX HaxoasaTces B nanke Y%allusersprofile%

\Application Data\BatPost.

B KOpHe CTpyKTYypbl AaHHbIX CepBeEpa HaxoaaTcsa cnegyrowme gansbi:

e Server.ini - B KOTOPOM XpaHATCA 06LMe HaCTPONKN cepBepa.

¢ GlobalAdmins - B KOTOPOM XpaHUTCS CMUCOK rnobanbHbIX aaAMUHNUCTPATOPOB.
Mmo6anbHble agMUHUCTPATOPbI UMEOT NPABO YAANEHHOrO MOHUTOPUHIa U
KOHOUIypunpOoBaHus cepeepa.

Takke Tam XpaHATCA cneayroLwmne nognanku:

e Archive - 30eCb MOXeT XpaHUTbCHA apX1B COOOLLEHUN.

e DB - 30ecb xpaHuUTCa KOHdUrypauusa cepsepa - rpynnbl, JOMeHbI, Nofib3oBaTesu,
nanku, coobLLeHns, a Takke npasuna, "depHoie" 1 "6enblie” cnucku.

o Drivers - 34ecb XpaHATCS HAaCTPOWKK ApanBepoB 40CTYyMNa K AaHHbIM.

e Logs - 34eCb XxpaHATCA XypHarnbl paboTbl cepBepa.

o PEMs - 3gecb MoryT xpaHnTbcs cepTudmnkaTbl cepBepa.

e Spool - 3aeckb XxpaHUTCA odepeb OTrpaBku cepBepa. B Hen BpeMeHHO XxpaHATCA
coobeHna (MSG-dainbl), O TOro Kak nonagyT B HYXHY 6a3y unu 6yayT otocnaHsl
BHeLLUHeMY cepBepy. 34ech Takke XpaHUTCA cocTosaHne ux otnpaskn (QUE-dainnbl).

e Stream - 30ecCb XpaHATCHA BPEMEHHbIE hannbl (CTPUMbI) CIIMLWKOM BonbLune ANs TOro
4yTobbI AEPXKaTb X B NAMSATH.

MecTo XxpaHeHuWs apxmBa COOBLLEHNN MOXHO HacTpouTb B KoHdurypaTope B pasgene

"Onuwnmn > Apxmns&Ayant" ("Options > Archive&Audit").

MecrTa, roe xpaHsaTca XXypHarbl, o4epeib OTNPaBKN U CTPUMbI MOTYT HaCTpanBaTbCS B

KoHdurypaTope B pasgerne "Onuun > Obwme" ("Options > Common").

3ameuanue. [1na Toro, YToObl UIBMEHUTb MECTO XPaHEHUSI KOHPUTYpaLUN HEJOCTAaTOYHO

N3MEeHUTb HacTponky B pasgene "Onunn > Obwume" ("Options > Common"). HyXHO

TakKke BPYyYHyto n3ameHuTb B (harne \Drivers\DefDrv.ini napameTp RootDir B cekuum

Common.

MecTo xpaHeHus cepTucdukaToB HacTpamBaeTcs B pasgene "Onuum >
BesonacHocTb" ("Options > Security").

Kak nepeHecTu cepBep Ha Apyrou KomnbrTep?

briarogaps Tomy, UTO cepBep XpaHUT BCe CBOW HACTPOWMKN B BUAE pansioB Ha UCKe U He
ncnonb3yeTca ansa atnx uenen peectp Windows, nepeHoc cepepa CBOANUTCA K
KONnpoBaHWUIO dhannos C HACTPOMKaMM.

CHayvana Hy>XHO Ha HOBOM MeCTe YCTaHOBUTbL cepBep. B KoHUe YCTaHOBKN MOXHO
OTKa3aTbCs OT HACTPOMKKN cepBepa, Tak Kak KoOHUrypaums cepeepa Bce paBHo byaeT
cKkonmpoBaHa. 3aTeM HY>XHO MepeHeCTM Ha HOBOE MecTO hawnnbl Server.inin
GlobalAdmins, a Takke cogepxunmoe nanok DB, Drivers, Spool u PEMs (ecnu ecTb
ceptudukaTbl). Coaep>xMmMoe ocTanbHbIX NanoK MOXHO TOXe, MO XenaHuoo, NepeHecTun
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4.6

Ha HOBOE MECTO.
Mocne 3TOro Hy)kHO BPYYHYO 3anyCTUTb CEPBEP M YOEaUTLCS, YTO NepeHoc
KOHMIrypaLMmn Ha HOBOE MECTO NPOLLEN YCNELLIHO.

Kak npaBunbHo o6HOBUTL cepBep Ha 6Gonee HOBYIO BepCcUo?

[nsa npaBunbHOro 06HOBNEHNS HY>XHO 06a3aTenbHO 3aKpbiTb KoHurypaTop n MoHuTop
(ecnu 3anyweHsl). lNMocne aToro 3anyCcTnTb NakeT yCTaHOBKU HOBOW Bepcun. B koHue
yCTaHOBKM ByaeT coobLLEHO, YTO CepBEP yKe CKOHPUTYPUPOBaH 1 ByaeT NpeanoXeHo
3Ty KOH(pMrypaumnio N3MeHMUTb - Ha 3TO MOXXHO OTBETUTb OTKa30oM.

NMpouue BonpoChHI

Kak yctaHoBUTbL Ha cepBep web-uHTepcenc?

Cam no cebe cepBep He uMmeeT web-nHTepdernica, Ho eCTb NakeTbl CTOPOHHMX
pa3paboTymKoB, KOTOpbIE NO3BONAKT 406aBUTL ero. Takne nakeTbl 06bI4HO O6paLLatoTes
K cepepy no npotokony IMAP. MHorne 13 atnx peweHnn TpebytoT ansa csoen paboThl,
4yT06bI O6bIN ycTaHOBNEH Web-cepBep Apache (http://www.apache.org/) ¢ yctaHOBNEHHbIM
PHP (http://www.php.net/).

B kauecTBe npumepa NogobHbIX peLLleHnii MOXXHO Ha3BaTb CrieyoLLne nakeTbl:

¢ SquirrelMail (http://www.squirrelmail.org/)

e Horde IMP (http://www.horde.org/imp/)

e RoundCube (http://roundcube.net/)

Kakue aHTUBUpPYCbI NOAAEPXKUBAKOTCA CepBEPOM?

CepBep MOXeT UCMOSb30BaTh aHTUBUPYCHbIE MOAYN pacLUMpeHnst OT nporpamMmmel The
Bat (http://www.ritlabs.com/ru/products/thebat/plugin.php). HekoTopbie moaynu
pacLMpeHnst UayT B COCTaBe CaMMX aHTUBMPYCOB. He Bce Moaynu KoppekTHO paboTatoT
Ha cepBepe. JTO CBSA3aHO C TEM, YTO CEPBEP MOXET OHOBPEMEHHO NPON3BOANT
NpoBePKY MHOXECTBA NUCEM Ha BUPYCbl U HE BCE aHTUBUPYCHbIE MOAYN Ha 3TO
paccynTaHbl. 13 npoBepEHHbIX MOXXHO Ha3BaTb MoAy b pacumpenuns ans NOD32.

Kakue aHTU-cnam peLueHns noaaepXuBaroTcs cepBepom?

CepBep umeeT BCTpoeHHYo nogaepxky SpamAssassin (http://spamassassin.apache.org/
) - 04HOro 13 Hambornee MOLLHbIX aHTU-CNam peLleHnin. SpamAssassin MOXeT ObITb
YCTaHOBIEH KaK Ha TOM e KOMMbloTepe, rae 3anyLieH cepBep, Tak U Ha OTAENbHOM
komnbloTepe (Hanpumep, noa ynpaenexHmem Unix). ObpalueHne k SpamAssassin
NpoM3BOAMTCS Yepe3 MOAYSb Spamd, NO3TOMY OH TOXe 06a3aTenbHO A0MKEH ObITb
yCTaHOBIEH. YCcTaHoBKa U, 0co6eHHO, HacTpoika nog Windows MOXeT oka3aTbCA
HenpocTon 3agadven. loctatoyHo nogpobHoe onmcaHue 3Toro npoecca (Ha aHrMMMCKoM)
ecTb 3aecb: http://wiki.apache.org/spamassassin/UsingOnWindows.

CepBep Takke nogaepXmBaeT aHTU-cnam MOAynuv paclumpenmns oT nporpammel The Bat (
http://www.ritlabs.com/ru/products/thebat/plugin.php). HekoTopble 13 HAX CAIULLKOM
OopueHTnpoBaHbl Ha The Bat u ¢ cepeepomM paboTaTh oTKa3biBaOTCS. M3 NpoBEPEHHbIX
MOXHO Ha3BaTb Bayes Filter Plugin.

Bayes Filter Plugin v2.0.4 for The Bat!
http://www.ritlabs.com/download/files3/the bat/plugins/antispam/bayesfilter2.0.4.exe

MapameTp "No Report Dialog Below" Hy>HO ycTaHOBUTb paBHbIM 0, YTOObI OTKNIOYNTL
SKpaHHble coobLeHus. [MyTn k hannam nydile ykasaTb abConoTHbIE, YTOObI ObITh
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yBEPEHHbIM B UX MECTOHAXOXOEHUN.

Cratuctuka Ha 3aknagke "About" oGHoBRsIeTCA He cpasy, N3MEHEHNA CTAHOBATCSH
BMAHbI Nocne nepesarpy3kun. Ckopee BCEro aTo CBSA3aHO C TeM, YTO AN YCKOPEHUS
paboTbl MHPOpMaLma 3anmcbiBaeTcs B 6a3y He cpasy, a cHavana KawunpyeTcs B
namaTn. MNMockonbky B KoHduUrypaTope 3arpyxaetcsa gpyrom ak3emnnsap Moayssi, Yem B
cepBepe, UBMEeHeHNe CTaTUCTMKN BUOHO He Cpaay.

[na HopmanbHOM paboTbl MHOTMX aHTU-CaM peLleHnin TpebyeTcsa npeaBapuTesibHas
TpeHupoBka. T.e. Hy>KHO nepegaTb UM Anis 06yyYeHns Habopbl NMCeM KOTopble, No
MHEHWUIO NoNb30BaTenNs, ABMASTCHA CNaMOM U HE CNaMOM. TO HYXXHO A5 BblAeNeH s
XapakTepHbIX MPU3HAKOB TakUX NMCEM, YTOObI B farnbHeNLIEM MOXHO ObIno oTnnyaTh nx
Apyr ot agpyra. TpeHUpPOBKY XenaTeribHO NPOU3BOAUTbL PErYNsiPHO, Tak Kak HOBbIE BUAbI
crnama nosiBrsTCS NOCTOSAHHO. [ANA TPEHUPOBKM eCTb ABa crieLmarnbHbIX agpeca:
$SPAM 1 SNONSPAM Ha koTopble HY)XHO NocbiniaTb, COOTBETCTBEHHO, CNaM U He Cnam.
UTto6bl OTNPaBnATL NMCbMAa Ha 3TK agpeca 0653aTeNbHO Hy>KHa aBTopm3aLms.
Monb3oBaTenb Npy 3TOM AOSMKEH BXOAUTb B rpynny C NPaBoOM TPEHUPOBKM aHTU-CNam
mMoaynemn.

Kak caenatb gna cepBepa ceptudukar?

ns Toro, YToOblI MOXHO ObINO Ncnonb3oBaTb 6e3onacHoe SSL/TLS nogkntoyeHne
Heobxoammo, YToObl Ha cepBepe Obin ycTaHOBNEH cepTudukat. [na xpaHeHus
cepTudurKaTa u COOTBETCTBYHOLLENO MY CEKPETHOIO KITto4a MOXET UCMONb30BaThCA
nognanka PEMs.

Cepaep nogaepxunsaet SSL/TLS npu nomowum 6ubnumotekn OpenSSL (http://www.
openssl.org). MoaTomy ansa xpaHeHus cepTUdUKaTOB 1 CEKPETHBIX KItoYern NCnonb3yeTcs
pem-cgopmat. ATOT dopmaT NO3BONAET XPaHUTb CePTUdMKATLI B TEKCTOBOM BUAE, YTO
yOoGHO Npu UX NepechbINKe No noyTe.

Mo>HO ncnonb3oBaTh Kak CaMonognMCaHHbIN cepTudukaT, Tak u cepTudukaT
Nnosly4eHHbIN OT cepTUdUKaLUoOHHOro LieHTpa. B criyvyae camonognncaHHoro
cepTudmKkaTa ero Hy>kHo 6yaeTt 4o6aBnsATbL B CNMCOK AOBEPEHHbIX HA MOYTOBOM KITUEHTE,
ecnu ke cepTudukaT NofyyYeH oT cepTUPUKaLMOHHOrIO LIEHTPA, TO CKOpee BCEro OH
cpasy byneT noBepEHHbIM, Tak Kak KOpHEBbIE CePTUDUKaTbLI CePTUPUKALIMOHHBIX
LlEHTPOB YXe HaxoaaTCs B CNNCKE AOBEPEHHbIX.

[na paboTbl noTpebyeTca yTunuTa openssl, koTopas BXoguT B cocTaB bubnumotekn
OpenSSL. MoxHo cobpaTb 6UBnMoTEKY N3 UCXOAHBIX KOAOB, @ MOXHO CKayaTb YXXe B
cobpaHHom Buge. Bepcuto ana Windows moxHo HanTu 3gechb: http://www.openssl.org/
related/binaries.html.

Mpexae Bcero Hy)XHO creHepupoBaTb CEKPETHbIN KNtod RSA 1 3anpoc Ha
cepTudukaumio. [1na aToro HyXKHO CHadarna co3gartb ann .rnd B KOTOpbIN 3anucaTb
NPOM3BOSIbHbIE CyYanHble faHHble, Ha OCHOBE KOTOPbIX ByAeT reHepupoBaTbCS KIHO.
MoxxHO ckonupoBaTb B Hero dain ¢ ounMdPOBaHHbLIM LLYMOM UK TEKCTOBLIN haitn co
cny4yanHo HabpaHHbIMK crioBamu U opasamun. Pasamep carna s3HayeHns He UMeeT.
Mocne 3Toro HyHO ByAeT BbINOMHUTbL N3 KOMaHOHOW CTPOKMU:

openssl req -newkey rsa:1024 -keyout key.pem -out req.pem -config openssl.cnf
OT1a komaHga co3gacTt 1024-6UTHbIN CeKPeTHbIN kntod RSA n 3anuweT ero B goann key.
pem. Knoy AoSmKeH BbIrMageTb NPUMEPHO Tak:

MIIBOwWIBAAJBALtv55Q0yzG612P1lwZlpah7++Gv8L5j6Hnyr/uTZEINLGOABDDexm
q/R4KedLjFEIYjocDui+IXs62NNtXrT8odkCAWEAAQIAbwXg0vI/+uyEvsNgxLko
nWmM1KvgnAo5uQIhALgEADUSUIWvt8UNSUDGBRPQuUIHWNycuNV45d3nnskWPALAwW
ueTyr6Wsz5+SD8g/Hy3xuvF3nPmJRH+rwvVihlcFOg==
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YcTtaHOBKa, HavanbHas HacTpoMKa U 3anycK cepBepa

Mpwu cosgaHum kntoya ByaeT Takke 3anpoLLeH Naposb AN Hero. 3TOT Naposb
BNocneacTeumn Hago OyaeT BBECTM B HACTPOMKax cepBepa.

Takxke 6yaeT cosgaH 3anpoc Ha cepTudmkaumio. B 3anpoce cogepxutcsa onucartenbHas
nHpopmauus byayuiero ceptudukarta: Ctpana, Ltat/Obnacts, Mopoa, OpraHmsaums,
Mogpasgenexune, [lomeHHoe MM4A cepeepa 1 T.4. B npouecce BbINONHEHNA KOMaHAbI
GyayT 3anpolleHbl aTpmbyThl ByayLwero ceptudgumkata. He 3abyabte B kayectse atpmnbyTa
"Common Name" yka3saTb JOMEHHOE MMS cepBepa. ATa KoMaHda co34acT Ha OCHOBE
CEeKpeTHOro Kntoya u3 anna key.pem v JaHHbIX BBEAEHHbIX NOMb30BaTeneM 3anpoc Ha
cepTudmKaLmio 1 3anuiueT ero B doann req.pem. 3anpoc SOSMKEH BbIrMs4eTb NPUMEPHO
Tak:

MIIBGzCBxgIBADBjMQOswCQYDVQQGEwWJBVTETMBEGAL1UECBMKUXV1ZW5zbGFuZDEa
MBgGA1UEChMRQ3J5cHRTb2Z0IFB0eSBMAGOxIzAhBgNVBAMTGkNsaWVudCBOZXNO
2NNtXrT80odkCAWEAATANBgkghkiGOwOBAQQFAANBACS5JBTeji7RosgMaUIDzIW13
006+kPhx9fXSpMFHIsY3aH92Milkov/2A4SuzZTcnv/P6+8klmSO0EaiUKcRzak4E=

Tenepb y Bac ecTb cekpeTHbIN KNtod B (hainne key.pem 1 3anpoc Ha cepTudmkaumio B
danne req.pem. O6a3aTeNbHO COXPaHUTE CEKPETHbIN KoY B 6e3onacHoM mecte. OH
notpebyeTcsa Anst HopMarnbHOro oyHKUNMOHMPOBAHMWSA CepBepa Npy UCNosib30BaHUM
6es3onacHbIx coeanHeHnn. bea cekpeTHOro Kntoya cepTudumkat 6yaeTt npakTnieckm
6ecnoneseH. o coobpaxeHnam 6e3onacHOCTU, CEPTUDUKALNOHHBIE LIEHTPbI HE CMOTYT
BbINUCaTb BaM HOBbIV cepTudumkaT (Hanpumep, Npn nameHeHun atpubyTos) ecnny Bac
HeT 4O0CTyna K CEKPETHOMY KIltouy.

Tenepb HacTano BpeMsi nocnatb Baw 3anpoc Ha cepTudmkaumo cepTnmnkaLmoHHOMY
LueHTpy. 310 MoxeT 6bITb VeriSign (http://www.verisign.com) unu Thawte (http://www.

thawte.com). Nocne npoBepkn BalnX AaHHbIX CEPTUMOUKALNOHHDBIN LLEHTP NpuwneT Bam

ceptudmKaT UM coobLUT NpUYMHY oTkasa. CepTudumkaT HY)KHO NOMECTUTb B dhainn cert.

pem. OH gomxeH BbIrMsAaeTb NPUMEPHO TakK:
————— BEGIN CERTIFICATE-----
MIICLJjCCAZcCAQEWDQYJK0oZIhvcNAQEEBQAWWZELMAKGA1UEBhMCQVUXEZARBgNV
BAgTClF1ZWVuc2xhbmQxGjAYBgNVBAOTEUNyeXB0U2 9mdCBQdHkgTHRKkMRswGQYD
dp7jnmWZwKZ9cXsNUS2040L07q0k2HOywC0YsNZQsOBulCBTYYkIefDiKFL1zQHh
81lwwNd4NP+OE3NzUNkCEth4DnF{fg9WHkXU1D5UpxNRJ4gJA==

Ecnu HYXXHO CO34aTb camonoAnucaHHbIn CepTVIq.)MKaT, TO HYXHO BbINOJIHUTb U3

KOMaHAHOW CTPOKN:
openssl req -new -key key.pem -out cert.pem -x509 -config openssl.cnf

Takon cepTudpunkaT 6onbLUe NOAXOANT ANA UCMOMb30BaHMSA B TECTOBbIX Lensx. MoxHo
Takxke nony4nTb TeCToBbIE cepTuUdukaTbl oT VeriSign no agpecy http://digitalid.verisign.
com/test _server _ids.html (BbiGepuTte "C2Net (Apache-SSL-US)") unu ot Thawte no

agpecy https://www.thawte.com/cgi/server/test.exe (Bbibepute "Generate an X.509v3
certificate & Use the most basic format").

Mo ymonyaHuio cepBep MLLET CEKPETHbIN KNtod u cepTudumkaT B dpanne ".\PEMs\server.
pem". MOXHO ckonnpoBaTh MX B 3TOT hais npy NOMOLLM TEKCTOBOIO peaakTopa nnu npu

NnOMOLLM KOMaHAbl:
copy key.pemtcert.pem server.pem

JIn6o MoxxHO ykasaTb HyxHble dannbl B KoHdurypaTtope B pasgene "Onuun >
BesonacHocTb" ("Options > Security"). Takke 06513aTeNbHO HY>XHO YKa3aTb Naposb A1
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